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5 Available on the Internet at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
520001lvol3.pdf. 

(f) Safeguarding DoD UCNI. (1) During 
normal working hours, documents and 
materials determined to contain DoD 
UCNI shall be safeguarded and con-
trolled by measures designed to reduce 
the risk of access to DoD UCNI by un-
authorized individuals. Particular at-
tention should be paid to areas where 
DoD UCNI is used or stored if 
unescorted access by unauthorized in-
dividuals is possible. 

(2) At the close of business, DoD 
UCNI shall be stored to preclude disclo-
sure. Storage of such information with 
other unclassified information in un-
locked receptacles (e.g., desks, book-
cases) is adequate if Government or 
Government-contractor internal build-
ing security is provided during non- 
duty hours. When such internal build-
ing security is not provided, locked 
rooms or buildings normally provide 
adequate after-hours protection. If 
such protection is not considered ade-
quate, DoD UCNI shall be stored in 
locked receptacles (e.g., locked file 
cabinet, locked desk drawer, safe). 

(3) Non-record copies of DoD UCNI 
shall be destroyed by shredding or 
burning or, if the sensitivity or volume 
of the information justifies it, in ac-
cordance with the procedures specified 
by Volume 3 of DoD Manual 5200.01 5 for 
classified information. Record copies of 
DoD UCNI shall be disposed of in ac-
cordance with the DoD Component’s 
record management regulations. DoD 
UCNI on magnetic storage media shall 
be disposed of by overwriting to pre-
clude its reconstruction. DoD UCNI in 
electronic form shall be deleted and 
also removed from any desktop trash 
or recycling files. 

(4) Unauthorized dissemination and 
disclosure of DoD UCNI justifies inves-
tigative and administrative actions to 
determine cause, assess impact, and fix 
responsibility. The DoD Component 
that originated the DoD UCNI shall be 
informed of its unauthorized disclosure 
and the outcome of the investigative 
and administrative actions. Unauthor-
ized disclosure of DoD UCNI does not 
constitute a compromise of classified 
information. 

(g) Retirement of Document or Material. 
(1) Any unclassified document or mate-
rial that is not marked as containing 
DoD UCNI but that may contain DoD 
UCNI shall be marked upon retirement 
in accordance with the DoD Compo-
nent’s record management regulations. 

(2) A document or material marked 
as containing DoD UCNI is not re-
quired to be reviewed upon, or subse-
quent, to retirement. Retired docu-
ments or materials shall be reviewed in 
accordance with paragraph (h) of this 
section upon a request for their release 
made pursuant to 5 U.S.C. 552. 

(h) Requests for Public Release of 
UCNI. (1) Pursuant to 10 U.S.C. 128, in-
formation that qualifies as DoD UCNI 
is exempt from mandatory disclosure 
pursuant to 5 U.S.C. 552. Requests for 
the public release of DoD UCNI shall be 
denied, in accordance with procedures 
established in 32 CFR part 286, pursu-
ant to 5 U.S.C. 552(b)(3), citing 10 U.S.C. 
128 as authority. 

(2) Requests for DOE UCNI contained 
within DoD documents shall also be de-
nied pursuant to 5 U.S.C. 552(b)(3), but 
42 U.S.C 2168 shall be cited, after for-
mal FOIA consultation with the DOE, 
as the basis for invoking the exemp-
tion. Requests for DOE documents will 
be formally referred to DOE for final 
adjudication and response to the re-
questor. 

(3) The reviewing official designated 
by the ASD (NCB) shall review any re-
tired DoD UCNI document or material 
upon a request for its release made pur-
suant to 5 U.S.C. 552. 

§ 223.7 Procedures-determination of 
DoD UCNI. 

(a) Use of the Guidelines. (1) The 
guidelines in this section are the basis 
for determining what unclassified in-
formation regarding the physical pro-
tection of DoD SNM, SNM equipment, 
SNM facilities, or nuclear weapons in 
DoD custody, in a given technical or 
programmatic subject area are to be 
designated as DoD UCNI. 

(2) The decision to protect unclassi-
fied information as DoD UCNI shall be 
based on a determination that the un-
authorized dissemination of such infor-
mation could reasonably be expected to 
have an adverse effect on the health 
and safety of the public or the common 
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defense and security by significantly 
increasing the likelihood of the illegal 
production of nuclear weapons or the 
theft, diversion, or sabotage of SNM, 
SNM equipment, SNM facilities, or nu-
clear weapons in DoD custody. 

(b) General Guidance. (1) Unclassified 
information relating to the physical 
protection of DoD SNM, SNM equip-
ment, SNM facilities, or nuclear weap-
ons in DoD custody is to be protected 
from public disclosure to prevent the 
adverse effects identified in paragraph 
(a)(2) of this section. Public avail-
ability of information that would not 
result in such adverse effects is not to 
be restricted. 

(2) In controlling DoD SNM informa-
tion, only the minimum restrictions 
needed to protect the health and safety 
of the public or the common defense 
and security shall be applied to pro-
hibit the disclosure and dissemination 
of DoD UCNI. 

(3) Any information that has been, or 
is, widely and irretrievably dissemi-
nated in the public domain and whose 
dissemination was not, or is not, under 
Government control is exempt from 
control under these guidelines. How-
ever, the fact that information is in 
the public domain is not a sufficient 
basis for determining that similar or 
updated Government-owned and -con-
trolled information in another docu-
ment or other material is not, or is no 
longer, DoD UCNI; case-by-case deter-
minations are required. 

(c) Topical Guidance. DoD Compo-
nents shall consider the topics dis-
cussed in this section during the prepa-
ration of unclassified information that 
addresses the physical protection of 
DoD SNM or nuclear weapons in DoD 
custody to determine if it qualifies for 
control as DoD UCNI. 

(1) Vulnerability Assessments. (i) Gen-
eral vulnerabilities that could be asso-
ciated with specific DoD SNM, SNM 
equipment, SNM facility locations, or 
DoD nuclear weapons storage facilities. 

(ii) The fact that DoD SNM or nu-
clear weapons facility security-related 
projects or upgrades are planned or in 
progress, if not observable from a pub-
lic area. 

(iii) Identification and description of 
security system components intended 
to mitigate the consequences of an ac-

cident or act of sabotage at a DoD SNM 
or nuclear weapons facility. 

(2) Material Control and Account-
ability. (i) Total quantity or categories 
of DoD SNM at a facility. 

(ii) Control and accountability plans 
or procedures. 

(iii) Receipts that, cumulatively, 
would reveal quantities and categories 
of DoD SNM of potential interest to an 
adversary. 

(iv) Measured discards, decay losses, 
or losses due to fission and transmuta-
tion for a reporting period. 

(v) Frequency and schedule of DoD 
SNM inventories. 

(3) Facility Description. (i) Maps, con-
ceptual design, and construction draw-
ings of a DoD SNM or nuclear weapons 
facility showing construction charac-
teristics of building(s) and associated 
electrical systems, barriers, and back- 
up power systems not observable from 
a public area. 

(ii) Maps, plans, photographs, or 
drawings of man-made or natural fea-
tures in a DoD SNM or nuclear weap-
ons facility not observable from a pub-
lic area; e.g., tunnels, storm or waste 
sewers, water intake and discharge 
conduits, or other features having the 
potential for concealing surreptitious 
movement. 

(iii) Communications and computer 
network configurations and capabili-
ties. 

(4) Intrusion Detection and Security 
Alarm Systems. (i) Information on the 
layout or design of security and alarm 
systems at a specific DoD SNM or nu-
clear weapons facility, if the informa-
tion is not observable from a public 
area. 

(ii) The fact that a particular system 
make or model has been installed at a 
specific DoD SNM or nuclear weapons 
facility, if the information is not ob-
servable from a public area. 

(iii) Performance characteristics of 
installed systems. 

(5) Keys, Locks, Combinations, and 
Tamper-Indicating Devices. (i) Types and 
models of keys, locks, and combina-
tions of locks used in DoD SNM or nu-
clear weapons facilities and during 
shipment. 

(ii) Method of application of tamper- 
indicating devices. 
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(iii) Vulnerability information avail-
able from unclassified vendor specifica-
tions. 

(6) Threat Response Capability and Pro-
cedures. (i) Information about arrange-
ments with local, State, and Federal 
law enforcement agencies of potential 
interest to an adversary. 

(ii) Information in ‘‘non-hostile’’ con-
tingency plans of potential value to an 
adversary to defeat a security measure, 
e.g., fire, safety, nuclear accident, radi-
ological release, or other administra-
tive plans. 

(iii) Required response time of secu-
rity forces. 

(7) Physical Security Evaluations. (i) 
Method of evaluating physical security 
measures not observable from public 
areas. 

(ii) Procedures for inspecting and 
testing communications and security 
systems. 

(8) In-Transit Security. (i) Fact that a 
shipment is going to take place. 

(ii) Specific means of protecting ship-
ments. 

(iii) Number and size of packages. 
(iv) Mobile operating and commu-

nications procedures that an adversary 
could exploit. 

(v) Information on mode, routing, 
protection, communications, and oper-
ations that must be shared with law 
enforcement or other civil agencies, 
but not visible to the public. 

(vi) Description and specifications of 
transport vehicle compartments or se-
curity systems not visible to the pub-
lic. 

(9) Information on Nuclear Weapon 
Stockpile and Storage Requirements, Nu-
clear Weapon Destruction and Disable-
ment Systems, and Nuclear Weapon Phys-
ical Characteristics. Refer to DOE CG– 
SS–4 for guidance about the physical 
protection of information on nuclear 
weapon stockpile and storage require-
ments, nuclear weapon destruction and 
disablement systems, and nuclear 
weapon physical characteristics that 
may, under certain circumstances, be 
unclassified. Such information meeting 
the adverse effects test shall be pro-
tected as DoD UCNI. 

PART 226—SHELTER FOR THE 
HOMELESS 

Sec. 
226.1 Purpose. 
226.2 Applicability. 
226.3 [Reserved] 
226.4 Procedures. 
226.5 Responsibilities. 

AUTHORITY: 10 U.S.C. 2546. 

SOURCE: 52 FR 42638, Nov. 6, 1987, unless 
otherwise noted. 

§ 226.1 Purpose. 
This part implements 10 U.S.C. 2556 

by establishing DoD policy, assigning 
responsibilities, and prescribing proce-
dures for providing shelter for the 
homeless on military installations. 

[78 FR 21257, Apr. 10, 2013] 

§ 226.2 Applicability. 
This part applies to the Office of the 

Secretary of Defense (OSD), the Mili-
tary Departments (including their Na-
tional Guard and Reserve components), 
the Unified and Specified Commands, 
the Defense Agencies, and Department 
of Defense Field Activities (hereafter 
referred to collectively as ‘‘Depart-
ment of Defense Components’’). 

§ 226.3 [Reserved] 

§ 226.4 Procedures. 
It is DoD policy that: 
(a) Shelters for the homeless may be 

established on military installations. 
(b) The Secretary of a Military De-

partment, or designee, may make mili-
tary installations under his or her ju-
risdiction available for the furnishing 
of shelter to persons without adequate 
shelter in accordance with 10 U.S.C. 
2556 and this part if he or she, or des-
ignee, determines that such shelter 
will not interfere with military pre-
paredness or ongoing military func-
tions. 

(c) The Secretary of a Military De-
partment, after determining that a 
shelter for the homeless may be estab-
lished on a military installation, shall 
ensure that the plans for the shelter be 
developed in cooperation with appro-
priate State or local governmental en-
tities and charitable organizations. 
The State or local government entity, 
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