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(2) Physical security requirements 
that cannot be resolved by the credit 
union or local command. 

(q) Geographic franchise. Authoriza-
tion granted to a credit union by the 
Office of the Under Secretary of De-
fense (Comptroller) to provide financial 
services in a specific geographic region 
located outside the United States, its 
territories and possessions. 

(r) Independent bank. A bank specifi-
cally chartered to operate on one or 
more DoD installations whose directors 
and officers usually come from the 
local business and professional commu-
nity. Such operations are thus differen-
tiated from county-wide or state-wide 
branch systems consisting of a head of-
fice and one or more geographically 
separate branch offices. 

(s) In-store banking. An expansion of 
financial services provided by an on- 
base financial institution within the 
premises of a commissary store oper-
ated by the Defense Commissary Agen-
cy, a Military Exchange outlet, and 
other on-base retail facilities. 

(t) Malpractice. Any unreasonable 
lack of skill or fidelity in fiduciary du-
ties or the intentional violation of an 
applicable law or regulation or both 
that governs the operations of the fi-
nancial institution. A violation shall 
be considered intentional if the respon-
sible officials know that the applicable 
action or inaction violated a law or 
regulation. 

(u) Military banking facility (MBF). A 
banking office located on a DoD instal-
lation and operated by a financial in-
stitution that the Department of the 
Treasury specifically has authorized, 
under its designation as a ‘‘Depository 
and Financial Agent of the U.S. Gov-
ernment,’’ to provide certain banking 
services at the installation. 

(v) National bank. An association ap-
proved and chartered by the Comp-
troller of the Currency to operate a 
banking business. 

(w) On-base. Refers to physical pres-
ence on a domestic or overseas DoD in-
stallation. 

(x) Operating agreement. A mutual 
agreement between the installation 
commander and the on-base financial 
institution to document their relation-
ships. 

(y) Overseas DoD installation. A mili-
tary installation (or community) lo-
cated outside the states of the United 
States, the District of Columbia, Guam 
or the Commonwealth of Puerto Rico. 

(z) Part-time MBF. A MBF that oper-
ates fewer than 5 days a week exclusive 
of additional payday service. When 
only payday service is provided, the 
MBF may be termed a ‘‘payday service 
facility.’’ 

(aa) Regulatory Agency. Includes the 
Office of the Comptroller of the Cur-
rency, Department of the Treasury; the 
Federal Deposit Insurance Corporation; 
the Board of Governors of the Federal 
Reserve System; the respective Federal 
Reserve Banks; the National Credit 
Union Administration; Office of Thrift 
Supervision; the various state agencies 
and commissions that oversee financial 
institutions; and, for military banking 
facilities (MBFs), the Fiscal Assistant 
Secretary of the Treasury (or des-
ignee). 

(bb) State bank. An institution orga-
nized and chartered under the laws of 
one of the states of the United States 
to operate a banking business within 
that state. 

(cc) Thrift institution. An institution 
organized and chartered under federal 
or state law as a Savings Bank, Sav-
ings Association, or Savings and Loan 
Association. 

[66 FR 46708, Sept. 7, 2001; 66 FR 54136, Oct. 26, 
2001] 

Subpart B—DoD Directive 1000.11 

§ 231.10 Financial institutions on DoD 
installations. 

(a) Purpose. This subpart: 
(1) Updates policies and responsibil-

ities for financial institutions that 
serve Department of Defense (DoD) per-
sonnel on DoD installations worldwide. 
Associated procedures are contained in 
subpart A of this part. 

(2) Prescribes consistent arrange-
ments for the provision of services by 
financial institutions among the DoD 
Components, and requires that finan-
cial institutions operating on DoD in-
stallations provide, and are provided, 
support consistent with the policies 
stated herein. 
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(b) Applicability. This subpart applies 
to the Office of the Secretary of De-
fense, the Military Departments, the 
Chairman of the Joint Chiefs of Staff, 
the Combatant Commands, the Inspec-
tor General of the Department of De-
fense, the Defense Agencies, the DoD 
Field Activities, and all other organi-
zational entities within the Depart-
ment of Defense (hereafter collectively 
referred to as ‘‘the DoD Components’’), 
and all nonappropriated fund instru-
mentalities including the Military Ex-
change Services and morale, welfare 
and recreation (MWR) activities. 

(c) Definitions. Terms used in this 
subpart are set forth in subpart A of 
this part. 

(d) Policy. (1) The following pertains 
to financial institutions on DoD instal-
lations: 

(i) Except where they already may 
exist as of May 1, 2000, no more than 
one banking institution and one credit 
union shall be permitted to operate on 
a DoD installation. 

(ii) Upon the request of an installa-
tion commander and with the approval 
of the Secretary of the Military De-
partment concerned (or designee), duly 
chartered financial institutions may be 
authorized to provide financial services 
on DoD installations to enhance the 
morale and welfare of DoD personnel 
and facilitate the administration of 
public and quasi-public monies. Ar-
rangement for the provision of such 
services shall be in accordance with 
this subpart and the applicable provi-
sions of subpart A of this part. 

(iii) Financial institutions or 
branches thereof, shall be established 
on DoD installations only after ap-
proval by the Secretary of the Military 
Department concerned (or designee) 
and the appropriate regulatory agency. 

(A) Except in limited situations over-
seas (see paragraph (d)(2)(ii)(C) of this 
section), only banking institutions in-
sured by the Federal Deposit Insurance 
Corporation and credit unions insured 
by the National Credit Union Share In-
surance Fund or by another insurance 
organization specifically qualified by 
the Secretary of the Treasury, shall op-
erate on DoD installations. These fi-
nancial institutions may either be 
State or federally chartered; however, 

U.S. credit unions operated overseas 
shall be federally insured. 

(B) Military banking facilities 
(MBFs) shall be established on DoD in-
stallations only when a demonstrated 
and justified need cannot be met 
through other means. An MBF is a fi-
nancial institution that is established 
by the Department of the Treasury 
under statutory authority that is sepa-
rate from State or Federal laws that 
govern commercial banking. Section 
265 of title 12, United States Code con-
tains the provisions for the Depart-
ment of the Treasury to establish 
MBFs. Normally, MBFs shall be au-
thorized only at overseas locations. 
This form of financial institution may 
be considered for use at domestic DoD 
installations only when the cognizant 
DoD Component has been unable to ob-
tain, through normal means, financial 
services from a State or federally char-
tered financial institution authorized 
to operate in the State in which the in-
stallation is located. In times of mobi-
lization, it may become necessary to 
designate additional MBFs as an emer-
gency measure. The Director, Defense 
Finance and Accounting Service 
(DFAS) may recommend the designa-
tion of MBFs to the Department of the 
Treasury. 

(C) Retail banking operations shall 
not be performed by any DoD Compo-
nent. Solicitations for such services 
shall be issued, or proposals accepted, 
only in accordance with the policies 
identified in this subpart. The DoD 
Components shall rely on commer-
cially available sources in accordance 
with DoD Directive 4100.15. 14 

(iv) Installation commanders shall 
not seek the provision of financial 
services from any entity other than the 
on-base banking office or credit union. 
The Director, DFAS, with the concur-
rence of the Under Secretary of De-
fense (Comptroller) (USD(C)), may ap-
prove exceptions to this policy. 

(v) Financial institutions authorized 
to locate on DoD installations shall be 
provided logistic support as set forth in 
subpart A of this part. 

(vi) Military disbursing offices, non-
appropriated fund instrumentalities 
(including MWR activities and the 
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Military Exchange Services) and other 
DoD Component activities requiring fi-
nancial services shall use on-base fi-
nancial institutions to the maximum 
extent feasible. 

(vii) The Department encourages the 
delivery of retail financial services on 
DoD installations via nationally 
networked automated teller machines 
(ATMs). 

(A) ATMs are considered electronic 
banking services and, as such, shall be 
provided only by financial institutions 
that are chartered and insured in ac-
cordance with the provisions of para-
graph (d)(1)(iii) of this section. 

(B) Proposals by the installation 
commander to install ATMs from other 
than on-base financial institutions 
shall comply with the provisions of 
paragraph (d)(1)(iv) of this section. 

(viii) Expansion of financial services 
(to include in-store banking) requiring 
the outgrant of additional space or 
logistical support shall be approved by 
the installation commander. Any DoD 
activity or financial institution seek-
ing to expand financial services shall 
coordinate such requests with the in-
stallation bank/credit union liaison of-
ficer prior to the commander’s consid-
eration. 

(ix) The installation commander 
shall ensure, to the maximum extent 
feasible, that all financial institutions 
operating on that installation are 
given the opportunity to participate in 
pilot programs to demonstrate new fi-
nancial-related technology or establish 
new business lines (e.g., in-store bank-
ing) where a determination has been 
made by the respective DoD Compo-
nent that the offering of such services 
is warranted. 

(x) The installation commander shall 
approve requests for termination of fi-
nancial services that are substantiated 
by sufficient evidence and forwarded to 
the Secretary of the Military Depart-
ment concerned (or designee). The Sec-
retary of the Military Department (or 
designee) shall coordinate such re-
quests with the USD(C), through the 
Director, DFAS, before notification to 
the appropriate regulatory agency. 

(xi) Additional guidance pertaining 
to financial services is set forth in sub-
part A of this part. 

(2) The following additional provi-
sions pertain to only to financial insti-
tutions on overseas DoD installations: 

(i) The extension of services by MBFs 
and credit unions overseas shall be con-
sistent with the policies stated herein 
and with the applicable status of forces 
agreements, other intergovernmental 
agreements, or host-country law. 

(ii) Financial services at overseas 
DoD installations may be provided by: 

(A) Domestic on-base credit unions 
operating overseas under a geographic 
franchise and, where applicable, as au-
thorized by the pertinent status of 
forces agreements, other intergovern-
mental agreements, or host-country 
law. 

(B) MBFs operated under and author-
ized by the pertinent status of forces 
agreement, other intergovernmental 
agreement, or host-country law. 

(C) Domestic and foreign banks lo-
cated on overseas DoD installations 
that are: 

(1) Chartered to provide financial 
services in that country, and 

(2) A party to a formal operating 
agreement with the installation com-
mander to provide such services, and 

(3) Identified, where applicable, in 
the status of forces agreements, other 
intergovernmental agreements, or 
host-country law. 

(iii) In countries served by MBFs op-
erated under contract, nonappropriated 
fund instrumentalities and on-base 
credit unions that desire, and are au-
thorized, to provide accommodation 
exchange services shall acquire foreign 
currency from the MBF at the MBF ac-
commodation rate; and shall sell such 
foreign currency at a rate of exchange 
that is no more favorable to the cus-
tomer than the customer rate available 
at the MBF. 

(e) Responsibilities. (1) The Under Sec-
retary of Defense (Comptroller) 
(USD(C)) shall develop policies gov-
erning establishment, operation, and 
termination of financial institutions 
on DoD installations and take final ac-
tion on requests for exceptions to this 
subpart. 

(2) The Under Secretary of Defense 
(Acquisition, Technology and Logis-
tics) (USD(AT&L)) shall monitor poli-
cies and procedures governing 
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logistical support furnished to finan-
cial institutions on DoD installations, 
including the use of DoD real property 
and equipment. 

(3) The Under Secretary of Defense 
(Personnel and Readiness) (USD(P&R)) 
shall advise the USD(C) on all aspects 
of on-base financial institution serv-
ices that affect the morale and welfare 
of DoD personnel. 

(4) DoD Component responsibilities 
pertaining to this subpart are set forth 
in subpart A of this part. 

Subpart C—Guidelines for Appli-
cation of the Privacy Act to 
Financial Institution Oper-
ations 

§ 231.11 Guidelines. 
(a) The following guidelines govern 

the application of DoD Directive 
5400.11 15 to those financial institutions 
that operate under this part: 

(1) Financial institutions and their 
branches and facilities operating on 
DoD military installations do not fall 
within the purview of 5 U.S.C. 552 et 
seq. 

(i) These financial institutions do not 
fit the definition of ‘‘agency’’ to which 
the Privacy Act applies, that is, any 
executive department, Military De-
partment, government corporation, 
government-controlled corporation, or 
other establishment in the executive 
branch of the government (including 
the Executive Office of the President), 
or an independent regulatory agency (5 
U.S.C. 552(e) and 552a(a)(1)). 

(ii) These financial institutions are 
not ‘‘government contractors’’ within 
the meaning of 5 U.S.C. 552a(o), as they 
do not operate a system of records on 
behalf of an agency to accomplish an 
agency function. According to the Of-
fice of Management and Budget Pri-
vacy Act Guidelines, the provision re-
lating to government contractors ap-
plies only to systems of records actu-
ally taking the place of a federal sys-
tem which, but for the contract, would 
have been performed by an agency and 
covered by the Privacy Act. Clearly, 
the subject institutions do not meet 
these criteria. 

(iii) Since the Act does not apply to 
them, these financial institutions are 
not required to comply with 5 U.S.C. 
552a(e)(3) in obtaining and making use 
of personal information in their rela-
tionships with personnel authorized to 
use such institutions. Thus, these in-
stitutions are not required to inform 
individuals from whom information is 
requested of the authority for its solic-
itation, the principal purpose for which 
it is intended to be used, the routine 
uses that may be made of it, or the ef-
fects of not providing the information. 
There also is no requirement to post 
information of this nature within on- 
base banking and credit union offices. 

(2) The financial institutions con-
cerned hold the same position and rela-
tionship to their account holders, 
members, and to the government as 
they did before enactment of OMB Cir-
cular A–130. Within their usual busi-
ness relationships, they still are re-
sponsible for safeguarding the informa-
tion provided by their account holders 
or members and for obtaining only 
such information as is reasonable and 
necessary to conduct business. This in-
cludes credit information and proper 
identification, which may include so-
cial security number, as a precondition 
for the cashing of checks. 

(3) Financial institutions may incor-
porate the following conditions of dis-
closure of personal identification in all 
contracts, including loan agreements, 
account signature cards, certificates of 
deposit agreements, and any other 
agreements signed by their account 
holders or members: 

I hereby authorize the Department of De-
fense and its various Components to verify 
my social security number or other identi-
fier and disclose my home address to author-
ized (name of financial institution) officials 
so that they may contact me in connection 
with my business with (name of financial in-
stitution). All information furnished will be 
used solely in connection with my financial 
relationship with (name of financial institu-
tion). 

(ii) When the financial institution 
presents such signed authorizations, 
the receiving military command or in-
stallation shall provide the appropriate 
information. 
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