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(1) Orientation. Training that pro-
vides basic understanding of this part 
as it applies to the individual’s job per-
formance. This training shall be pro-
vided to personnel, as appropriate, and 
should be a prerequisite to all other 
levels of training. 

(2) Specialized training. Training that 
provides information as to the applica-
tion of specific provisions of this part 
to specialized areas of job performance. 
Personnel of particular concern in-
clude, but are not limited to medical, 
personnel, and intelligence specialists, 
finance officers, DoD personnel who 
may be expected to deal with the news 
media or the public, special investiga-
tors, paperwork managers, and other 
specialists (reports, forms, records, and 
related functions), computer systems 
development personnel, computer sys-
tems operations personnel, statisti-
cians dealing with personal data and 
program evaluations, contractors that 
will either operate systems of records 
on behalf of the Component or will 
have access to such systems incident to 
performing the contract, and anyone 
responsible for implementing or car-
rying out functions under this part. 

(3) Management. Training designed to 
identify for responsible managers (such 
as, senior system managers, denial au-
thorities, and decision-makers) consid-
erations that they shall take into ac-
count when making management deci-
sions regarding operational programs 
and activities having privacy implica-
tions. 

(c) Include Privacy Act training in 
other courses of training when appro-
priate. Stress individual responsibil-
ities and advise individuals of their 
rights and responsibilities under this 
part to ensure that it is understood 
that, where personally identifiable in-
formation is involved, individuals 
should handle and treat the informa-
tion as if it was their information. 

§ 310.38 Training methodology and 
procedures. 

(a) Each DoD Component is respon-
sible for the development of training 
procedures and methodology. 

(b) The DPO shall assist the Compo-
nents in developing these training pro-
grams and may develop privacy train-

ing programs for use by all DoD Com-
ponents. 

(c) Components shall conduct train-
ing as frequently as believed necessary 
so that personnel who are responsible 
for or are in receipt of information pro-
tected by 5 U.S.C. 552a are sensitive to 
the requirements of this part, espe-
cially the access, use, and dissemina-
tion restrictions. Components shall 
give consideration to whether annual 
training and/or annual certification 
should be mandated for all or specified 
personnel whose duties and responsibil-
ities require daily interaction with per-
sonally identifiable information. 

(d) Components shall conduct train-
ing that reaches the widest possible au-
dience. Web-based training and video 
conferencing have been effective means 
to provide such training. 

§ 310.39 Funding for training. 

Each DoD Component shall fund its 
own privacy training program. 

Subpart I—Reports 

§ 310.40 Requirement for reports. 

The DPO shall establish require-
ments for DoD Privacy Reports and the 
DoD Components may be required to 
provide data. 

§ 310.41 Suspense for submission of re-
ports. 

The suspenses for submission of all 
reports shall be established by the 
DPO. 

§ 310.42 Reports control symbol. 

Any report established by this sub-
part in support of the Privacy Program 
shall be assigned Report Control Sym-
bol DD–COMP(A)1379. 

Subpart J—Inspections 

§ 310.43 Privacy Act inspections. 

During internal inspections, Compo-
nent inspectors shall be alert for com-
pliance with this part and for manage-
rial, administrative, and operational 
problems associated with the imple-
mentation of the Defense Privacy Pro-
gram. Programs shall be reviewed as 
frequently as considered necessary by 
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