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U.S. Government contractors whenever 
a DLA contract requires the perform-
ance of any activities associated with 
maintaining a system of records, in-
cluding the collection, use, and dis-
semination of records on behalf of 
DLA. 

§ 323.3 Policy. 

DLA adopts and supplements the 
DoD Privacy Program policy and pro-
cedures codified at 32 CFR 310.4 
through 310.53, and appendices A 
through H of 32 CFR part 310. 

§ 323.4 Responsibilities. 

(a) General Counsel. The General 
Counsel, DLA, under the authority of 
the Director, Defense Logistics Agen-
cy: 

(1) Implements the DLA Privacy Pro-
gram and is hereby designated as the 
Component Senior Official for Privacy. 

(2) Serves as the DLA Final Denial 
Appellate Authority. 

(3) Provides advice and assistance on 
all legal matters arising out of, or inci-
dent to, the implementation and ad-
ministration of the DLA Privacy Pro-
gram. 

(4) Serves as the DLA focal point on 
Privacy Act litigation with the Depart-
ment of Justice; and will advise the De-
fense Privacy and Civil Liberties Office 
on the status of DLA privacy litiga-
tion. This responsibility may be dele-
gated. 

(5) Serves as a member of the Defense 
Privacy Board Legal Committee. This 
responsibility may be delegated. 

(6) Supervises and administers the 
DLA FOIA and Privacy Act Office 
(DGA) and assigned staff. This respon-
sibility may be delegated. 

(7) May exempt DLA systems of 
records. 

(b) Initial Denial Authority (IDA) at 
Headquarters DLA. By this part, the 
DLA Director designates the Head of 
each Headquarters DLA Component as 
an IDA. Each Head may further dele-
gate this responsibility to their Dep-
uty. For the DLA General Counsel’s Of-
fice, the Deputy General Counsel shall 
serve as the Initial Denial Authority 
(IDA). 

(c) DLA Privacy Act Office. The DLA 
Privacy Act Office (DGA) staff: 

(1) Formulates policies, procedures, 
and standards necessary for a uniform 
DLA Privacy Program. 

(2) Serves as the DLA representative 
on the Defense Privacy Board and the 
Defense Data Integrity Board. 

(3) Provides advice and assistance on 
privacy matters. 

(4) Develops or compiles the rules, 
notices, and reports required under 32 
CFR part 310. 

(5) Assesses the impact of technology 
on the privacy of personal information. 

(6) Conducts Privacy training for per-
sonnel assigned, employed, and de-
tailed, including contractor personnel 
and individuals having primary respon-
sibility for implementing the DLA Pri-
vacy Program. 

(7) Develops forms used within the 
DLA Privacy Program. This part 
serves as the prescribing document for 
forms developed for the DLA Privacy 
Program. 

(d) DLA Components Heads. The DLA 
Components Heads: 

(1) Designate an individual as the 
point of contact for Privacy matters 
for their DLA Component and advise 
DGA of the name of official so des-
ignated. This individual also will serve 
as the Privacy Officer for the co-lo-
cated tenant DLA organizations. 

(2) Designate an official to serve as 
the initial denial authority for initial 
requests for access to an individual’s 
records or amendments to records, and 
will advise DGA of the names of the of-
ficials so designated. 

(e) DLA Acquisition Management Direc-
torate (J–7). The DLA Acquisition Man-
agement Directorate (J–7) shall be re-
sponsible for: 

(1) Developing the specific DLA poli-
cies and procedures to be followed 
when soliciting bids, awarding con-
tracts or administering contracts that 
are subject to 32 CFR 310.12. 

(2) Establishing an appropriate con-
tract surveillance program to ensure 
contractors comply with the proce-
dures established in accordance with 32 
CFR 310.12. 

§ 323.5 Access to systems of records in-
formation. 

(a) Individuals who wish to gain ac-
cess to records contained in a system 
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of records about themselves will sub-
mit their request in writing to the 
DLA FOIA/Privacy Act Office, Head-
quarters, Defense Logistics Agency, 
ATTN: DGA, 8725 John J. Kingman 
Road, Suite 1644, Fort Belvoir, VA 
22060–6221. Any written request must: 

(1) Identify the particular ‘‘system(s) 
of records’’ to be searched; 

(2) Contain the information listed 
under the ‘‘Notification procedure’’ or 
‘‘Record access procedures’’ elements 
of the applicable system of records no-
tice; 

(3) Verify identity when the informa-
tion sought is of a sensitive nature by 
submitting an unsworn declaration in 
accordance with 28. U.S.C. 1746 or nota-
rized signature; 

(4) Adequately explain a request for 
expedited processing, if applicable; 

(5) State whether they agree to pay 
fees associated with the processing of 
your request; and 

(6) Contain a written release author-
ity if records are to be released to a 
third party. Third parties could be, but 
are not limited to, a law firm, a Con-
gressman’s office, a union official, or a 
private entity. 

(b) Amendment and/or Access denials 
will be processed in accordance with 32 
CFR 310.18 and 310.19. 

(c) If an individual disagrees with the 
initial agency determination regarding 
notification, access, or amendment, he 
may appeal by writing to the General 
Counsel, Defense Logistics Agency, 
ATTN: DGA, Suite 1644, 8725 John J. 
Kingman Road, Fort Belvoir, VA 22060– 
6221 or by emailing the appeal to hq- 
foia@dla.mil or by faxing the appeal to 
(703) 767–6091. 

§ 323.6 Exemption rules. 
(a) The Director, DLA or designee 

may claim an exemption from any pro-
vision of the Privacy Act from which 
an exemption is allowed. 

(b) An individual is not entitled to 
access information that is compiled in 
reasonable anticipation of a civil ac-
tion or proceeding. The term ‘‘civil ac-
tion or proceeding’’ is intended to in-
clude court proceedings, preliminary 
judicial steps, and quasi-judicial ad-
ministrative hearings or proceedings 
(i.e., adversarial proceedings that are 
subject to rules of evidence). Any infor-

mation prepared in anticipation of 
such actions or proceedings, to include 
information prepared to advise DLA of-
ficials of the possible legal or other 
consequences of a given course of ac-
tion, is protected. The exemption is 
similar to the attorney work-product 
privilege except that it applies even 
when the information is prepared by 
non-attorneys. The exemption does not 
apply to information compiled in an-
ticipation of criminal actions or pro-
ceedings. 

(c) Exempt Records Systems. All sys-
tems of records maintained by the De-
fense Logistics Agency will be exempt 
from the access provisions of 5 U.S.C. 
552a(d) and the notification of access 
procedures of 5 U.S.C. 522a(e)(4)(H) pur-
suant to 5 U.S.C. 552a(k)(1) to the ex-
tent that the system contains any in-
formation properly classified under Ex-
ecutive Order 13526 and which is re-
quired by the Executive Order to be 
kept secret in the interest of national 
defense or foreign policy. This exemp-
tion, which may be applicable to parts 
of all DLA systems of records, is nec-
essary because certain record systems 
not otherwise specifically designated 
for exemptions herein may contain iso-
lated items of information which have 
been properly classified. 

(d) System Identifier: S170.04 (Spe-
cific exemption). 

(1) System name: Debarment and 
Suspension Files. 

(2) Exemption: (i) Investigatory ma-
terial compiled for law enforcement 
purposes, other than material within 
the scope of subsection 5 U.S.C. 
552a(j)(2), may be exempt pursuant to 5 
U.S.C. 552a(k)(2). If an individual, how-
ever, is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information except to the extent 
that disclosure would reveal the iden-
tity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
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