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Central Intelligence Agency § 1907.21 

initial Agency determination with re-
spect to a challenge of the classifica-
tion status of CIA information. 

(l) Agency Release Panel refers to the 
Agency’s forum for reviewing informa-
tion review and release policy, the ade-
quacy of resources available to all 
Agency declassification and release 
programs, and hearing appeals in ac-
cordance with this section. 

[62 FR 32494, June 16, 1997, as amended at 76 
FR 59031, Sept. 23, 2011] 

§ 1907.03 Contact for general informa-
tion and requests. 

For information on this part or to 
file a challenge under this part, please 
direct your inquiry to the Executive 
Secretary, Agency Release Panel, Cen-
tral Intelligence Agency, Washington, 
DC 20505. The commercial (non-secure) 
telephone is (703) 613–1287; the classified 
(secure) telephone for voice and fac-
simile is (703) 613–3007. 

§ 1907.04 Suggestions and complaints. 
The Agency welcomes suggestions or 

complaints with regard to its adminis-
tration of the Executive Order. Letters 
of suggestion or complaint should iden-
tify the specific purpose and the issues 
for consideration. The Agency will re-
spond to all substantive communica-
tions and take such actions as deter-
mined feasible and appropriate. 

FILING OF CHALLENGES 

§ 1907.11 Prerequisites. 
The Central Intelligence Agency has 

established liaison and procedures with 
many agencies for declassification 
issues. Prior to reliance on this Part, 
authorized holders are required to first 
exhaust such established administra-
tive procedures for the review of classi-
fied information. Further information 
on these procedures is available from 
the point of contact, see 32 CFR 1907.03. 

§ 1907.12 Requirements as to form. 
The challenge shall include identi-

fication of the challenger by full name, 
Executive Branch agency, title of posi-
tion, and information required for 
verification of access, security clear-
ance, and status as an authorized hold-
er of the CIA information in question. 
In addition, the challenger must clear-

ly identify documents or portions of 
documents at issue and identify and de-
scribe the reasons why it is believed 
that the information is improperly 
classified. The challenge, itself, must 
be properly marked and classified and, 
in this regard, the authorized holder 
must assume the current classification 
status and marking of the information 
is correct until determined otherwise 
unless the challenger asserts that the 
information marked unclassified 
should be classified or that the infor-
mation should be classified at a higher 
level, in which case the challenger 
should mark the challenge and related 
documents at the asserted classifica-
tion level. 

[76 FR 59031, Sept. 23, 2011] 

§ 1907.13 Identification of material at 
issue. 

Authorized holders shall append the 
documents at issue and clearly mark 
those portions subject to the challenge. 
If information not in documentary 
form is in issue, the challenge shall 
state so clearly and present or other-
wise refer with specificity to that in-
formation in the body of the challenge. 

§ 1907.14 Transmission. 
Authorized holders must direct chal-

lenge requests to the CIA as specified 
in § 1907.03. The classified nature of the 
challenge, as well as the appended doc-
uments, require that the holder trans-
mit same in full accordance with estab-
lished security procedures. In general, 
registered U.S. mail is approved for SE-
CRET, non-compartmented material; 
higher classifications require use of ap-
proved Top Secret facsimile machines 
or CIA-approved couriers. Further in-
formation is available from the CIA as 
well as corporate or other federal agen-
cy security departments. 

ACTION ON CHALLENGES 

§ 1907.21 Exceptions. 
(a) Documents required to be sub-

mitted for prepublication review or 
other administrative process pursuant 
to an approved nondisclosure agree-
ment is not covered by this section. 

(b) Whenever the Agency receives a 
classification challenge to information 
that has been the subject of a challenge 
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32 CFR Ch. XIX (7–1–13 Edition) § 1907.22 

within the past two years, the Agency 
is not required to process the challenge 
beyond informing the challenger of this 
fact and the prior review decision; ad-
vising the challenger of the right to ap-
peal a final Agency decision to the 
Interagency Security Classification 
Appeals Panel (ISCAP); and informing 
the challenger that if they wish to ex-
ercise this right, they must do so 
through Chief, Classification Manage-
ment and Collaboration Group who will 
then forward the appeal to the ISCAP. 

(c) The Agency is not required to 
process classification challenges to in-
formation that is the subject of pend-
ing litigation. If the information that 
is the subject of a challenge falls into 
this category, the Agency will take no 
action on the challenge and will notify 
the challenger of this fact within 10 
business days. 

[76 FR 59031, Sept. 23, 2011] 

§ 1907.22 [Reserved] 

§ 1907.23 Designation of authority to 
hear challenges. 

(a) Chief, Classification Management 
and Collaboration Group shall be respon-
sible for the initial Agency decision in 
a classification challenge. 

(b) Agency Release Panel (ARP). Ap-
peals of denials of classification chal-
lenges shall be reviewed by the ARP 
which shall issue the final Agency deci-
sion in accordance with 1907.25(c). 

(c) ARP membership: The ARP is 
chaired by the Chief, Information Re-
view and Release Group and composed 
of the Information Review Officers 
from the various Directorates and the 
Director, Central Intelligence Agency 
area, as well as the representatives of 
the various release programs and of-
fices. The Information and Privacy Co-
ordinator also serves as Executive Sec-
retary of the Panel. 

[76 FR 59032, Sept. 23, 2011] 

§ 1907.24. Initial determination. 

(a) Formal challenges shall be di-
rected to the CIA Information and Pri-
vacy Coordinator (Coordinator) who 
shall promptly forward the challenge 
to the C/CMCG for action. The C/CMCG 
shall be responsible for the administra-

tive processing of the challenge con-
sistent with this section. 

(b) Within 10 business days of receipt 
of a challenge, the Coordinator shall 
record the receipt of the challenge and 
provide the challenger with written ac-
knowledgement of the Agency’s re-
ceipt. 

(c) Except as provided in paragraph 
(d) of this section, the Agency shall 
render an initial written response to a 
challenge within 60 business days of re-
ceipt. 

(d) If the C/CMCG determines that 
the Agency is unable to respond with a 
determination within 60 business days 
of receipt of the challenge, C/CMCG 
will inform the Coordinator who will 
provide the challenger with written no-
tice of the date by which the Agency 
will respond and a statement that if no 
Agency response is received within 120 
business days, the challenger has the 
right to have the challenge forwarded 
to the ISCAP, and may exercise this 
right through C/CMCG who will then 
forward the challenge to ISCAP. 

(e) The C/CMCG, after consultation 
with the originator of the information 
and other parties shall inform the Co-
ordinator of the initial decision on the 
challenge and the Coordinator shall 
promptly inform the challenger of the 
decision in writing and inform the 
challenger of the right to appeal to the 
ARP if the challenge was denied. 

[76 FR 59032, Sept. 23, 2011] 

§ 1907.25 Action on appeal of initial 
Agency determination. 

(a) The challenger may, within 45 cal-
endar days of receiving notice of a de-
nial of the challenge, appeal the denial 
to the ARP by sending the appeal and 
any supplementary information in sup-
port of the challenge to the Executive 
Secretary of the ARP (ES/ARP). 

(b) Within 10 business days of receipt 
of an appeal, the ES/ARP will record 
receipt, provide the challenger with 
written acknowledgement, and forward 
the appeal to C/CMCG, the appropriate 
IMTOs, originator, and other appro-
priate parties, who shall review the ap-
peal and related materials, and within 
30 business days provide a written rec-
ommendation to the ARP. 

(c) The ARP shall meet on a regular 
schedule and may take action when a 
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