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(19) Ensure the TWIC program is 
being properly implemented. 

[USCG–2003–14732, 68 FR 39322, July 1, 2003, as 
amended at 68 FR 60541, Oct. 22, 2003; USCG– 
2006–24196, 72 FR 3583, Jan. 25, 2007] 

§ 105.210 Facility personnel with secu-
rity duties. 

Facility personnel responsible for se-
curity duties must maintain a TWIC, 
and must have knowledge, through 
training or equivalent job experience, 
in the following, as appropriate: 

(a) Knowledge of current security 
threats and patterns; 

(b) Recognition and detection of dan-
gerous substances and devices; 

(c) Recognition of characteristics and 
behavioral patterns of persons who are 
likely to threaten security; 

(d) Techniques used to circumvent se-
curity measures; 

(e) Crowd management and control 
techniques; 

(f) Security related communications; 
(g) Knowledge of emergency proce-

dures and contingency plans; 
(h) Operation of security equipment 

and systems; 
(i) Testing, calibration, and mainte-

nance of security equipment and sys-
tems; 

(j) Inspection, control, and moni-
toring techniques; 

(k) Relevant provisions of the Facil-
ity Security Plan (FSP); 

(l) Methods of physical screening of 
persons, personal effects, baggage, 
cargo, and vessel stores; and 

(m) The meaning and the consequen-
tial requirements of the different 
MARSEC Levels. 

(n) Familiar with all relevant aspects 
of the TWIC program and how to carry 
them out. 

[USCG–2003–14732, 68 FR 39322, July 1, 2003, as 
amended by USCG–2006–24196, 72 FR 3583, 
Jan. 25, 2007] 

§ 105.215 Security training for all 
other facility personnel. 

All other facility personnel, includ-
ing contractors, whether part-time, 
full-time, temporary, or permanent, 
must have knowledge of, through 
training or equivalent job experience, 
in the following, as appropriate: 

(a) Relevant provisions of the Facil-
ity Security Plan (FSP); 

(b) The meaning and the consequen-
tial requirements of the different 
MARSEC Levels as they apply to them, 
including emergency procedures and 
contingency plans; 

(c) Recognition and detection of dan-
gerous substances and devices; 

(d) Recognition of characteristics and 
behavioral patterns of persons who are 
likely to threaten security; and 

(e) Techniques used to circumvent se-
curity measures. 

(f) Familiar with all relevant aspects 
of the TWIC program and how to carry 
them out. 

[USCG–2003–14732, 68 FR 39322, July 1, 2003, as 
amended at 68 FR 60541, Oct. 22, 2003; USCG– 
2006–24196, 72 FR 3583, Jan. 25, 2007] 

§ 105.220 Drill and exercise require-
ments. 

(a) General. (1) Drills and exercises 
must test the proficiency of facility 
personnel in assigned security duties at 
all MARSEC Levels and the effective 
implementation of the Facility Secu-
rity Plan (FSP). They must enable the 
Facility Security Officer (FSO) to iden-
tify any related security deficiencies 
that need to be addressed. 

(2) A drill or exercise required by this 
section may be satisfied with the im-
plementation of security measures re-
quired by the FSP as the result of an 
increase in the MARSEC Level, pro-
vided the facility reports attainment 
to the cognizant COTP. 

(b) Drills. (1) The FSO must ensure 
that at least one security drill is con-
ducted every 3 months. Security drills 
may be held in conjunction with non- 
security drills, where appropriate. 

(2) Drills must test individual ele-
ments of the FSP, including response 
to security threats and incidents. 
Drills should take into account the 
types of operations of the facility, fa-
cility personnel changes, the type of 
vessel the facility is serving, and other 
relevant circumstances. Examples of 
drills include unauthorized entry to a 
restricted area, response to alarms, and 
notification of law enforcement au-
thorities. 

(3) If a vessel is moored at the facil-
ity on the date the facility has planned 
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