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(1) Additional documentation. 
(2) Level of test and evaluation re-

quired. 
(3) Necessity for evaluation by a lab-

oratory accredited by the National In-
stitutes of Standards and Technology 
(NIST) under the National Voluntary 
Laboratory Accreditation Program 
(NVLAP). 

(b) Upon receipt and review of addi-
tional documentation and/or test re-
sults, PTM will issue a written ac-
knowledgement and/or approval of the 
change to the provider. 

§ 501.11 Reporting Postage Evidencing 
System security weaknesses. 

(a) For purposes of this section, pro-
vider refers to the Postage Evidencing 
System provider authorized under 
§ 501.2 and its foreign affiliates, if any, 
subsidiaries, assigns, dealers, inde-
pendent dealers, employees, and parent 
corporations. 

(b) Each authorized provider of a 
Postage Evidencing System must no-
tify the Postal Service within twenty- 
four (24) hours, upon discovery of the 
following: 

(1) All findings or results of any test-
ing known to the provider concerning 
the security or revenue protection fea-
tures, capabilities, or failings of any 
Postage Evidencing System sold, 
leased, or distributed by it that has 
been approved for sale, lease, or dis-
tribution by the Postal Service or any 
foreign postal administration; or has 
been submitted for approval by the pro-
vider to the Postal Service or other 
foreign postal administration(s). 

(2) All potential security weaknesses 
or methods of tampering with the Post-
age Evidencing Systems that the pro-
vider distributes of which it knows or 
should know and the Postage Evidenc-
ing System model subject to each such 
method. Potential security weaknesses 
include but are not limited to sus-
pected equipment defects, suspected 
abuse by a customer or provider em-
ployee, suspected security breaches of 
the Computerized Meter Resetting Sys-
tem (CMRS) or databases housing con-
fidential customer data relating to the 
use of Postage Evidencing Systems, oc-
currences outside normal performance, 
or any repeatable deviation from nor-

mal Postage Evidencing System per-
formance. 

(3) Cyber attacks that include, but 
are not limited to, gaining unauthor-
ized access to digital systems for pur-
poses of misappropriating assets or 
sensitive information, corrupting data, 
or causing operational disruption. 
Cyber attacks may also be carried out 
in a manner that does not require gain-
ing unauthorized access, such as by 
causing denial-of-service attacks on 
Web sites. Cyber attacks may be car-
ried out by third parties or insiders 
using techniques that range from high-
ly sophisticated efforts to electroni-
cally circumvent network security or 
overwhelm Web sites to more tradi-
tional intelligence gathering and social 
engineering aimed at obtaining infor-
mation necessary to gain access. Cyber 
security risk disclosures reported must 
adequately describe the nature of the 
material risks and specify how each 
risk affects the Postage Evidencing 
System. 

(c) Within a time limit corresponding 
to the potential revenue risk to postal 
revenue as determined by the Postal 
Service, the provider must submit a 
written report to the Postal Service. 
The report must include the cir-
cumstances, proposed investigative 
procedure, and the anticipated comple-
tion date of the investigation. The pro-
vider must also provide periodic status 
reports to the Postal Service during 
subsequent investigation and, on com-
pletion, must submit a summary of the 
investigative findings. 

(d) The provider must establish and 
adhere to timely and efficient proce-
dures for internal reporting of poten-
tial security weaknesses and shall pro-
vide a copy of such internal reporting 
procedures and instructions to the 
Postal Service for review. 

(e) Failure to comply with this sec-
tion may result in suspension of ap-
proval under § 501.6 or the imposition of 
sanctions under § 501.12. 

[71 FR 65733, Nov. 9, 2006, as amended at 77 
FR 23396, Apr. 19, 2012] 

§ 501.12 Administrative sanctions. 

(a) An authorized Postage Evidencing 
System provider may be responsible to 
the Postal Service for revenue losses 
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caused by failure to comply with 
§ 501.11. 

(b) The Postal Service shall deter-
mine all costs and revenue losses meas-
ured from the date that the provider 
knew, or should have known, of a po-
tential security weakness, including, 
but not limited to, administrative and 
investigative costs and documented 
revenue losses that result from any 
Postage Evidencing System for which 
the provider failed to comply with any 
provision in § 501.11. The Postal Service 
issues a written demand for reimburse-
ment of any and all such costs and 
losses (net of any amount collected by 
the Postal Service from the customers) 
with interest. The demand shall set 
forth the facts and reasons on which it 
is based. 

(c) The provider may present the 
Postal Service with a written defense 
to the proposed action within thirty 
(30) calendar days of receipt. The de-
fense must include all supporting evi-
dence and state with specificity the 
reasons for which the sanction should 
not be imposed. 

(d) After receipt and consideration of 
the defense, the Postal Service shall 
advise the provider of the decision and 
the facts and reasons for it; the deci-
sion shall be effective on receipt unless 
it provides otherwise. The decision 
shall also advise the provider that it 
may, within thirty (30) calendar days 
of receiving written notice, appeal that 
determination to the Chief Marketing 
Officer of the Postal Service who shall 
issue a written decision upon the ap-
peal which will constitute the final 
Postal Service decision. 

(e) The imposition of an administra-
tive sanction under this section does 
not preclude any other criminal or 
civil statutory, common law, or admin-
istrative remedy that is available by 
law to the Postal Service, the United 
States, or any other person or entity. 

(f) An authorized Postage Evidencing 
System provider, who without just 
cause fails to follow any Postal Service 
approved procedures, perform ade-
quately any of the Postal Service ap-
proved controls, or fails to obtain ap-
proval of a required process in § 501.14 
in a timely fashion, is subject to an ad-
ministrative sanction under this provi-
sion § 501.12. 

§ 501.13 False representations of Post-
al Service actions. 

Providers, their agents, and employ-
ees must not intentionally misrepre-
sent to customers of the Postal Service 
decisions, actions, or proposed actions 
of the Postal Service respecting its reg-
ulation of Postage Evidencing Sys-
tems. The Postal Service reserves the 
right to suspend and/or revoke the au-
thorization to manufacture or dis-
tribute Postage Evidencing Systems 
throughout the United States or any 
part thereof pursuant to § 501.6 when it 
determines that the provider, its 
agents, or employees failed to comply 
with this section. 

§ 501.14 Postage Evidencing System in-
ventory control processes. 

(a) Each authorized provider of Post-
age Evidencing Systems must perma-
nently hold title to all Postage Evi-
dencing Systems that it manufactures 
or distributes, except those purchased 
by the Postal Service or distributed 
outside the United States. 

(b) An authorized provider must 
maintain sufficient facilities for and 
records of the business relationship, 
distribution, control, storage, mainte-
nance, repair, replacement, and de-
struction or disposal of all Postage Ev-
idencing Systems and their compo-
nents to enable accurate accounting 
and location thereof throughout the 
entire life cycle of each Postage Evi-
dencing System. A complete record 
shall entail a list by serial number of 
all Postage Evidencing Systems manu-
factured or distributed showing all 
movements of each system from the 
time that it is produced until it is 
scrapped, and the reading of the as-
cending register each time the system 
is checked into or out of service. These 
records must be available for inspec-
tion by Postal Service officials at any 
time during business hours. 

(c) To ensure adequate control over 
Postage Evidencing Systems, plans for 
the following subjects must be sub-
mitted for prior approval, in writing, 
to the office of Payment Technology. 

(1) Service procedures for all Postage 
Evidencing Systems—these are proce-
dures to address the process to be used 
for new Postage Evidencing Systems as 
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