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caused by failure to comply with 
§ 501.11. 

(b) The Postal Service shall deter-
mine all costs and revenue losses meas-
ured from the date that the provider 
knew, or should have known, of a po-
tential security weakness, including, 
but not limited to, administrative and 
investigative costs and documented 
revenue losses that result from any 
Postage Evidencing System for which 
the provider failed to comply with any 
provision in § 501.11. The Postal Service 
issues a written demand for reimburse-
ment of any and all such costs and 
losses (net of any amount collected by 
the Postal Service from the customers) 
with interest. The demand shall set 
forth the facts and reasons on which it 
is based. 

(c) The provider may present the 
Postal Service with a written defense 
to the proposed action within thirty 
(30) calendar days of receipt. The de-
fense must include all supporting evi-
dence and state with specificity the 
reasons for which the sanction should 
not be imposed. 

(d) After receipt and consideration of 
the defense, the Postal Service shall 
advise the provider of the decision and 
the facts and reasons for it; the deci-
sion shall be effective on receipt unless 
it provides otherwise. The decision 
shall also advise the provider that it 
may, within thirty (30) calendar days 
of receiving written notice, appeal that 
determination to the Chief Marketing 
Officer of the Postal Service who shall 
issue a written decision upon the ap-
peal which will constitute the final 
Postal Service decision. 

(e) The imposition of an administra-
tive sanction under this section does 
not preclude any other criminal or 
civil statutory, common law, or admin-
istrative remedy that is available by 
law to the Postal Service, the United 
States, or any other person or entity. 

(f) An authorized Postage Evidencing 
System provider, who without just 
cause fails to follow any Postal Service 
approved procedures, perform ade-
quately any of the Postal Service ap-
proved controls, or fails to obtain ap-
proval of a required process in § 501.14 
in a timely fashion, is subject to an ad-
ministrative sanction under this provi-
sion § 501.12. 

§ 501.13 False representations of Post-
al Service actions. 

Providers, their agents, and employ-
ees must not intentionally misrepre-
sent to customers of the Postal Service 
decisions, actions, or proposed actions 
of the Postal Service respecting its reg-
ulation of Postage Evidencing Sys-
tems. The Postal Service reserves the 
right to suspend and/or revoke the au-
thorization to manufacture or dis-
tribute Postage Evidencing Systems 
throughout the United States or any 
part thereof pursuant to § 501.6 when it 
determines that the provider, its 
agents, or employees failed to comply 
with this section. 

§ 501.14 Postage Evidencing System in-
ventory control processes. 

(a) Each authorized provider of Post-
age Evidencing Systems must perma-
nently hold title to all Postage Evi-
dencing Systems that it manufactures 
or distributes, except those purchased 
by the Postal Service or distributed 
outside the United States. 

(b) An authorized provider must 
maintain sufficient facilities for and 
records of the business relationship, 
distribution, control, storage, mainte-
nance, repair, replacement, and de-
struction or disposal of all Postage Ev-
idencing Systems and their compo-
nents to enable accurate accounting 
and location thereof throughout the 
entire life cycle of each Postage Evi-
dencing System. A complete record 
shall entail a list by serial number of 
all Postage Evidencing Systems manu-
factured or distributed showing all 
movements of each system from the 
time that it is produced until it is 
scrapped, and the reading of the as-
cending register each time the system 
is checked into or out of service. These 
records must be available for inspec-
tion by Postal Service officials at any 
time during business hours. 

(c) To ensure adequate control over 
Postage Evidencing Systems, plans for 
the following subjects must be sub-
mitted for prior approval, in writing, 
to the office of Payment Technology. 

(1) Service procedures for all Postage 
Evidencing Systems—these are proce-
dures to address the process to be used 
for new Postage Evidencing Systems as 
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well as those previously leased to an-
other customer. 

(2) Transportation and storage of Post-
age Evidencing Systems—these are pro-
cedures that provide reasonable pre-
cautions to prevent use by unauthor-
ized individuals. Providers must ship 
all postage meters by Postal Service 
Registered Mail® service unless given 
written permission by the Postal Serv-
ice to use another carrier. The provider 
must demonstrate that the alternative 
delivery carrier employs security pro-
cedures equivalent to those for Reg-
istered Mail service. 

(3) Postage Evidencing System examina-
tion/inspection procedures and schedule— 
the provider is required to perform 
postage meter examinations or inspec-
tions based on an approved schedule. 
Failure to complete the postage meter 
examination or inspections by the due 
date may result in the Postal Service 
requiring the provider to disable the 
meter’s resetting capability. If nec-
essary, the Postal Service shall notify 
the customer that the postage meter is 
to be removed from service and the au-
thorization to use a Postage Evidenc-
ing System revoked, following the pro-
cedures for revocation specified by reg-
ulation. The Postal Service shall notify 
the provider to remove the postage 
meter from the customer’s location. 

(4) Out-of-service procedures for a non-
faulty Postage Evidencing System—these 
procedures must be used when the sys-
tem is to be removed from service for 
any reason. 

(5) Postage Evidencing System repair 
process—any physical or electronic ac-
cess to the internal components of a 
postage meter, as well as any access to 
software or security parameters, must 
be conducted within an approved facil-
ity under the provider’s direct control 
and active supervision. To prevent un-
authorized use, the provider or any 
third party acting on its behalf must 
keep secure any equipment or other 
component that can be used to open or 
access the internal, electronic, or se-
cure components of a postage meter. 

(6) Handling procedures for faulty me-
ters—the provider must maintain han-
dling procedures for faulty meters, in-
cluding those that are inoperable, mis- 
registering, have unreadable registers, 
inaccurately reflect their current sta-

tus, show any evidence of possible tam-
pering or abuse, and those for which 
there is any indication that the post-
age meter has some mechanical or 
electrical malfunction of any critical 
security component, such as any com-
ponent the improper operation of 
which could adversely affect Postal 
Service revenues, or of any memory 
component, or that affects the accu-
racy of the registers or the accuracy of 
the value printed. 

(7) Lost or stolen postage meter proce-
dures—the provider must promptly re-
port to the Postal Service the loss or 
theft of any postage meter or the re-
covery of any lost or stolen postage 
meter. Such notification to the Postal 
Service will be made by completing 
and filing a standardized lost and sto-
len meter incident report within 10 cal-
endar days of the provider’s determina-
tion of a meter loss, theft, or recovery. 

(8) Postage meter destruction—when re-
quired, the postage meter must be ren-
dered completely inoperable by the de-
struction process and associated post-
age; printing dies and components 
must be destroyed. Manufacturers or 
distributors of meters must submit the 
proposed destruction method; a sched-
ule listing the postage meters to be de-
stroyed, by serial number and model; 
and the proposed time and place of de-
struction to Payment Technology for 
approval prior to any meter destruc-
tion. Providers must record and retain 
the serial numbers of the meters to be 
destroyed and provide a list of such se-
rial numbers in electronic form in ac-
cordance with Postal Service require-
ments for meter accounting and track-
ing systems. Providers must give suffi-
cient advance notice of the destruction 
to allow Payment Technology to sched-
ule observation by its designated rep-
resentative who shall verify that the 
destruction is performed in accordance 
with a Postal Service-approved method 
or process. To the extent that the Post-
al Service elects not to observe a par-
ticular destruction, the provider must 
submit a certification of destruction, 
including the serial number(s), to the 
Postal Service within 5 calendar days 
of destruction. These requirements for 
meter destruction apply to all postage 
meters, Postage Evidencing Systems, 
and postal security devices included as 
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a component of a Postage Evidencing 
System. 

(d) If the provider uses a third party 
to perform functions that may have an 
impact upon a Postage Evidencing Sys-
tem (especially its security), including, 
but not limited to, business relation-
ships, repair, maintenance, and dis-
posal of Postage Evidencing Systems, 
Payment Technology must be advised 
in advance of all aspects of the rela-
tionship, as they relate to the custody 
and control of Postage Evidencing Sys-
tems and must specifically authorize in 
writing the proposed arrangement be-
tween the parties. 

(1) Postal Service authorization of a 
third-party relationship to perform 
specific functions applies only to the 
functions stated in the written author-
ization but may be amended to em-
brace additional functions. 

(2) No third-party relationship shall 
compromise the Postage Evidencing 
System, or its components, including, 
but not limited to, the hardware, soft-
ware, communications, and security 
components, or of any security-related 
system with which it interfaces, in-
cluding, but not limited to, the reset-
ting system, reporting systems, and 
Postal Service support systems. The 
functions of the third party with re-
spect to a Postage Evidencing System, 
its components, and the systems with 
which it interfaces are subject to the 
same scrutiny as the equivalent func-
tions of the provider. 

(3) Any authorized third party must 
keep adequate facilities for and records 
of Postage Evidencing Systems and 
their components in accordance with 
paragraph (b) of this section. All such 
facilities and records are subject to in-
spection by Postal Service representa-
tives, insofar as they are used to dis-
tribute, control, store, maintain, re-
pair, replace, destroy, or dispose of 
Postage Evidencing Systems. 

(4) The provider must ensure that 
any party acting on its behalf in any of 
the functions described in paragraph 
(b) of this section maintains adequate 
facilities, records, and procedures for 
the security of the Postage Evidencing 
Systems. Deficiencies in the operations 
of a third party relating to the custody 
and control of Postage Evidencing Sys-
tems, unless corrected in a timely 

manner, can place at risk a provider’s 
approval to manufacture and/or dis-
tribute Postage Evidencing Systems. 

(5) The Postal Service reserves the 
right to review all aspects of any rela-
tionship if it appears that the relation-
ship poses a threat to Postage Evidenc-
ing System security and may require 
the provider to take appropriate cor-
rective action. By entering into any re-
lationship under this section, the pro-
vider is not relieved of any responsi-
bility to the Postal Service, and such 
must be stated in any memorialization 
of the relationship. 

[77 FR 23618, Apr. 20, 2012] 

§ 501.15 Computerized Meter Resetting 
System. 

(a) Description. The Computerized 
Meter Resetting System (CMRS) per-
mits customers to reset their postage 
meters at their places of business. Au-
thorized providers, who operate CMRS 
services, are known as resetting com-
panies (RCs). 

(b) A customer is required to have 
funds available on deposit with the 
Postal Service before resetting a Post-
age Evidencing System or the provider 
may opt to provide a funds advance in 
accordance with paragraph (c) of this 
section. 

(c) If the RC chooses to offer ad-
vancement of funds to customers, the 
RC is required to maintain a deposit 
with the Postal Service equal to at 
least one (1) day’s average funds ad-
vanced. The total amount of funds ad-
vanced to customers on any given day 
shall not exceed the amount the pro-
vider has on deposit with the Postal 
Service. The Postal Service shall not 
be liable for any payment made by the 
RC on behalf of a customer that is not 
reimbursed by the customer, since the 
RC is solely responsible for the collec-
tion of advances made by the RC. 

(d) The CMRS customer is permitted 
to make deposits in one of three ways: 
check, electronic funds transfer (or 
wire transfer), or automated clearing-
house (ACH) transfer. These deposits 
must be remitted to the Postal Serv-
ice’s designated bank account. 

(e) The RC must require each CMRS 
customer that requests a meter reset-
ting to provide the meter serial num-
ber, the CMRS account number, and 
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