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a component of a Postage Evidencing 
System. 

(d) If the provider uses a third party 
to perform functions that may have an 
impact upon a Postage Evidencing Sys-
tem (especially its security), including, 
but not limited to, business relation-
ships, repair, maintenance, and dis-
posal of Postage Evidencing Systems, 
Payment Technology must be advised 
in advance of all aspects of the rela-
tionship, as they relate to the custody 
and control of Postage Evidencing Sys-
tems and must specifically authorize in 
writing the proposed arrangement be-
tween the parties. 

(1) Postal Service authorization of a 
third-party relationship to perform 
specific functions applies only to the 
functions stated in the written author-
ization but may be amended to em-
brace additional functions. 

(2) No third-party relationship shall 
compromise the Postage Evidencing 
System, or its components, including, 
but not limited to, the hardware, soft-
ware, communications, and security 
components, or of any security-related 
system with which it interfaces, in-
cluding, but not limited to, the reset-
ting system, reporting systems, and 
Postal Service support systems. The 
functions of the third party with re-
spect to a Postage Evidencing System, 
its components, and the systems with 
which it interfaces are subject to the 
same scrutiny as the equivalent func-
tions of the provider. 

(3) Any authorized third party must 
keep adequate facilities for and records 
of Postage Evidencing Systems and 
their components in accordance with 
paragraph (b) of this section. All such 
facilities and records are subject to in-
spection by Postal Service representa-
tives, insofar as they are used to dis-
tribute, control, store, maintain, re-
pair, replace, destroy, or dispose of 
Postage Evidencing Systems. 

(4) The provider must ensure that 
any party acting on its behalf in any of 
the functions described in paragraph 
(b) of this section maintains adequate 
facilities, records, and procedures for 
the security of the Postage Evidencing 
Systems. Deficiencies in the operations 
of a third party relating to the custody 
and control of Postage Evidencing Sys-
tems, unless corrected in a timely 

manner, can place at risk a provider’s 
approval to manufacture and/or dis-
tribute Postage Evidencing Systems. 

(5) The Postal Service reserves the 
right to review all aspects of any rela-
tionship if it appears that the relation-
ship poses a threat to Postage Evidenc-
ing System security and may require 
the provider to take appropriate cor-
rective action. By entering into any re-
lationship under this section, the pro-
vider is not relieved of any responsi-
bility to the Postal Service, and such 
must be stated in any memorialization 
of the relationship. 

[77 FR 23618, Apr. 20, 2012] 

§ 501.15 Computerized Meter Resetting 
System. 

(a) Description. The Computerized 
Meter Resetting System (CMRS) per-
mits customers to reset their postage 
meters at their places of business. Au-
thorized providers, who operate CMRS 
services, are known as resetting com-
panies (RCs). 

(b) A customer is required to have 
funds available on deposit with the 
Postal Service before resetting a Post-
age Evidencing System or the provider 
may opt to provide a funds advance in 
accordance with paragraph (c) of this 
section. 

(c) If the RC chooses to offer ad-
vancement of funds to customers, the 
RC is required to maintain a deposit 
with the Postal Service equal to at 
least one (1) day’s average funds ad-
vanced. The total amount of funds ad-
vanced to customers on any given day 
shall not exceed the amount the pro-
vider has on deposit with the Postal 
Service. The Postal Service shall not 
be liable for any payment made by the 
RC on behalf of a customer that is not 
reimbursed by the customer, since the 
RC is solely responsible for the collec-
tion of advances made by the RC. 

(d) The CMRS customer is permitted 
to make deposits in one of three ways: 
check, electronic funds transfer (or 
wire transfer), or automated clearing-
house (ACH) transfer. These deposits 
must be remitted to the Postal Serv-
ice’s designated bank account. 

(e) The RC must require each CMRS 
customer that requests a meter reset-
ting to provide the meter serial num-
ber, the CMRS account number, and 
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the meter’s ascending and descending 
register readings. The RC must verify 
that there are sufficient funds in the 
customer’s CMRS account to cover the 
postage setting requested before pro-
ceeding with the setting transaction 
(unless the RC opts to provide the cus-
tomer a funds advance). 

(f) The Postal Service requires that 
the RC publicize to all CMRS cus-
tomers the following payment options 
(listed in order of preference): 

(1) Automated clearinghouse (ACH) 
debits/credits. 

(2) Electronic funds transfers (wire 
transfers). 

(3) Checks. 
(g) Returned checks and ACH debits 

are the responsibility of the Postal 
Service. Upon notice from the Postal 
Service’s designated bank, the provider 
will be required to immediately lock 
the customer account to prevent a 
meter reset until the Postal Service re-
ceives payment for the returned check 
or the provider is provided with valid 
ACH credit or wire information. 

(h) Refunds. The Postal Service will 
issue a refund in the amount remaining 
in a customer’s Computerized Meter 
Resetting System account, after such 
time as the customer provides a writ-
ten request to the provider, as long as 
the request meets the Postal Service 
approved minimum and time frame. 

(i) Security and Revenue Protection. To 
receive Postal Service approval to con-
tinue to operate systems in the CMRS 
environment, the RC must submit to a 
periodic examination of its CMRS sys-
tem and any other applications and 
technology infrastructure that may 
have a material impact on Postal Serv-
ice revenues, as determined by the 
Postal Service. The examination shall 
be performed by a qualified, inde-
pendent audit firm and shall be con-
ducted in accordance with the State-
ments on Standards for Attestation 
Engagements (SSAEs) No. 16, Service 
Organizations, developed by the Amer-
ican Institute of Certified Public Ac-
countants (AICPA), as amended or su-
perseded. Expenses associated with 
such examination shall be incurred by 
the RC. The examination shall include 
testing of the operating effectiveness 
of relevant RC internal controls (Type 
II SSAE 16 Report). If the service orga-

nization uses another service organiza-
tion (sub-service provider), Postal 
Service management should consider 
the nature and materiality of the 
transactions processed by the sub-serv-
ice organization and the contribution 
of the sub-service organization’s proc-
esses and controls in the achievement 
of the Postal Service’s control objec-
tives. The Postal Service should have 
access to the sub-service organization’s 
SSAE 16 report. The control objectives 
to be covered by the SSAE 16 report 
are subject to Postal Service review 
and approval and are to be provided to 
the Postal Service 30 days prior to the 
initiation of each examination period. 
As a result of the examination, the 
service auditor shall provide the RC 
and the Postal Service with an opinion 
on the design and operating effective-
ness of the RC’s internal controls re-
lated to the CMRS system and any 
other applications and technology in-
frastructure considered material to the 
services provided to the Postal Service 
by the RC. Such examinations are to be 
conducted on no less than an annual 
basis, and are to be as of and for the 12 
months ended June 30 of each year (ex-
cept for new contracts for which the 
examination period will be no less than 
the period from the contract date to 
the following June 30, unless otherwise 
agreed to by the Postal Service). The 
examination reports are to be provided 
to the Postal Service by August 15 of 
each year. To the extent that internal 
control weaknesses are identified in a 
Type II SSAE 16 report, the Postal 
Service may require the remediation of 
such weaknesses and review working 
papers and engage in discussions about 
the work performed with the service 
auditor. The Postal Service requires 
that all remediation efforts (if applica-
ble) are completed and reported by the 
RC prior to the Postal Service’s fiscal 
year end (September 30). In addition, 
the RC will be responsible for per-
forming an examination of their inter-
nal control environment related to the 
CMRS system and any other applica-
tions and technology infrastructure 
considered material to the services 
provided to the Postal Service by the 
RC, in particular disclosing changes to 
internal controls, for the period of July 
1 to September 30. This examination 
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should be documented and submitted 
to the Postal Service by October 14. 
The RC will be responsible for all costs 
related to the examinations conducted 
by the service auditor and the RC. 

(j) Inspection of records and facilities. 
The RC must make its facilities that 
handle the operation of the computer-
ized resetting system and all records 
about the operation of the system 
available for inspection by representa-
tives of the Postal Service at all rea-
sonable times. At its discretion, the 
Postal Service may continue to fund 
inspections as it has in the past, pro-
vided the costs are not associated with 
a particular security issue related to 
the provider’s CMRS or supporting in-
frastructure. 

(k) The RC is required to incorporate 
the following language into its meter 
rental agreements: 

ACKNOWLEDGMENT OF DEPOSIT 
REQUIREMENT—METERS 

By signing this meter rental agreement, 
you the customer represent that you have 
read the Acknowledgment of Deposit Require-
ment—Meters and are familiar with its terms. 
You agree that, upon execution of this agree-
ment with the RC, you will also be bound by 
all terms and conditions of the Acknowledg-
ment of Deposit Requirement—Meters, as it 
may be amended from time to time. 

[71 FR 65733, Nov. 9, 2006, as amended at 75 
FR 56472, Sept. 16, 2010; 77 FR 56554, Sept. 13, 
2012] 

§ 501.16 PC postage payment method-
ology. 

(a) The PC Postage customer is per-
mitted to make payments for postage 
in one of two ways: Automated clear-
inghouse (ACH) transfer or credit card. 

(b) The provider must make pay-
ments on behalf of the customer to the 
Postal Service in accordance with con-
tractual and/or regulatory responsibil-
ities. 

(c) The Postal Service requires that 
the provider publicize to all PC Post-
age customers the following payment 
options (listed in order of preference): 

(1) Automated clearinghouse (ACH) 
debits/credits. 

(2) Credit cards. 
(d) Returned ACH debits are the re-

sponsibility of the Postal Service. The 
RC must lock the customer account 
immediately so that the customer is 

unable to reset the account until the 
Postal Service receives payment in 
full. 

(e) Refunds. The provider issues a re-
fund to a customer for any unused 
postage in a Postage Evidencing Sys-
tem. After verification by the Postal 
Service, the provider will be reim-
bursed by the Postal Service for the in-
dividual refunds provided to customers 
by the provider. 

(f) Security and revenue protection. To 
receive Postal Service approval to con-
tinue to operate PC Postage systems, 
the provider must submit to a periodic 
examination of its PC Postage system 
and any other applications and tech-
nology infrastructure that may have a 
material impact on Postal Service rev-
enues, as determined by the Postal 
Service. The examination shall be per-
formed by a qualified, independent 
audit firm and shall be conducted in 
accordance with the Statement on Au-
diting Standards (SAS) No. 70, Service 
Organizations, developed by the Amer-
ican Institute of Certified Public Ac-
countants (AICPA), as amended or su-
perseded. The examination shall in-
clude testing of the operating effective-
ness of relevant provider internal con-
trols (Type II SAS 70 Report). If the 
service organization uses another serv-
ice organization (sub-service provider), 
Postal Service Management should 
consider the nature and materiality of 
the transactions processed by the sub- 
service organization and the contribu-
tion of the sub-service organization’s 
processes and controls in the achieve-
ment of the Postal Service’s informa-
tion processing objectives. The Postal 
Service should have access to the sub- 
service organization’s SAS 70 report. 
The control objectives to be covered by 
the SAS 70 report are subject to Postal 
Service review and approval and are to 
be provided to the Postal Service 30 
days prior to the initiation of each ex-
amination period. As a result of the ex-
amination, the auditor shall provide 
the provider, and the Postal Service, 
with an opinion on the design and oper-
ating effectiveness of the internal con-
trols related to the PC Postage system 
and any other applications and tech-
nology infrastructure considered mate-
rial to the services provided to the 
Postal Service by the provider. Such 
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