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Federal Acquisition Regulation 25.302–4 

25.302 Contractors performing private 
security functions outside the 
United States. 

[78 FR 37672, June 21, 2013] 

25.302–1 Scope. 
This section prescribes policy for im-

plementing section 862 of the National 
Defense Authorization Act (NDAA) for 
Fiscal Year (FY) 2008 (Pub. L. 110–181), 
as amended by section 853 of the NDAA 
for FY 2009 (Pub. L. 110–417), and sec-
tions 831 and 832 of the NDAA for FY 
2011 (Pub. L. 111–383) (see 10 U.S.C. 2302 
Note). 

[78 FR 37672, June 21, 2013] 

25.302–2 Definitions. 
As used in this section— 
Area of combat operations means an 

area of operations designated as such 
by the Secretary of Defense when en-
hanced coordination of contractors per-
forming private security functions 
working for Government agencies is re-
quired. 

Other significant military operations 
means activities, other than combat 
operations, as part of a contingency op-
eration outside the United States that 
is carried out by United States Armed 
Forces in an uncontrolled or unpredict-
able high-threat environment where 
personnel performing security func-
tions may be called upon to use deadly 
force (see 25.302–3(b)(2)). 

Private security functions means ac-
tivities engaged in by a contractor, as 
follows— 

(1) Guarding of personnel, facilities, 
designated sites, or property of a Fed-
eral agency, the contractor or subcon-
tractor, or a third party; or 

(2) Any other activity for which per-
sonnel are required to carry weapons in 
the performance of their duties in ac-
cordance with the terms of the con-
tract. 

[78 FR 37672, June 21, 2013] 

25.302–3 Applicability. 
(a) DoD: This section applies to ac-

quisitions by Department of Defense 
components under a contract that re-
quires performance— 

(1) During contingency operations 
outside the United States; 

(2) In an area of combat operations as 
designated by the Secretary of Defense; 
or 

(3) In an area of other significant 
military operations as designated by 
the Secretary of Defense, and only 
upon agreement of the Secretary of De-
fense and the Secretary of State. 

(b) Non-DoD agencies: This section ap-
plies to acquisitions by non-DoD agen-
cies under a contract that requires per-
formance— 

(1) In an area of combat operations as 
designated by the Secretary of Defense; 
or 

(2) In an area of other significant 
military operations as designated by 
the Secretary of Defense, and only 
upon agreement of the Secretary of De-
fense and the Secretary of State. 

(c) These designations can be found 
at http://www.acq.osd.mil/dpap/pacc/cc/ 
designatedlareasloflotherlsignificant 
lmilitaryloperations.html and http:// 
www.acq.osd.mil/dpap/pacc/cc/designated 
lareasloflcombatloperations.html. 

(d) When the applicability require-
ments of this subsection are met, con-
tractors and subcontractors must com-
ply with 32 CFR part 159, whether the 
contract is for the performance of pri-
vate security functions as a primary 
deliverable or the provision of private 
security functions is ancillary to the 
stated deliverables. 

(e) The requirements of section 25.302 
shall not apply to— 

(1) Contracts entered into by ele-
ments of the intelligence community 
in support of intelligence activities; or 

(2) Temporary arrangements entered 
into on a non-DoD contract for the per-
formance of private security functions 
by individual indigenous personnel not 
affiliated with a local or expatriate se-
curity company. These temporary ar-
rangements must still comply with 
local law. 

[78 FR 37672, June 21, 2013] 

25.302–4 Policy. 
(a) General. (1) The policy, respon-

sibilities, procedures, accountability, 
training, equipping, and conduct of per-
sonnel performing private security 
functions in designated areas are ad-
dressed at 32 CFR part 159, entitled 
‘‘Private Security Contractors (PSCs) 
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Operating in Contingency Operations, 
Combat Operations, or Other Signifi-
cant Military Operations.’’ Contractor 
responsibilities include ensuring that 
employees are aware of, and comply 
with, relevant orders, directives, and 
instructions; keeping appropriate per-
sonnel records; accounting for weap-
ons; registering and identifying ar-
mored vehicles, helicopters, and other 
military vehicles; and reporting speci-
fied incidents in which personnel per-
forming private security functions 
under a contract are involved. 

(2) In addition, contractors are re-
quired to cooperate with any Govern-
ment-authorized investigation into in-
cidents reported pursuant to paragraph 
(c)(3) of the clause at 52.225–26, Con-
tractors Performing Private Security 
Functions Outside the United States, 
by providing access to employees per-
forming private security functions and 
relevant information in the possession 
of the contractor regarding the inci-
dent concerned. 

(b) Implementing guidance. In accord-
ance with 32 CFR part 159— 

(1) Geographic combatant com-
manders will provide DoD contractors 
performing private security functions 
with guidance and procedures for the 
operational environment in their area 
of responsibility; and 

(2) In a designated area of combat op-
erations, or areas of other significant 
military operations, as designated by 
the Secretary of Defense and only upon 
agreement of the Secretary of Defense 
and the Secretary of State, the rel-
evant Chief of Mission will provide im-
plementing instructions for non-DoD 
contractors performing private secu-
rity functions and their personnel con-
sistent with the standards set forth by 
the geographic combatant commander. 
In accordance with 32 CFR 159.4(c), the 
Chief of Mission has the option of in-
structing non-DoD contractors per-
forming private security functions and 
their personnel to follow the guidance 
and procedures of the geographic com-
batant commander and/or a sub-unified 
commander or joint force commander 
where specifically authorized by the 
combatant commander to do so and no-
tice of that authorization is provided 
to non-DoD agencies. 

[78 FR 37672, June 21, 2013] 

25.302–5 Remedies. 

(a) In addition to other remedies 
available to the Government— 

(1) The contracting officer may di-
rect the contractor, at its own expense, 
to remove and replace any contractor 
or subcontractor personnel performing 
private security functions who fail to 
comply with or violate applicable re-
quirements. Such action may be taken 
at the Government’s discretion with-
out prejudice to its rights under any 
other contract provision, e.g., termi-
nation for default; 

(2) The contracting officer shall in-
clude the contractor’s failure to com-
ply with the requirements of this sec-
tion in appropriate databases of past 
performance and consider any such 
failure in any responsibility deter-
mination or evaluation of past per-
formance; and 

(3) In the case of award-fee contracts, 
the contracting officer shall consider a 
contractor’s failure to comply with the 
requirements of this subsection in the 
evaluation of the contractor’s perform-
ance during the relevant evaluation pe-
riod, and may treat such failure as a 
basis for reducing or denying award 
fees for such period or for recovering 
all or part of award fees previously 
paid for such period. 

(b) If the performance failures are se-
vere, prolonged, or repeated, the con-
tracting officer shall refer the matter 
to the appropriate suspending and de-
barring official. 

[78 FR 37672, June 21, 2013] 

25.302–6 Contract clause. 

(a) Use the clause at 52.225–26, Con-
tractors Performing Private Security 
Functions Outside the United States, 
in the following solicitations and con-
tracts: 

(1) A DoD contract for performance 
in an area of— 

(i) Contingency operations outside 
the United States; 

(ii) Combat operations, as designated 
by the Secretary of Defense; or 

(iii) Other significant military oper-
ations, as designated by the Secretary 
of Defense only upon agreement of the 
Secretary of Defense and the Secretary 
of State. 
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