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(iii) Obtain a signed non-disclosure agree-
ment to prohibit disclosure of non-public in-
formation accessed through performance of a 
Government contract. 

(3) Inform covered employees of their obli-
gation— 

(i) To disclose and prevent personal con-
flicts of interest; 

(ii) Not to use non-public information 
accessed through performance of a Govern-
ment contract for personal gain; and 

(iii) To avoid even the appearance of per-
sonal conflicts of interest; 

(4) Maintain effective oversight to verify 
compliance with personal conflict-of-interest 
safeguards; 

(5) Take appropriate disciplinary action in 
the case of covered employees who fail to 
comply with policies established pursuant to 
this clause; and 

(6) Report to the Contracting Officer any 
personal conflict-of-interest violation by a 
covered employee as soon as it is identified. 
This report shall include a description of the 
violation and the proposed actions to be 
taken by the Contractor in response to the 
violation. Provide follow-up reports of cor-
rective actions taken, as necessary. Personal 
conflict-of-interest violations include— 

(i) Failure by a covered employee to dis-
close a personal conflict of interest; 

(ii) Use by a covered employee of non-pub-
lic information accessed through perform-
ance of a Government contract for personal 
gain; and 

(iii) Failure of a covered employee to com-
ply with the terms of a non-disclosure agree-
ment. 

(c) Mitigation or waiver. (1) In exceptional 
circumstances, if the Contractor cannot sat-
isfactorily prevent a personal conflict of in-
terest as required by paragraph (b)(2)(i) of 
this clause, the Contractor may submit a re-
quest through the Contracting Officer to the 
Head of the Contracting Activity for— 

(i) Agreement to a plan to mitigate the 
personal conflict of interest; or 

(ii) A waiver of the requirement. 
(2) The Contractor shall include in the re-

quest any proposed mitigation of the per-
sonal conflict of interest. 

(3) The Contractor shall— 
(i) Comply, and require compliance by the 

covered employee, with any conditions im-
posed by the Government as necessary to 
mitigate the personal conflict of interest; or 

(ii) Remove the Contractor employee or 
subcontractor employee from performance of 
the contract or terminate the applicable sub-
contract. 

(d) Subcontract flowdown. The Contractor 
shall include the substance of this clause, in-
cluding this paragraph (d), in subcontracts— 

(1) That exceed $150,000; and 
(2) In which subcontractor employees will 

perform acquisition functions closely associ-
ated with inherently governmental functions 

(i.e., instead of performance only by a self- 
employed individual). 

(End of clause) 

[76 FR 68025, Nov. 2, 2011] 

52.203–17 Contractor Employee Whis-
tleblower Rights and Requirement 
To Inform Employees of Whistle-
blower Rights. 

As prescribed in 3.908–9, insert the 
following clause: 

CONTRACTOR EMPLOYEE WHISTLEBLOWER 
RIGHTS AND REQUIREMENT TO INFORM EM-
PLOYEES OF WHISTLERBLOWER RIGHTS (SEP 
2013) 

(a) This contract and employees working 
on this contract will be subject to the whis-
tleblower rights and remedies in the pilot 
program on Contractor employee whistle-
blower protections established at 41 U.S.C. 
4712 by section 828 of the National Defense 
Authorization Act for Fiscal Year 2013 (Pub. 
L. 112–239) and FAR 3.908. 

(b) The Contractor shall inform its employ-
ees in writing, in the predominant language 
of the workforce, of employee whistleblower 
rights and protections under 41 U.S.C. 4712, 
as described in section 3.908 of the Federal 
Acquisition Regulation. 

(c) The Contractor shall insert the sub-
stance of this clause, including this para-
graph (c), in all subcontracts over the sim-
plified acquisition threshold. 

(End of clause) 

[78 FR 60172, Sept. 30, 2013] 

52.204–1 Approval of Contract. 
As prescribed in 4.103, insert the fol-

lowing clause: 

APPROVAL OF CONTRACT (DEC 1989) 

This contract is subject to the written ap-
proval of . . . . . [identify title of designated 
agency official here] and shall not be binding 
until so approved. 

(End of clause) 

[54 FR 5058, Jan. 31, 1989, as amended at 54 
FR 48990, Nov. 28, 1989] 

52.204–2 Security Requirements. 
As prescribed in 4.404(a), insert the 

following clauses: 

SECURITY REQUIREMENTS (AUG 1996) 

(a) This clause applies to the extent that 
this contract involves access to information 
classified Confidential, Secret, or Top Secret. 
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(b) The Contractor shall comply with (1) 
the Security Agreement (DD Form 441), in-
cluding the National Industrial Security Pro-
gram Operating Manual (DOD 5220.22–M), and 
(2) any revisions to that manual, notice of 
which has been furnished to the Contractor. 

(c) If, subsequent to the date of this con-
tract, the security classification or security 
requirements under this contract are 
changed by the Government and if the 
changes cause an increase or decrease in se-
curity costs or otherwise affect any other 
term or condition of this contract, the con-
tract shall be subject to an equitable adjust-
ment as if the changes were directed under 
the Changes clause of this contract. 

(d) The Contractor agrees to insert terms 
that conform substantially to the language 
of this clause, including this paragraph (d) 
but excluding any reference to the Changes 
clause of this contract, in all subcontracts 
under this contract that involve access to 
classified information. 

(End of clause) 

Alternate I (APR 1984). If a cost con-
tract for research and development 
with an educational institution is con-
templated, add the following para-
graphs (e), (f), and (g) to the basic 
clause: 

(e) If a change in security requirements, as 
provided in paragraphs (b) and (c), results (1) 
in a change in the security classification of 
this contract or any of its elements from an 
unclassified status or a lower classification 
to a higher classification, or (2) in more re-
strictive area controls than previously re-
quired, the Contractor shall exert every rea-
sonable effort compatible with the Contrac-
tor’s established policies to continue the per-
formance of work under the contract in com-
pliance with the change in security classi-
fication or requirements. If, despite reason-
able efforts, the Contractor determines that 
the continuation of work under this contract 
is not practicable because of the change in 
security classification or requirements, the 
Contractor shall notify the Contracting Offi-
cer in writing. Until resolution of the prob-
lem is made by the Contracting Officer, the 
Contractor shall continue safeguarding all 
classified material as required by this con-
tract. 

(f) After receiving the written notification, 
the Contracting Officer shall explore the cir-
cumstances surrounding the proposed change 
in security classification or requirements, 
and shall endeavor to work out a mutually 
satisfactory method whereby the Contractor 
can continue performance of the work under 
this contract. 

(g) If, 15 days after receipt by the Con-
tracting Officer of the notification of the 
Contractor’s stated inability to proceed, (1) 

the application to this contract of the 
change in security classification or require-
ments has not been withdrawn or (2) a mutu-
ally satisfactory method for continuing per-
formance of work under this contract has 
not been agreed upon, the Contractor may 
request the Contracting Officer to terminate 
the contract in whole or in part. The Con-
tracting Officer shall terminate the contract 
in whole or in part, as may be appropriate, 
and the termination shall be deemed a ter-
mination under the terms of the Termi-
nation for the Convenience of the Govern-
ment clause. 

Alternate II (APR 1984). If employee 
identification is required for security 
or other reasons in a construction con-
tract or architect-engineer contract, 
add the following paragraph (e) to the 
basic clause: 

(e) The Contractor shall be responsible for 
furnishing to each employee and for requir-
ing each employee engaged on the work to 
display such identification as may be ap-
proved and directed by the Contracting Offi-
cer. All prescribed identification shall imme-
diately be delivered to the Contracting Offi-
cer, for cancellation upon the release of any 
employee. When required by the Contracting 
Officer, the Contractor shall obtain and sub-
mit fingerprints of all persons employed or 
to be employed on the project. 

[48 FR 42478, Sept. 19, 1983, as amended at 61 
FR 31617, June 20, 1996] 

52.204–3 Taxpayer identification. 
As prescribed in 4.905, insert the fol-

lowing provision: 

TAXPAYER IDENTIFICATION (OCT 1998) 

(a) Definitions. 
Common parent, as used in this provision, 

means that corporate entity that owns or 
controls an affiliated group of corporations 
that files its Federal income tax returns on 
a consolidated basis, and of which the offeror 
is a member. 

Taxpayer Identification Number (TIN), as 
used in this provision, means the number re-
quired by the Internal Revenue Service (IRS) 
to be used by the offeror in reporting income 
tax and other returns. The TIN may be ei-
ther a Social Security Number or an Em-
ployer Identification Number. 

(b) All offerors must submit the informa-
tion required in paragraphs (d) through (f) of 
this provision to comply with debt collection 
requirements of 31 U.S.C. 7701(c) and 3325(d), 
reporting requirements of 26 U.S.C. 6041, 
6041A, and 6050M, and implementing regula-
tions issued by the IRS. If the resulting con-
tract is subject to the payment reporting re-
quirements described in Federal Acquisition 
Regulation (FAR) 4.904, the failure or refusal 
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