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48 CFR Ch. 9 (10–1–13 Edition) 952.204–77 

(1) First Degree: Performance failures that 
have been determined, in accordance with 
applicable law, regulation, or DOE directive, 
to have resulted in, or that can reasonably 
be expected to result in, exceptionally grave 
damage to the national security. The fol-
lowing are examples of performance failures 
or performance failures of similar import 
that will be considered first degree: 

(i) Non-compliance with applicable laws, 
regulations, and DOE directives actually re-
sulting in, or creating a risk of, loss, com-
promise, or unauthorized disclosure of Top 
Secret Restricted Data or other information 
classified as Top Secret, any classification 
level of information in a Special Access Pro-
gram (SAP), information identified as sen-
sitive compartmented information (SCI), or 
high risk nuclear weapons-related data. 

(ii) Contractor actions that result in a 
breakdown of the safeguards and security 
management system that can reasonably be 
expected to result in the loss, compromise, 
or unauthorized disclosure of Top Secret Re-
stricted Data, or other information classified 
as Top Secret, any classification level of in-
formation in a SAP, information identified 
as SCI, or high risk nuclear weapons-related 
data. 

(iii) Failure to promptly report the loss, 
compromise, or unauthorized disclosure of 
Top Secret Restricted Data or other infor-
mation classified as Top Secret, any classi-
fication level of information in a SAP, infor-
mation identified as SCI, or high risk nu-
clear weapons-related data. 

(iv) Failure to timely implement correc-
tive actions stemming from the loss, com-
promise, or unauthorized disclosure of Top 
Secret Restricted Data or other information 
classified as Top Secret, any classification 
level of information in a SAP, information 
identified as SCI, or high risk nuclear weap-
ons-related data. 

(2) Second Degree: Performance failures 
that have been determined, in accordance 
with applicable law, regulation, or DOE di-
rective, to have actually resulted in, or that 
can reasonably be expected to result in, seri-
ous damage to the national security. The fol-
lowing are examples of performance failures 
or performance failures of similar import 
that will be considered second degree: 

(i) Non-compliance with applicable laws, 
regulations, and DOE directives actually re-
sulting in, or creating risk of, loss, com-
promise, or unauthorized disclosure of Secret 
Restricted Data or other information classi-
fied as Secret. 

(ii) Contractor actions that result in a 
breakdown of the safeguards and security 
management system that can reasonably be 
expected to result in the loss, compromise, 
or unauthorized disclosure of Sceret Re-
stricted Data, or other information classified 
as Secret. 

(iii) Failure to promptly report the loss, 
compromise, or unauthorized disclosure of 
Restricted Data or other information regard-
less of classification (except for information 
covered by paragraph (c)(1)(iii) of this 
clause). 

(iv) Failure to timely implement correc-
tive actions stemming from the loss, com-
promise, or unauthorized disclosure of Secret 
Restricted Data or other information classi-
fied as Secret. 

(3) Third Degree: Performance failures that 
have been determined, in accordance with 
applicable law, regulation, or DOE directive, 
to have actually resulted in, or that can rea-
sonably be expected to result in, undue risk 
to the common defense and security. In addi-
tion, this category includes performance 
failures that result from a lack of Contractor 
management and/or employee attention to 
the proper safeguarding of Restricted Data 
and other classified information. These per-
formance failures may be indicators of fu-
ture, more severe performance failures and/ 
or conditions, and if identified and corrected 
early would prevent serious incidents. The 
following are examples of performance fail-
ures or performance failures of similar im-
port that will be considered third degree: 

(i) Non-compliance with applicable laws, 
regulations, and DOE directives actually re-
sulting in, or creating risk of, loss, com-
promise, or unauthorized disclosure of Re-
stricted Data or other information classified 
as Confidential. 

(ii) Failure to promptly report alleged or 
suspected violations of laws, regulations, or 
directives pertaining to the safeguarding of 
Restricted Data or other classified informa-
tion. 

(iii) Failure to identify or timely execute 
corrective actions to mitigate or eliminate 
identified vulnerabilities and reduce residual 
risk relating to the protection of Restricted 
Data or other classified information in ac-
cordance with the Contractor’s Safeguards 
and Security Plan or other security plan, as 
applicable. 

(iv) Contractor actions that result in per-
formance failures which unto themselves 
pose minor risk, but when viewed in the ag-
gregate indicate degradation in the integrity 
of the Contractor’s safeguards and security 
management system relating to the protec-
tion of Restricted Data and other classified 
information. 

(End of clause) 

[68 FR 68777, Dec. 10, 2003, as amended at 74 
FR 36368, 36370, 36378, 36380, July 22, 2009] 

952.204–77 Computer security. 

As prescribed in 904.404(d)(7), the fol-
lowing clause shall be included: 
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Department of Energy 952.208–70 

COMPUTER SECURITY (AUG 2006) 

(a) Definitions. (1) Computer means desktop 
computers, portable computers, computer 
networks (including the DOE Network and 
local area networks at or controlled by DOE 
organizations), network devices, automated 
information systems, and or other related 
computer equipment owned by, leased, or op-
erated on behalf of the DOE. 

(2) Individual means a DOE Contractor or 
subcontractor employee, or any other person 
who has been granted access to a DOE com-
puter or to information on a DOE computer, 
and does not include a member of the public 
who sends an e-mail message to a DOE com-
puter or who obtains information available 
to the public on DOE Web sites. 

(b) Access to DOE computers. A Contractor 
shall not allow an individual to have access 
to information on a DOE computer unless— 

(1) The individual has acknowledged in 
writing that the individual has no expecta-
tion of privacy in the use of a DOE com-
puter; and 

(2) The individual has consented in writing 
to permit access by an authorized investiga-
tive agency to any DOE computer used dur-
ing the period of that individual’s access to 
information on a DOE computer, and for a 
period of three years thereafter. 

(c) No expectation of privacy. Notwith-
standing any other provision of law (includ-
ing any provision of law enacted by the Elec-
tronic Communications Privacy Act of 1986), 
no individual using a DOE computer shall 
have any expectation of privacy in the use of 
that computer. 

(d) Written records. The Contractor is re-
sponsible for maintaining written records for 
itself and subcontractors demonstrating 
compliance with the provisions of paragraph 
(b) of this section. The Contractor agrees to 
provide access to these records to the DOE, 
or its authorized agents, upon request. 

(e) Subcontracts. The Contractor shall in-
sert this clause, including this paragraph (e), 
in subcontracts under this contract that 
may provide access to computers owned, 
leased or operated on behalf of the DOE. 

(End of clause) 

[71 FR 40885, July 19, 2006, as amended at 74 
FR 36368, 36378, July 22, 2009] 

952.208 Clauses related to required 
sources of supply. 

952.208–7 Tagging of leased vehicles. 

As prescribed in 908.1104, insert the 
following clause when leasing commer-
cial vehicles for periods in excess of 60 
days: 

TAGGING OF LEASED VEHICLES (APR 1984) 

(a) DOE intends to use U.S. Government li-
cense tags. 

(b) While it is the intention that vehicles 
leased hereunder shall operate on Federal 
tags, the DOE reserves the right to utilize 
State tags if necessary to accomplish its 
mission. Should State tags be required, the 
Contractor shall furnish the DOE the docu-
mentation required by the State to acquire 
such tags. 

(End of clause) 

[49 FR 12042, Mar. 28, 1984, as amended at 59 
FR 9108, Feb. 25, 1994; 67 FR 14872, Mar. 28, 
2002; 74 FR 36370, 36378, July 22, 2009] 

952.208–70 Printing. 

As prescribed in 908.802, insert the 
following clause: 

PRINTING (APR 1984) 

The Contractor shall not engage in, nor 
subcontract for, any printing (as that term 
is defined in Title I of the U.S. Government 
Printing and Binding Regulations in effect 
on the effective date of this contract) in con-
nection with the performance of work under 
this contract. Provided, however, that per-
formance of a requirement under this con-
tract involving the duplication of less than 
5,000 copies of a single unit, or no more than 
25,000 units in the aggregate of multiple 
units, will not be deemed to be printing. A 
unit is defined as one sheet, size 81⁄2 by 11 
inches one side only, one color. A require-
ment is defined as a single publication docu-
ment. 

(1) The term printing includes the following 
processes: composition, plate making, press-
work, binding, microform publishing, or the 
end items produced by such processes. 

(2) If fulfillment of the contract will neces-
sitate reproduction in excess of the limits 
set forth above, the Contractor shall notify 
the Contracting Officer in writing and obtain 
the Contracting Officer’s approval prior to 
acquiring on DOE’s behalf production, acqui-
sition, and dissemination of printed matter. 
Such printing must be obtained from the 
Government Printing Office (GPO), a con-
tract source designated by GPO or a Joint 
Committee on Printing authorized federal 
printing plant. 

(3) Printing services not obtained in com-
pliance with this guidance will result in the 
cost of such printing being disallowed. 

(4) The Contractor will include in each of 
his subcontracts hereunder a provision sub-
stantially the same as this clause including 
this paragraph (4). 
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