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APPENDIX F TO PART 229—REC-
OMMENDED PRACTICES FOR DESIGN
AND SAFETY ANALYSIS

The purpose of this appendix is to provide
recommended criteria for design and safety
analysis that will maximize the safety of
electronic locomotive control systems and
mitigate potential negative safety effects. It
seeks to promote full disclosure of potential
safety risks to facilitate minimizing or
eliminating elements of risk where prac-
ticable. It discuses critical elements of good
engineering practice that the designer
should consider when developing safety crit-
ical electronic locomotive control systems
to accomplish this objective. The criteria
and processes specified this appendix is in-
tended to minimize the probability of failure
to an acceptable level within the limitations
of the available engineering science, cost,
and other constraints. Railroads procuring
safety critical electronic locomotive con-
trols are encouraged to ensure that their
vendor addresses each of the elements of this
appendix in the design of the product being
procured. FRA uses the criteria and proc-

esses set forth in this appendix (or other
technically equivalent criteria and processes
that may be recommended by industry) when
evaluating analyses, assumptions, and con-
clusions provided in the SA documents.

DEFINITIONS

In addition to the definitions contained in
§229.306, the following definitions are appli-
cable to this Appendix:

Hazard means an existing or potential con-
dition that can result in an accident.

High degree of confidence, as applied to the
highest level of aggregation, means there ex-
ists credible safety analysis supporting the
conclusion that the risks associated with the
product have been adequately mitigated.

Human factors refers to a body of knowl-
edge about human limitations, human abili-
ties, and other human characteristics, such
as behavior and motivation, that shall be
considered in product design.

Human-machine interface (HMI) means the
interrelated set of controls and displays that
allows humans to interact with the machine.

Risk means the expected probability of oc-
currence for an individual accident event
(probability) multiplied by the severity of

547



Pt. 229, App. F

the expected consequences associated with
the accident (severity).

Risk assessment means the process of deter-
mining, either quantitatively or quali-
tatively, the measure of risk associated with
use of the product under all intended oper-
ating conditions.

System Safety Precedence means the order of
precedence in which methods used to elimi-
nate or control identified hazards within a
system are implemented.

Validation means the process of deter-
mining whether a product’s design require-
ments fulfill its intended design objectives
during its development and life-cycle. The
goal of the validation process is to determine
‘“‘whether the correct product was built.”

Verification means the process of deter-
mining whether the results of a given phase
of the development cycle fulfill the validated
requirements established at the start of that
phase. The goal of the verification process is
to determine ‘“‘whether the product was built
correctly.”

SAFETY ASSESSMENTS—RECOMMENDED
CONTENTS

The safety-critical assessment of each
product should include all of its inter-
connected subsystems and components and,
where applicable, the interaction between
such subsystems. FRA recommends that
such assessments contain the following:

(a) A complete description of the product,
including a list of all product components
and their physical relationship in the sub-
system or system;

(b) A description of the railroad operation
or categories of operations on which the
product is designed to be used;

(c) An operational concepts document, in-
cluding a complete description of the prod-
uct functionality and information flows; as
well as identifying which functions are in-
tended to enhance or preserve safety and the
manner in which the product architecture
implements these functions;

(d) A safety requirements document, in-
cluding a list with complete descriptions of
all functions, which the product performs to
enhance or preserve safety, and that de-
scribes the manner in which product archi-
tecture satisfies safety requirements;

(e) A hazard log consisting of a comprehen-
sive description of all safety relevant haz-
ards addressed during the life cycle of the
product, including maximum threshold lim-
its for each hazard (for unidentified hazards,
the threshold shall be exceeded at one occur-
rence);

(f) A risk assessment and analysis.

(1) The risk metric for the proposed prod-
uct should describe with a high degree of
confidence the accumulated risk of a loco-
motive control system that operates over
the intended product life. Each risk metric
for the proposed product should be expressed
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with an upper bound, as estimated with a
sensitivity analysis, and the risk value se-
lected is demonstrated to have a high degree
of confidence.

(2) Each risk calculation should consider
the totality of the locomotive control sys-
tem and its method of operation. The failure
modes of each subsystem or component, or
both, should be determined for the inte-
grated hardware/software (where applicable)
as a function of the Mean Time to Hazardous
Events (MTTHE), failure restoration rates,
and the integrated hardware/software cov-
erage of all processor based subsystems or
components, or both. Train operating and
movement rules, along with components
that are layered in order to enhance safety-
critical behavior, should also be considered.

(3) An MTTHE value should be calculated
for each subsystem or component, or both,
indicating the safety-critical behavior of the
integrated hardware/software subsystem or
component, or both. The human factor im-
pact should be included in the assessment,
whenever applicable, to provide an inte-
grated MTTHE value. The MTTHE calcula-
tion should consider the rates of failures
caused by permanent, transient, and inter-
mittent faults accounting for the fault cov-
erage of the integrated hardware/software
subsystem or component, phased-interval
maintenance, and restoration of the detected
failures.

(4) The analysis should clearly document:

(i) Any assumptions regarding the reli-
ability or availability of mechanical, elec-
tric, or electronic components. Such assump-
tions include MTTF projections, as well as
Mean Time To Repair (MTTR) projections,
unless the risk assessment specifically ex-
plains why these assumptions are not rel-
evant. The analysis should document these
assumptions in such a form as to permit
later comparisons with in-service experience
(e.g., a spreadsheet). The analysis should
also document any assumptions regarding
human performance. The documentation
should be in a form that facilitates later
comparisons with in-service experience.

(ii) Any assumptions regarding software
defects. These assumptions should be in a
form which permits the railroad to project
the likelihood of detecting an in-service soft-
ware defect and later comparisons with in-
service experience.

(iii) All of the identified safety-critical
fault paths leading to a mishap as predicted
by the SA. The documentation should be in
a form that facilitates later comparisons
with in-service faults.

(4) MTTHE compliance verification and
validation should be based on the assessment
of the design for verification and validation
process, historical performance data, analyt-
ical methods and experimental safety crit-
ical performance testing performed on the
subsystem or component. The compliance
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process shall be demonstrated to be compli-
ant and consistent with the MTTHE metric
and demonstrated to have a high degree of
confidence.

(5) The safety-critical behavior of all non-
processor based components, which are part
of a processor-based system or subsystem,
should be quantified with an MTTHE metric.
The MTTHE assessment methodology should
consider failures caused by permanent, tran-
sient, and intermittent faults, phase interval
maintenance and restoration of failures and
the effect of fault coverage of each non-proc-
essor-based subsystem or component. The
MTTHE compliance verification and valida-
tion should be based on the assessment of
the design for verification and validation
process, historical performance data, analyt-
ical methods and experimental safety crit-
ical performance testing performed on the
subsystem or component. The non-processor
based quantification compliance should also
be demonstrated to have a high degree of
confidence.

(g) A hazard mitigation analysis, including
a complete and comprehensive description of
all hazards to be addressed in the system de-
sign and development, mitigation techniques
used, and system safety precedence followed;

(h) A complete description of the safety as-
sessment and verification and validation
processes applied to the product and the re-
sults of these processes;

(i) A complete description of the safety as-
surance concepts used in the product design,
including an explanation of the design prin-
ciples and assumptions; the designer should
address each of the following safety consid-
erations when designing and demonstrating
the safety of products covered by this part.
In the event that any of these principles are
not followed, the analysis should describe
both the reason(s) for departure and the al-
ternative(s) utilized to mitigate or eliminate
the hazards associated with the design prin-
ciple not followed.

(1) Normal operation. The system (including
all hardware and software) should dem-
onstrate safe operation with no hardware
failures under normal anticipated operating
conditions with proper inputs and within the
expected range of environmental conditions.
All safety-critical functions should be per-
formed properly under these normal condi-
tions. Absence of specific operator actions or
procedures will not prevent the system from
operating safely. Hazards categorized as un-
acceptable should be eliminated by design.
Best effort should also be made by the de-
signer to eliminate hazards that are undesir-
able. Those undesirable hazards that cannot
be eliminated must be mitigated to an ac-
ceptable level.

(2) Systematic failure. It should be shown
how the product is designed to mitigate or
eliminate unsafe systematic failures—those
conditions which can be attributed to human
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error that could occur at various stages
throughout product development. This in-
cludes unsafe errors in the software due to
human error in the software specification,
design or coding phase, or both; human er-
rors that could impact hardware design; un-
safe conditions that could occur because of
an improperly designed human-machine
interface; installation and maintenance er-
rors; and errors associated with making
modifications.

(3) Random failure. The product should be
shown to operate safely under conditions of
random hardware failure. This includes sin-
gle as well as multiple hardware failures,
particularly in instances where one or more
failures could occur, remain undetected (la-
tent) and react in combination with a subse-
quent failure at a later time to cause an un-
safe operating situation. In instances involv-
ing a latent failure, a subsequent failure is
similar to there being a single failure. In the
event of a transient failure, and if so de-
signed, the system should restart itself if it
is safe to do so. Frequency of attempted re-
starts should be considered in the hazard
analysis. There should be no single point
failures in the product that can result in
hazards categorized as unacceptable or unde-
sirable. Occurrence of credible single point
failures that can result in hazards shall be
detected and the product shall be detected
and the product should achieve a known
state that eliminates the possibility of false
activation of any physical appliance. If one
non-self-revealing failure combined with a
second failure can cause a hazard that is cat-
egorized as unacceptable or undesirable, then
the second failure should be detected and the
product must achieve a known safe state
that eliminates the possibility of false acti-
vation.

(4) Common Mode failure. Another concern
of multiple failures involves common mode
failure in which two or more subsystems or
components intended to compensate one an-
other to perform the same function all fail
by the same mode and result in unsafe condi-
tions. This is of particular concern in in-
stances in which two or more elements
(hardware or software, or both) are used in
combination to ensure safety. If a common
mode failure exists, then any analysis can-
not rely on the assumption that failures are
independent. Examples include: the use of re-
dundancy in which two or more elements
perform a given function in parallel and
when one (hardware or software) element
checks/monitors another element (of hard-
ware or software) to help ensure its safe op-
eration. Common mode failure relates to
independence, which shall be ensured in
these instances. When dealing with the ef-
fects of hardware failure, the designer should
address the effects of the failure not only on
other hardware, but also on the execution of
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the software, since hardware failures can
greatly affect how the software operates.

(5) External influences. The product should
operate safely when subjected to different
external influences, including:

(i) Electrical influences such as power sup-
ply anomalies/transients, abnormal/improper
input conditions (e.g., outside of normal
range inputs relative to amplitude and fre-
quency, unusual combinations of inputs) in-
cluding those related to a human operator,
and others such as electromagnetic inter-
ference or electrostatic discharges, or both;

(ii) Mechanical influences such as vibra-
tion and shock; and climatic conditions such
as temperature and humidity.

(6) Modifications. Safety must be ensured
following modifications to the hardware or
software, or both. All or some of the con-
cerns previously identified may be applicable
depending upon the nature and extent of the
modifications.

(7) Software. Software faults should not
cause hazards categorized as unacceptable or
undesirable.

(8) Closed Loop Principle. The product de-
sign should require positive action to be
taken in a prescribed manner to either begin
product operation or continue product oper-
ation.

(j) A human factors analysis, including a
complete description of all human-machine
interfaces, a complete description of all
functions performed by humans in connec-
tion with the product to enhance or preserve
safety, and an analysis of the physical
ergonomics of the product on the operators
and the safe operation of the system;

(k) A complete description of the specific
training of railroad and contractor employ-
ees and supervisors necessary to ensure the
safe and proper installation, implementa-
tion, operation, maintenance, repair, inspec-
tion, testing, and modification of the prod-
uct;

(1) A complete description of the specific
procedures and test equipment necessary to
ensure the safe and proper installation, im-
plementation, operation, maintenance, re-
pair, inspection, test, and modification of
the product. These procedures, including
calibration requirements, should be con-
sistent with or explain deviations from the
equipment manufacturer’s recommenda-
tions;

(m) A complete description of the nec-
essary security measures for the product
over its life-cycle;

(n) A complete description of each warning
to be placed in the Operations and Mainte-
nance Manual and of all warning labels re-
quired to be placed on equipment as nec-
essary to ensure safety;

(0) A complete description of all initial im-
plementation testing procedures necessary
to establish that safety-functional require-
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ments are met and safety-critical hazards
are appropriately mitigated;

(p) A complete description of all post-im-
plementation testing (validation) and moni-
toring procedures, including the intervals
necessary to establish that safety-functional
requirements, safety-critical hazard mitiga-
tion processes, and safety-critical tolerances
are not compromised over time, through use,
or after maintenance (repair, replacement,
adjustment) is performed; and

(q) A complete description of each record
necessary to ensure the safety of the system
that is associated with periodic mainte-
nance, inspections, tests, repairs, replace-
ments, adjustments, and the system’s result-
ing conditions, including records of compo-
nent failures resulting in safety relevant
hazards;

(r) A complete description of any safety-
critical assumptions regarding availability
of the product, and a complete description of
all backup methods of operation; and

(s) The configuration/revision control
measures designed to ensure that safety-
functional requirements and safety-critical
hazard mitigation processes are not com-
promised as a result of any change. Changes
classified as maintenance require validation.

GUIDANCE REGARDING THE APPLICATION OF
HUMAN FACTORS IN THE DESIGN OF PRODUCTS

The product design should sufficiently in-
corporate human factors engineering that is
appropriate to the complexity of the prod-
uct; the gender, educational, mental, and
physical capabilities of the intended opera-
tors and maintainers; the degree of required
human interaction with the component; and
the environment in which the product will be
used. HMI design criteria minimize negative
safety effects by causing designers to con-
sider human factors in the development of
HMIs. As used in this discussion, ‘‘designer”
means anyone who specifies requirements
for—or designs a system or subsystem, or
both, for—a product subject to this part, and
‘‘operator’” means any human who is in-
tended to receive information from, provide
information to, or perform repairs or main-
tenance on a safety critical locomotive con-
trol product subject to this part.

I. FRA recommends that system designers
should:

(a) Design systems that anticipate possible
user errors and include capabilities to catch
errors before they propagate through the
system;

(b) Conduct cognitive task analyses prior
to designing the system to better understand
the information processing requirements of
operators when making critical decisions;

(c) Present information that accurately
represents or predicts system states; and

(d) Ensure that electronics equipment
radio frequency emissions are compliant
with appropriate Federal Communications
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Commission (FCC) regulations. The FCC
rules and regulations are codified in Title 47
of the Code of Federal Regulations (CFR).
The following documentation is applicable to
obtaining FCC Equipment Authorization:

(1) OET Bulletin Number 61 (October, 1992 Su-
persedes May, 1987 issue) FCC Equipment Au-
thorization Program for Radio Frequency De-
vices. This document provides an overview of
the equipment authorization program to
control radio interference from radio trans-
mitters and certain other electronic prod-
ucts and how to obtain an equipment author-
ization.

(2) OET Bulletin 63: (October 1993) Under-
standing The FCC Part 15 Regulations for Low
Power, Non-Licensed Transmitters. This docu-
ment provides a basic understanding of the
FCC regulations for low power, unlicensed
transmitters, and includes answers to some
commonly-asked questions. This edition of
the bulletin does not contain information
concerning personal communication services
(PCS) transmitters operating under Part 15,
Subpart D of the rules.

(3) Title 47 Code of Federal Regulations Parts
0 to 19. The FCC rules and regulations gov-
erning PCS transmitters may be found in 47
CFR, Parts 0 to 19.

(4) OET Bulletin 62 (December 1993) Under-
standing The FCC Regulations for Computers
and other Digital Devices. This document has
been prepared to provide a basic under-
standing of the FCC regulations for digital
(computing) devices, and includes answers to
some commonly-asked questions.

II. Human factors issues designers should
consider with regard to the general func-
tioning of a system include:

(a) Reduced situational awareness and over-
reliance. HMI design shall give an operator
active functions to perform, feedback on the
results of the operator’s actions, and infor-
mation on the automatic functions of the
system as well as its performance. The oper-
ator shall be ‘‘in-the loop.” Designers should
consider at minimum the following methods
of maintaining an active role for human op-
erators:

(1) The system should require an operator
to initiate action to operate the train and re-
quire an operator to remain ‘‘in-the-loop”
for at least 30 minutes at a time;

(2) The system should provide timely feed-
back to an operator regarding the system’s
automated actions, the reasons for such ac-
tions, and the effects of the operator’s man-
ual actions on the system;

(3) The system should warn operators in
advance when they require an operator to
take action;

(4) HMI design should equalize an opera-
tor’s workload; and

(5) HMI design should not distract from the
operator’s safety related duties.

(b) Ezxpectation of predictability and consist-
ency in product behavior and communications.
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HMI design should accommodate an opera-
tor’s expectation of logical and consistent
relationships between actions and results.
Similar objects should behave consistently
when an operator performs the same action
upon them. End users have a limited mem-
ory and ability to process information.
Therefore, HMI design should also minimize
an operator’s information processing load.

(1) To minimize information processing
load, the designer should:

(i) Present integrated information that di-
rectly supports the variety and types of deci-
sions that an operator makes;

(ii) Provide information in a format or rep-
resentation that minimizes the time re-
quired to understand and act; and

(iii) Conduct utility tests of decision aids
to establish clear benefits such as processing
time saved or improved quality of decisions.

(2) To minimize short-term memory load,
the designer should integrate data or infor-
mation from multiple sources into a single
format or representation (‘‘chunking’’) and
design so that three or fewer ‘‘chunks’ of in-
formation need to be remembered at any one
time. To minimize long-term memory load,
the designer should design to support rec-
ognition memory, design memory aids to
minimize the amount of information that
should be recalled from unaided memory
when making critical decisions, and promote
active processing of the information.

(3) When creating displays and controls,
the designer shall consider user ergonomics
and should:

(i) Locate displays as close as possible to
the controls that affect them;

(ii) Locate displays and controls based on
an operator’s position;

(iii) Arrange controls to minimize the need
for the operator to change position;

(iv) Arrange controls according to their ex-
pected order of use;

(v) Group similar controls together;

(vi) Design for high stimulus-response
compatibility (geometric and conceptual);

(vii) Design safety-critical controls to re-
quire more than one positive action to acti-
vate (e.g., auto stick shift requires two
movements to go into reverse);

(viii) Design controls to allow easy recov-
ery from error; and

(ix) Design display and controls to reflect
specific gender and physical limitations of
the intended operators.

(4) Detailed locomotive ergonomics human
machine interface guidance may be found in
“Human Factors Guidelines for Locomotive
Cabs” (FRA/ORD-98/03 or DOT-VNTSC-FRA-
98-8).

(5) The designer should also address infor-
mation management. To that end, HMI de-
sign should:

(i) Display information in a manner which
emphasizes its relative importance;
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(ii) Comply with the ANSI/HFS 100-2007, or
more recent standard;

(iii) Utilize a display luminance that has a
difference of at least 35cd/m2 between the
foreground and background (the displays
should be capable of a minimum contrast 3:1
with T7:1 preferred, and controls should be
provided to adjust the brightness level and
contrast level);

(iv) Display only the information nec-
essary to the user;

(v) Where text is needed, use short, simple
sentences or phrases with wording that an
operator will understand and appropriate to
the educational and cognitive capabilities of
the intended operator;

(vi) Use complete words where possible;
where abbreviations are necessary, choose a
commonly accepted abbreviation or con-
sistent method and select commonly used
terms and words that the operator will un-
derstand;

(vii) Adopt a consistent format for all dis-
play screens by placing each design element
in a consistent and specified location;

(viii) Display critical information in the
center of the operator’s field of view by plac-
ing items that need to be found quickly in
the upper left hand corner and items which
are not time-critical in the lower right hand
corner of the field of view;

(ix) Group items that belong together;

(x) Design all visual displays to meet
human performance criteria under mono-
chrome conditions and add color only if it
will help the user in performing a task, and
use color coding as a redundant coding tech-
nique;

(xi) Limit the number of colors over a
group of displays to no more than seven;

(xii) Design warnings to match the level of
risk or danger with the alerting nature of
the signal; and

(xiii) With respect to information entry,
avoid full QWERTY Kkeyboards for data
entry.

(6) With respect to problem management,
the HMI designer should ensure that the HMI
design:

(i) enhances an operator’s situation aware-
ness;

(ii) supports response selection and sched-
uling; and

(iii) supports contingency planning.

(7) Designers should comply with FCC re-
quirements for Maximum Permissible Expo-
sure limits for field strength and power den-
sity for the transmitters operating at fre-
quencies of 300 kHz to 100 GHz and specific
absorption rate (SAR) limits for devices op-
erating within close proximity to the body.
The Commission’s requirements are detailed
in Parts 1 and 2 of the FCC’s Rules and Regu-
lations (47 CFR 1.1307(b), 1.1310, 2.1091, 2.1093).
The FCC has a number of bulletins and sup-
plements that offer guidelines and sugges-
tions for evaluating compliance. These docu-
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ments are not intended to establish manda-
tory procedures; other methods and proce-
dures may be acceptable if based on sound
engineering practice.

(i) OET Bulletin No. 65 (Edition 97-01, Au-
gust 1997), ‘“‘Evaluating Compliance With
FCC Guidelines For Human Exposure To
Radio frequency Electromagnetic Fields’’;

(ii) OET Bulletin No 65 Supplement A,
(Edition 97-01, August 1997), OET Bulletin No
656 Supplement B (Edition 97-01, August 1997);
and

(iii) OET Bulletin No 65 Supplement C
(Edition 01-01, June 2001). This bulletin pro-
vides assistance in determining whether pro-
posed or existing transmitting facilities, op-
erations, or devices comply with limits for
human exposure to radio frequency RF fields
adopted by the FCC.

GUIDANCE FOR VERIFICATION AND VALIDATION
OF PRODUCTS

The goal of this assessment is to provide
an evaluation of the product manufacturer’s
utilization of safety design practices during
the product’s development and testing
phases, as required by the applicable rail-
road’s requirements, the requirements of
this part, and any other previously agreed-
upon controlling documents or standards.
The standards employed for verification or
validation, or both, of products shall be suffi-
cient to support achievement of the applica-
ble requirements of this part.

(a) The latest version of the following
standards have been recognized by FRA as
providing appropriate risk analysis processes
for incorporation into verification and vali-
dation standards.

(1) U.S. Department of Defense Military
Standard (MIL-STD) 882C, ‘‘System Safety
Program Requirements’ (January 19, 1993);

(2) The most recent CENLE/IEC Standards
as follows:

(1) ENbG0126:/IEC 62278, Railway Applica-
tions: Communications, Signaling, and Proc-
essing Systems Specification and Dem-
onstration of Reliability, Availability, Main-
tainability and Safety (RAMS);

(ii) ENb50128/IEC 62279, Railway Applica-
tions: Communications, Signaling, and Proc-
essing Systems Software for Railway Control
and Protection Systems;

(iii) ENb60129, Railway Applications: Com-
munications, Signaling, and Processing Sys-
tems-Safety Related Electronic Systems for
Signaling; and

(iv) EN50155, Railway Applications: Elec-
tronic Equipment Used in Rolling Stock.

(3) ATCS Specification 140, Recommended
Practices for Safety and Systems Assurance.

(4) ATCS Specification 130, Software Qual-
ity Assurance.

(5) Safety of High Speed Ground Transpor-
tation Systems. Analytical Methodology for
Safety Validation of Computer Controlled
Subsystems. Volume II: Development of a
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Safety Validation Methodology. Final Re-
port September 1995. Author: Jonathan F.
Luedeke, Battelle. DOT/FRA/ORD-95/10.2.

(6) IEC 61508 (International Electro-tech-
nical Commission), Functional Safety of
Electrical/Electronic/Programmable/Elec-
tronic Safety (E/E/P/ES) Related Systems,
Parts 1-7 as follows:

(i) IEC 61508-1 (1998-12) Part 1: General re-
quirements and IEC 61508-1 Corr. (1999-05)
Corrigendum 1-Part 1: General Require-
ments;

(ii) IEC 61508-2 (2000-05) Part 2: Require-
ments for electrical/electronic/program-
mable electronic safety-related systems;

(iii) IEC 61508-3 (1998-12) Part 3: Software
requirements and IEC 61508-3 Corr.1(1999-04)

Corrigendum 1-Part3: Software require-
ments;

(iv) IEC 61508-4 (1998-12) Part 4: Definitions
and abbreviations and IEC 61508-4

Corr.1(1999-04) Corrigendum 1-Part 4: Defini-
tions and abbreviations;

(v) IEC 61508-5 (1998-12) Part 5: Examples of
methods for the determination of safety in-
tegrity levels and IEC 61508-5 Corr.1 (1999-04)
Corrigendum 1 Part 5: Examples of methods
for determination of safety integrity levels;

(vi) 1TEC 61508-6 (2000-04) Part 6: Guidelines
on the applications of IEC 61508-2 and -3;
and,

(vii) IEC 61508-7 (2000-03) Part 7: Overview
of techniques and measures.

(7) ANSUGEIA-STD-0010: Standard Best
Practices for System Safety Program Devel-
opment and Execution

(b) When using unpublished standards, in-
cluding proprietary standards, the standards
should be available for inspection and rep-
lication by the railroad and FRA and should
be available for public examination.

(c) Third party assessments. The railroad,
the supplier, or FRA may conclude it is nec-
essary for a third party assessment of the
system. A third party assessor should be
‘“‘independent’”. An ‘“‘independent third
party’” means a technically competent enti-
ty responsible to and compensated by the
railroad (or an association on behalf of one
or more railroads) that is independent of the
supplier of the product. An entity that is
owned or controlled by the supplier, that is
under common ownership or control with the
supplier, or that is otherwise involved in the
development of the product would not be
considered ‘‘independent’’.

(1) The reviewer should not engage in de-
sign efforts, in order to preserve the review-
er’s independence and maintain the sup-
plier’s proprietary right to the product. The
supplier should provide the reviewer access
to any, and all, documentation that the re-
viewer requests and attendance at any de-
sign review or walk through that the re-
viewer determines as necessary to complete
and accomplish the third party assessment.
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Representatives from FRA or the railroad
might accompany the reviewer.

(2) Third party reviews can occur at a pre-
liminary level, a functional level, or imple-
mentation level. At the preliminary level,
the reviewer should evaluate with respect to
safety and comment on the adequacy of the
processes, which the supplier applies to the
design, and development of the product. At a
minimum, the reviewer should compare the
supplier processes with industry best prac-
tices to determine if the vendor methodology
is acceptable and employ any other such
tests or comparisons if they have been
agreed to previously with the railroad or
FRA. Based on these analyses, the reviewer
shall identify and document any significant
safety vulnerabilities that are mnot ade-
quately mitigated by the supplier’s (or
user’s) processes. At the functional level, the
reviewer evaluates the adequacy, and com-
prehensiveness, of the safety analysis, and
any other documents pertinent to the prod-
uct being assessed for completeness, correct-
ness, and compliance with applicable stand-
ards. This includes, but is not limited to the
Preliminary Hazard Analysis (PHA), the
Hazard Log (HL), all Fault Tree Analyses
(FTA), all Failure Mode and Effects Criti-
cality Analysis (FMECA), and other hazard
analyses. At the implementation level, the
reviewer randomly selects various safety-
critical software modules for audit to verify
whether the system process and design re-
quirements were followed. The number of
modules audited shall be determined as a
representative number sufficient to provide
confidence that all un-audited modules were
developed in similar manner as the audited
module. During this phase the reviewer
would also evaluate and comment on the
adequacy of the plan for installation and test
of the product for revenue service.

(d) Reviewer Report. Upon completion of an
assessment, the reviewer prepares a final re-
port of the assessment. The report should
contain the following information:

(1) The reviewer’s evaluation of the ade-
quacy of the risk analysis, including the sup-
plier’s MTTHE and risk estimates for the
product, and the supplier’s confidence inter-
val in these estimates;

(2) Product vulnerabilities which the re-
viewer felt were not adequately mitigated,
including the method by which the railroad
would assure product safety in the event of a
hardware or software failure (i.e., how does
the railroad or vendor assure that all poten-
tially hazardous failure modes are identi-
fied?) and the method by which the railroad
or vendor addresses comprehensiveness of
the product design for the requirements of
the operations it will govern (i.e., how does
the railroad and/or vendor assure that all po-
tentially hazardous operating circumstances
are identified? Who records any deficiencies
identified in the design process? Who tracks
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the correction of these deficiencies and con-
firms that they are corrected?);

(3) A clear statement of position for all
parties involved for each product vulner-
ability cited by the reviewer;

(4) Identification of any documentation or
information sought by the reviewer that was
denied, incomplete, or inadequate;

(5) A listing of each design procedure or
process which was not properly followed;

(6) Identification of the software
verification and validation procedures for
the product’s safety-critical applications,
and the reviewer’s evaluation of the ade-
quacy of these procedures;

(7) Methods employed by the product man-
ufacturer to develop safety-critical software,
such as use of structured language, code
checks, modularity, or other similar gen-
erally acceptable techniques; and

(8) Methods by which the supplier or rail-
road addresses comprehensiveness of the
product design which considers the safety
elements.

[77 FR 21352, Apr. 9, 2012]
APPENDIX G TO PART 229 [RESERVED]

APPENDIX H TO PART 229—STATIC NOISE
TEST PROTOCOLS—IN-CAB STATIC

This appendix prescribes the procedures for
the in-cab static measurements of loco-
motives.

I. MEASUREMENT INSTRUMENTATION

The instrumentation used should conform
to the following: An integrating-averaging
sound level meter shall meet all the require-
ments of ANSI S1.43-1997 (Reaffirmed 2002),
‘‘Specifications for Integrating-Averaging
Sound Level Meters,” for a Type 1 Instru-
ment. In the event that a Type 1 instrument
is not available, the measurements may be
conducted with a Type 2 instrument. The
acoustic calibrator shall meet the require-
ment of the ANSI S1.40-1984 (Reaffirmed
2001), ‘‘Specification for Acoustical Cali-
brators.”” The Director of the Federal Reg-
ister approves the incorporation by reference
of ANSI S1.43-1997 (Reaffirmed 2002) and
ANSI S1.40-1984 (Reaffirmed 2001) in this sec-
tion in accordance with 5 U.S.C. 552(a) and 1
CFR part 51. You may obtain a copy of the
incorporated standards from the American
National Standards Institute at 1819 L
Street, NW., Washington, DC 20036 or htip:/
www.ansi.org. You may inspect a copy of the
incorporated standards at the Federal Rail-
road Administration, Docket Room, 1200 New

49 CFR Ch. Il (10-1-13 Edition)

Jersey Avenue, SE., Washington, DC 20950, or
at the National Archives and Records Ad-
ministration (NARA). For information on
the availability of this material at NARA,
call 202-741-6030, or go to hittp://
www.archives.gov/federal register/
code_of federal regulations/

ibr _locations.html

II. TEST SITE REQUIREMENTS

The test site shall meet the following re-
quirements:

(1) The locomotive to be tested should not
be positioned where large reflective surfaces
are directly adjacent to or within 25 feet of
the locomotive cab.

(2) The locomotive to be tested should not
be positioned where other locomotives or
rail cars are present on directly adjacent
tracks next to or within 25 feet of the loco-
motive cab.

(3) All windows, doors, cabinets seals, etc.,
must be installed in the locomotive cab and
be closed.

(4) The locomotive must be running for suf-
ficient time before the test to be at normal
operating temperature.

(5) The heating, ventilation and air condi-
tioning (HVAC) system or a dedicated heat-
ing or air conditioner system must be oper-
ating on high, and the vents must be open
and unobstructed.

(6) The locomotive shall not be tested in
any site specifically designed to artificially
lower in-cab noise levels.

III. PROCEDURES FOR MEASUREMENT

(1) Liaeq, T is defined as the A-weighted,
equivalent sound level for a duration of T
seconds, and the sound level meter shall be
set for A-weighting with slow response.

(2) The sound level meter shall be cali-
brated with the acoustic calibrator imme-
diately before and after the in-cab static
tests. The calibration levels shall be re-
corded.

(3) Any change in the before and after cali-
bration level(s) shall be less than 0.5 dB.

(4) The sound level meter shall be meas-
ured at each of the following locations:

(A) 30 inches above the center of the left
seat;

(B) Centered in the middle of the cab be-
tween the right and left seats, and 56 inches
above the floor;

(C) 30 inches above the center of the right
seat; and

(D) One foot (0.3 meters) from the center of
the back interior wall of the cab and 56
inches above the floor. See Figure 1.
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