
328 

49 CFR Ch. XII (10–1–13 Edition) § 1542.205 

of its AOA as a SIDA, or may use an-
other personnel identification system, 
as part of its means of meeting the re-
quirements of this section. If it uses 
another personnel identification sys-
tem, the media must be clearly distin-
guishable from those used in the se-
cured area and SIDA. 

§ 1542.205 Security of the security 
identification display area (SIDA). 

(a) Each airport operator required to 
have a complete program under 
§ 1542.103(a) must establish at least one 
SIDA, as follows: 

(1) Each secured area must be a 
SIDA. 

(2) Each part of the air operations 
area that is regularly used to load 
cargo on, or unload cargo from, an air-
craft that is operated under a full pro-
gram or a full all-cargo program as 
provided in § 1544.101(a) or (h) of this 
chapter, or a foreign air carrier under a 
security program as provided in 
§ 1546.101(a), (b), or (e), must be a SIDA. 

(3) Each area on an airport where 
cargo is present after an aircraft oper-
ator operating under a full program or 
a full all-cargo program under 
§ 1544.101(a) or (h) of this chapter, or a 
foreign air carrier operating under a 
security program under § 1546.101(a), 
(b), or (e) of this chapter, or an indirect 
air carrier, accepts it must be a SIDA. 
This includes areas such as: Cargo fa-
cilities; loading and unloading vehicle 
docks; and areas where an aircraft op-
erator, foreign air carrier, or indirect 
air carrier sorts, stores, stages, con-
solidates, processes, screens, or trans-
fers cargo. 

(4) Other areas of the airport may be 
SIDAs. 

(b) Each airport operator required to 
establish a SIDA must establish and 
carry out measures to prevent the un-
authorized presence and movement of 
individuals in the SIDA and must do 
the following: 

(1) Establish and carry out a per-
sonnel identification system described 
under § 1542.211. 

(2) Subject each individual to a 
criminal history records check as de-
scribed in § 1542.209 before authorizing 
unescorted access to the SIDA. 

(3) Train each individual before 
granting unescorted access to the 
SIDA, as required in § 1542.213(b). 

(c) An airport operator that is not re-
quired to have a complete program 
under § 1542.103(a) is not required to es-
tablish a SIDA under this section. 

[67 FR 8355, Feb. 22, 2002, as amended at 71 
FR 30509, May 26, 2006] 

§ 1542.207 Access control systems. 

(a) Secured area. Except as provided 
in paragraph (b) of this section, the 
measures for controlling entry to the 
secured area required under 
§ 1542.201(b)(1) must— 

(1) Ensure that only those individuals 
authorized to have unescorted access 
to the secured area are able to gain 
entry; 

(2) Ensure that an individual is im-
mediately denied entry to a secured 
area when that person’s access author-
ity for that area is withdrawn; and 

(3) Provide a means to differentiate 
between individuals authorized to have 
access to an entire secured area and in-
dividuals authorized access to only a 
particular portion of a secured area. 

(b) Alternative systems. TSA may ap-
prove an amendment to a security pro-
gram that provides alternative meas-
ures that provide an overall level of se-
curity equal to that which would be 
provided by the measures described in 
paragraph (a) of this section. 

(c) Air operations area. The measures 
for controlling entry to the AOA re-
quired under § 1542.203(b)(1) must incor-
porate accountability procedures to 
maintain their integrity. 

(d) Secondary access media. An airport 
operator may issue a second access me-
dium to an individual who has 
unescorted access to secured areas or 
the AOA, but is temporarily not in pos-
session of the original access medium, 
if the airport operator follows meas-
ures and procedures in the security 
program that— 

(1) Verifies the authorization of the 
individual to have unescorted access to 
secured areas or AOAs; 

(2) Restricts the time period of entry 
with the second access medium; 

(3) Retrieves the second access me-
dium when expired; 
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(4) Deactivates or invalidates the 
original access medium until the indi-
vidual returns the second access me-
dium; and 

(5) Provides that any second access 
media that is also used as identifica-
tion media meet the criteria of 
§ 1542.211(b). 

§ 1542.209 Fingerprint-based criminal 
history records checks (CHRC). 

(a) Scope. The following persons are 
within the scope of this section— 

(1) Each airport operator and airport 
user. 

(2) Each individual currently having 
unescorted access to a SIDA, and each 
individual with authority to authorize 
others to have unescorted access to a 
SIDA (referred to as unescorted access 
authority). 

(3) Each individual seeking 
unescorted access authority. 

(4) Each airport user and aircraft op-
erator making a certification to an air-
port operator pursuant to paragraph 
(n) of this section, or 14 CFR 108.31(n) 
in effect prior to November 14, 2001 (see 
14 CFR Parts 60 to 139 revised as of 
January 1, 2001). An airport user, for 
the purposes of this section only, is 
any person other than an aircraft oper-
ator subject to § 1544.229 of this chapter 
making a certification under this sec-
tion. 

(b) Individuals seeking unescorted ac-
cess authority. Except as provided in 
paragraph (m) of this section, each air-
port operator must ensure that no indi-
vidual is granted unescorted access au-
thority unless the individual has un-
dergone a fingerprint-based CHRC that 
does not disclose that he or she has a 
disqualifying criminal offense, as de-
scribed in paragraph (d) of this section. 

(c) Individuals who have not had a 
CHRC. (1) Except as provided in para-
graph (m) of this section, each airport 
operator must ensure that after De-
cember 6, 2002, no individual retains 
unescorted access authority, unless the 
airport operator has obtained and sub-
mitted a fingerprint under this part. 

(2) When a CHRC discloses a disquali-
fying criminal offense for which the 
conviction or finding of not guilty by 
reason of insanity was on or after De-
cember 6, 1991, the airport operator 

must immediately suspend that indi-
vidual’s authority. 

(d) Disqualifying criminal offenses. An 
individual has a disqualifying criminal 
offense if the individual has been con-
victed, or found not guilty of by reason 
of insanity, of any of the disqualifying 
crimes listed in this paragraph (d) in 
any jurisdiction during the 10 years be-
fore the date of the individual’s appli-
cation for unescorted access authority, 
or while the individual has unescorted 
access authority. The disqualifying 
criminal offenses are as follows— 

(1) Forgery of certificates, false 
marking of aircraft, and other aircraft 
registration violation; 49 U.S.C. 46306. 

(2) Interference with air navigation; 
49 U.S.C. 46308. 

(3) Improper transportation of a haz-
ardous material; 49 U.S.C. 46312. 

(4) Aircraft piracy; 49 U.S.C. 46502. 
(5) Interference with flight crew 

members or flight attendants; 49 U.S.C. 
46504. 

(6) Commission of certain crimes 
aboard aircraft in flight; 49 U.S.C. 
46506. 

(7) Carrying a weapon or explosive 
aboard aircraft; 49 U.S.C. 46505. 

(8) Conveying false information and 
threats; 49 U.S.C. 46507. 

(9) Aircraft piracy outside the special 
aircraft jurisdiction of the United 
States; 49 U.S.C. 46502(b). 

(10) Lighting violations involving 
transporting controlled substances; 49 
U.S.C. 46315. 

(11) Unlawful entry into an aircraft 
or airport area that serves air carriers 
or foreign air carriers contrary to es-
tablished security requirements; 49 
U.S.C. 46314. 

(12) Destruction of an aircraft or air-
craft facility; 18 U.S.C. 32. 

(13) Murder. 
(14) Assault with intent to murder. 
(15) Espionage. 
(16) Sedition. 
(17) Kidnapping or hostage taking. 
(18) Treason. 
(19) Rape or aggravated sexual abuse. 
(20) Unlawful possession, use, sale, 

distribution, or manufacture of an ex-
plosive or weapon. 

(21) Extortion. 
(22) Armed or felony unarmed rob-

bery. 
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