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or toxins is terminated by the entity 
and the reasons therefore. 

[70 FR 13278, Mar. 18, 2005, as amended at 77 
FR 61075, Oct. 5, 2012] 

§ 331.11 Security. 
(a) An individual or entity required 

to register under this part must de-
velop and implement a written security 
plan. The security plan must be suffi-
cient to safeguard the select agent or 
toxin against unauthorized access, 
theft, loss, or release. 

(b) The security plan must be de-
signed according to a site-specific risk 
assessment and must provide graded 
protection in accordance with the risk 
of the select agent or toxin, given its 
intended use. The security plan must 
be submitted upon request. 

(c) The security plan must: 
(1) Describe procedures for physical 

security, inventory control, and infor-
mation systems control; 

(2) Contain provisions for the control 
of access to select agents and toxins; 

(3) Contain provisions for routine 
cleaning, maintenance, and repairs; 

(4) Establish procedures for removing 
unauthorized or suspicious persons; 

(5) Describe procedures for addressing 
loss or compromise of keys, passwords, 
combinations, etc. and protocols for 
changing access numbers or locks fol-
lowing staff changes; 

(6) Contain procedures for reporting 
unauthorized or suspicious persons or 
activities, loss or theft of select agents 
or toxins, release of select agents or 
toxins, or alteration of inventory 
records; and 

(7) Contain provisions for ensuring 
that all individuals with access ap-
proval from the Administrator or the 
HHS Secretary understand and comply 
with the security procedures. 

(d) An individual or entity must ad-
here to the following security require-
ments or implement measures to 
achieve an equivalent or greater level 
of security: 

(1) Allow access only to individuals 
with access approval from the Adminis-
trator or the HHS Secretary; 

(2) Allow individuals not approved for 
access by the Administrator or the 
HHS Secretary to conduct routine 
cleaning, maintenance, repairs, and 
other activities not related to select 

agents or toxins only when continu-
ously escorted by an approved indi-
vidual; 

(3) Provide for the control of select 
agents and toxins by requiring freezers, 
refrigerators, cabinets, and other con-
tainers where select agents or toxins 
are stored to be secured against unau-
thorized access (e.g., card access sys-
tem, lock boxes); 

(4) Inspect all suspicious packages 
before they are brought into or re-
moved from an area where select 
agents or toxins are used or stored; 

(5) Establish a protocol for intra-en-
tity transfers under the supervision of 
an individual with access approval 
from the Administrator or the HHS 
Secretary, including chain-of-custody 
documents and provisions for safe-
guarding against theft, loss, or release; 
and 

(6) Require that individuals with ac-
cess approval from the Administrator 
or the HHS Secretary refrain from 
sharing with any other person their 
unique means of accessing a select 
agent or toxin (e.g., keycards or pass-
words); 

(7) Require that individuals with ac-
cess approval from the Administrator 
or the HHS Secretary immediately re-
port any of the following to the respon-
sible official: 

(i) Any loss or compromise of keys, 
passwords, combinations, etc.; 

(ii) Any suspicious persons or activi-
ties; 

(iii) Any loss or theft of select agents 
or toxins; 

(iv) Any release of a select agent or 
toxin; and 

(v) Any sign that inventory or use 
records for select agents or toxins have 
been altered or otherwise com-
promised; and 

(8) Separate areas where select 
agents and toxins are stored or used 
from the public areas of the building. 

(e) In developing a security plan, an 
individual or entity should consider 
the document entitled, ‘‘Laboratory 
Security and Emergency Response 
Guidance for Laboratories Working 
with Select Agents,’’ in Morbidity and 
Mortality Weekly Report (December 6, 
2002); 51 (No. RR–19):1–6. This document 
is available on the Internet at http:// 
www.cdc.gov/mmwr. 
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(f) The plan must be reviewed annu-
ally and revised as necessary. Drills or 
exercises must be conducted at least 
annually to test and evaluate the effec-
tiveness of the plan. The plan must be 
reviewed and revised, as necessary, 
after any drill or exercise and after any 
incident. 

EFFECTIVE DATE NOTE: At 77 FR 61075, Oct. 
5, 2012, § 331.11 was amended revising para-
graphs (b) and (c)(2), in paragraph (c)(6), by 
removing the word ‘‘and’’, in paragraph 
(c)(7), by removing the period and adding a 
semicolon in its place, adding new para-
graphs (c)(8), (9), and (10), redesignating 
paragraphs (e) and (f) as paragraphs (g) and 
(h), adding new paragraphs (e) and reserved 
(f), and revising newly redesignated para-
graph (g), effective Apr. 3, 2013. For the con-
venience of the user, the added and revised 
text is set forth as follows: 

§ 331.11 Security. 

* * * * * 

(b) The security plan must be designed ac-
cording to a site-specific risk assessment and 
must provide graded protection in accord-
ance with the risk of the select agent or 
toxin, given its intended use. A current secu-
rity plan must be submitted for initial reg-
istration, renewal of registration, or when 
requested. 

(c) * * * 
(2) Contain provisions for the control of ac-

cess to select agents and toxins, including 
the safeguarding of animals (including ar-
thropods) or plants intentionally or acciden-
tally exposed to or infected with a select 
agent, against unauthorized access, theft, 
loss or release. 

* * * * * 

(8) Describe procedures for how the Re-
sponsible Official will be informed of sus-
picious activity that may be criminal in na-
ture and related to the entity, its personnel, 
or its select agents or toxins; and describe 
procedures for how the entity will notify the 
appropriate Federal, State, or local law en-
forcement agencies of such activity. 

(9) Contain provisions for information se-
curity that: 

(i) Ensure that all external connections to 
systems which manage security for the reg-
istered space are isolated or have controls 
that permit only authorized and authenti-
cated users; 

(ii) Ensure that authorized and authenti-
cated users are only granted access to select 
agent and toxin related information, files, 
equipment (e.g., servers or mass storage de-
vices), and applications as necessary to ful-

fill their roles and responsibilities, and that 
access is modified when the user’s roles and 
responsibilities change or when their access 
to select agents and toxins is suspended or 
revoked; 

(iii) Ensure that controls are in place that 
are designed to prevent malicious code (such 
as, but not limited to, computer viruses, 
worms, spyware) from compromising the 
confidentiality, integrity, or availability of 
information systems which manage access to 
spaces registered under this part or records 
as specified in § 331.17; 

(iv) Establish a robust configuration man-
agement practice for information systems to 
include regular patching and updates made 
to operating systems and individual applica-
tions; and 

(v) Establish procedures that provide 
backup security measures in the event that 
access control systems, surveillance devices, 
and/or systems that manage the require-
ments of § 331.17 are rendered inoperable. 

(10) Contain provisions and policies for 
shipping, receiving, and storage of select 
agents and toxins, including documented 
procedures for receiving, monitoring, and 
shipping of all select agents and toxins. 
These provisions must provide that an entity 
will properly secure containers on site and 
have a written contingency plan for unex-
pected shipments. 

* * * * * 

(e) Entities must conduct complete inven-
tory audits of all affected select agents and 
toxins in long-term storage when any of the 
following occur: 

(1) Upon the physical relocation of a col-
lection or inventory of select agents or tox-
ins for those select agents or toxins in the 
collection or inventory; 

(2) Upon the departure or arrival of a prin-
cipal investigator for those select agents and 
toxins under the control of that principal in-
vestigator; or 

(3) In the event of a theft or loss of a select 
agent or toxin, all select agents and toxins 
under the control of that principal investi-
gator. 

(f) [Reserved] 
(g) In developing a security plan, an indi-

vidual or entity should consider the docu-
ments entitled, ‘‘Security Guidance for Se-
lect Agent or Toxin Facilities.’’ This docu-
ment is available on the National Select 
Agent Registry at http://www.selectagents.gov/ 
. 

§ 331.12 Biocontainment. 
(a) An individual or entity required 

to register under this part must de-
velop and implement a written bio-
containment plan that is commensu-
rate with the risk of the select agent or 
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