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National Aeronautics and Space Admin. § 1203.305 

§ 1203.203 Degree of protection. 
(a) General. Upon determination that 

information or material must be classi-
fied, the degree of protection commen-
surate with the sensitivity of the infor-
mation must be determined. If there is 
reasonable doubt about the need to 
classify information, it shall be safe-
guarded as if it were classified pending 
a determination by an original classi-
fication authority, who shall make this 
determination within 30 days. If there 
is reasonable doubt about the appro-
priate level of classification, it shall be 
safeguarded at the higher level of clas-
sification pending a determination by 
an original classification authority, 
who shall make this determination 
within 30 days. 

(b) Authorized categories of classifica-
tion. The three categories of classifica-
tion, as authorized and defined in ‘‘the 
Order,’’ are set out below. No other re-
strictive markings are authorized to be 
placed on NASA classified documents 
or materials except as expressly pro-
vided by statute or by NASA Direc-
tives. 

(1) Top Secret. Top Secret is the des-
ignation applied to information or ma-
terial, the unauthorized disclosure of 
which could reasonably be expected to 
cause exceptionally grave damage to 
the national security. 

(2) Secret. Secret is the designation 
applied to information or material, the 
unauthorized disclosure of which could 
reasonably be expected to cause serious 
damage to the national security. 

(3) Confidential. Confidential is the 
designation applied to that informa-
tion or material for which the unau-
thorized disclosure could reasonably be 
expected to cause damage to the na-
tional security. 

[44 FR 34913, June 18, 1979, as amended at 48 
FR 5890, Feb. 9, 1983; 78 FR 5117, Jan. 24, 2013] 

Subpart C—Classification 
Principles and Considerations 

§ 1203.300 General. 
In general, the types of NASA-gen-

erated information and material re-
quiring protection in the interest of 
national security lie in the areas of ap-
plied research, technology or oper-
ations. 

§ 1203.301 Identification of informa-
tion requiring protection. 

Classifiers shall identify the level of 
classification of each classified portion 
of a document (including subject and 
titles), and those portions that are not 
classified. 

§ 1203.302 Compilation. 

A compilation of items that are indi-
vidually unclassified may be classified 
if the compiled information reveals an 
additional association or relationship 
that meets the standards of classifica-
tion under the Order; and is not other-
wise revealed in the individual items of 
information. As used in the Order, 
compilations mean an aggregate of pre- 
existing unclassified items of informa-
tion. 

[78 FR 5118, Jan. 24, 2013] 

§ 1203.303 Distribution controls. 

NASA shall establish controls over 
the distribution of classified informa-
tion to ensure that it is dispersed only 
to organizations or individuals eligible 
for access to such information and with 
a need-to-know the information. 

[78 FR 5118, Jan. 24, 2013] 

§ 1203.304 Internal effect. 

The effect of security protection on 
program progess and cost and on other 
functional activities of NASA should 
be considered. Impeditive effects and 
added costs inherent in a security clas-
sification must be assessed and 
weighed against the detrimental ef-
fects on the national security interests 
which would result from failure to clas-
sify. 

[44 FR 34913, June 18, 1979, as amended at 78 
FR 5118, Jan. 24, 2013] 

§ 1203.305 Restricted data. 

Restricted Data or Formerly Re-
stricted Data is so classified when 
originated or by operation of the law, 
as required by the Atomic Energy Act 
of 1954, as amended. Specific guidance 
for the classification of Restricted 
Data and Formerly Restricted Data is 
provided in ‘‘Classification Guides’’ 

VerDate Mar<15>2010 09:53 Feb 20, 2014 Jkt 232050 PO 00000 Frm 00025 Fmt 8010 Sfmt 8010 Y:\SGML\232050.XXX 232050w
re

ie
r-

av
ile

s 
on

 D
S

K
5T

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R



16 

14 CFR Ch. V (1–1–14 Edition) § 1203.400 

published by the Department of Energy 
and or Department of Defense. 

[44 FR 34913, June 18, 1979, as amended at 78 
FR 5118, Jan. 24, 2013] 

Subpart D—Guides for Original 
Classification 

§ 1203.400 Specific classifying guid-
ance. 

Technological and operational infor-
mation and material, and in some ex-
ceptional cases scientific information 
falling within any one or more of the 
following categories, must be classified 
if its unauthorized disclosure could 
reasonably be expected to cause some 
degree of damage to the national secu-
rity. In cases where it is believed that 
a contrary course of action would bet-
ter serve the national interests, the 
matter should be referred to the Chair-
person, NISPC, for a determination. It 
is not intended that this list be exclu-
sive; original classifiers are responsible 
for initially classifying any other type 
of information which, in their judg-
ment, requires protection under § 1.4 of 
‘‘the Order.’’ 

(a) Military plans, weapons systems, 
or operations; 

(b) Foreign government information; 
(c) Intelligence activities (including 

covert activities), intelligence sources 
or methods, or cryptology; 

(d) Foreign relations or foreign ac-
tivities of the United States, including 
confidential sources; 

(e) Scientific, technological, or eco-
nomic matters relating to the national 
security; 

(f) United States Government pro-
grams for safeguarding nuclear mate-
rials or facilities; 

(g) Vulnerabilities or capabilities of 
systems, installations, infrastructures, 
projects, plans, or protection services 
relating to the national security; or 

(h) The development, production, or 
plans relating to the use of weapons of 
mass destruction. 

[78 FR 5118, Jan. 24, 2013] 

§ 1203.401 Effect of open publication. 
Public disclosure, regardless of 

source or form, of information cur-
rently classified or being considered for 
classification does not preclude initial 

or continued classification. However, 
such disclosure requires an immediate 
reevaluation to determine whether the 
information has been compromised to 
the extent that downgrading or declas-
sification is indicated. Similar consid-
eration must be given to related items 
of information in all programs, 
projects, or items incorporating or per-
taining to the compromised items of 
information. In these cases, if a release 
were made or authorized by an official 
Government source, classification of 
clearly identified items may no longer 
be warranted. Questions as to the pro-
priety of continued classification 
should be referred to the Chairperson, 
NASA Information Security Program 
Committee. 

§ 1203.402 Classifying material other 
than documentation. 

Items of equipment or other physical 
objects may be classified only where 
classified information may be derived 
by visual observation of internal or ex-
ternal appearance, structure, oper-
ation, test, application or use. The 
overall classification assigned to equip-
ment or objects shall be at least as 
high as the highest classification of 
any of the items of information which 
may be revealed by the equipment or 
objects, but may be higher if the 
classifying authority determines that 
the sum of classified or unclassified in-
formation warrants such higher classi-
fication. In every instance where clas-
sification of an item of equipment or 
object is determined to be warranted, 
such determination must be based on a 
finding that there is at least one aspect 
of the item or object which requires 
protection. If mere knowledge of the 
existence of the equipment or object 
would compromise or nullify the rea-
son or justification for its classifica-
tion, the fact of its existence should be 
classified. 

§ 1203.403 [Reserved] 

§ 1203.404 Handling of unprocessed 
data. 

It is the usual practice to withhold 
the release of raw scientific data re-
ceived from spacecraft until it can be 
calibrated, correlated and properly in-
terpreted by the experimenter under 
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