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the monitorship of the cognizant NASA 
office. During this process, the data are 
withheld through administrative meas-
ures, and it is not necessary to resort 
to security classification to prevent 
premature release. However, if at any 
time during the processing of raw data 
it becomes apparent that the results 
require protection under the criteria 
set forth in this subpart D, it is the re-
sponsibility of the cognizant NASA of-
fice to obtain the appropriate security 
classification. 

§ 1203.405 Proprietary information. 
Proprietary information made avail-

able to NASA is subject to examination 
for classification purposes under the 
criteria set forth in this subpart D. 
Where the information is in the form of 
a proposal and accepted by NASA for 
support, it should be categorized in ac-
cordance with the criteria of § 1203.400. 
If NASA does not support the proposal 
but believes that security classifica-
tion would be appropriate under the 
criteria of § 1203.400 if it were under 
Government jurisdiction, the con-
tractor should be advised of the rea-
sons why safeguarding would be appro-
priate, unless security considerations 
preclude release of the explanation to 
the contractor. NASA should identify 
the Government department, agency or 
activity whose national security inter-
ests might be involved and the con-
tractor should be instructed to protect 
the proposal as though classified pend-
ing further advisory classification 
opinion by the Government activity 
whose interests are involved. If such a 
Government activity cannot be identi-
fied, the contractor should be advised 
that the proposal is not under NASA 
jurisdiction for classification purposes, 
and that the information should be 
sent, under proper safeguards, to the 
Director, Information Security Over-
sight Office for a determination. 

[44 FR 34913, June 18, 1979, as amended at 78 
FR 5118, Jan. 24, 2013] 

§ 1203.406 Additional classification fac-
tors. 

In determining the appropriate clas-
sification category, the following addi-
tional factors should be considered: 

(a) Uniformity within government ac-
tivities. The effect classification will 

have on technological programs of 
other Government departments and 
agencies should be considered. Classi-
fication of official information must be 
reasonably uniform within the Govern-
ment. 

(b) Applicability of classification direc-
tives of other Government agencies. It is 
necessary to determine whether au-
thoritative classification guidance ex-
ists elsewhere for the information 
under consideration which would make 
it necessary to assign a higher classi-
fication than that indicated by the ap-
plicable NASA guidance. The Office of 
Protective Services will coordinate 
with the Information Security Over-
sight Office (ISOO) Committee and the 
National Declassification Center to de-
termine what classification guides are 
current. 

[44 FR 34913, June 18, 1979, as amended at 78 
FR 5118, Jan. 24, 2013] 

§ 1203.407 Duration of classification. 

(a) At the time of original classifica-
tion, the original classification author-
ity shall establish a specific date or 
event for declassification based on the 
duration of the national security sensi-
tivity of the information. Upon reach-
ing the date or event, the information 
shall be automatically declassified. Ex-
cept for information that should clear-
ly and demonstrably be expected to re-
veal the identity of a confidential 
human source or a human intelligence 
source or key design concepts of weap-
ons of mass destruction, the date or 
event shall not exceed the timeframe 
established in paragraph (b) of this sec-
tion. 

(b) If the original classification au-
thority cannot determine an earlier 
specific date or event for declassifica-
tion, information shall be marked for 
declassification 10 years from the date 
of the original decision, unless the 
original classification authority other-
wise determines that the sensitivity of 
the information requires that it be 
marked for declassification for up to 25 
years from the date of the original de-
cision. 

(c) An original classification author-
ity may extend the duration of classi-
fication up to 25 years from the date of 
origin of the document, change the 
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level of classification, or reclassify spe-
cific information only when the stand-
ards and procedures for classifying in-
formation under this Order are fol-
lowed. 

(d) No information may remain clas-
sified indefinitely. Information that is 
marked for an indefinite duration of 
classification under predecessor orders, 
for example, information marked as 
‘‘Originating Agency’s Determination 
Required,’’ or classified information 
that contains either incomplete or no 
declassification instructions, shall 
have appropriate declassification infor-
mation applied in accordance with part 
3 of this order. 

[78 FR 5118, Jan. 24, 2013] 

§ 1203.408 Assistance by Information 
Security Specialist in the Center 
Protective Services Office. 

Center Security Classification Offi-
cers, as the Center point-of-contact, 
will assist Center personnel in: 

(a) Interpreting security classifica-
tion guides and classification assign-
ments for the Center. 

(b) Answering questions and consid-
ering suggestions concerning security 
classification matters. 

(c) Ensuring a continuing review of 
classified information for the purpose 
of declassifying or downgrading in ac-
cordance with subpart E of this part. 

(d) Reviewing and approving, as the 
representative of the contracting offi-
cer, the DD Form 254, Contract Secu-
rity Classification Specification, issued 
to contractors by the Center. 

(e) Forwarding all security classifica-
tion guides to the Office of Protective 
Services, NASA Headquarters, for final 
approval. 

[44 FR 34913, June 18, 1979, as amended at 78 
FR 5118, Jan. 24, 2013] 

§ 1203.409 Exceptional cases. 
(a) In those cases where a person not 

authorized to classify information 
originates or develops information 
which is believed to require classifica-
tion, that person must contact the 
Center’s or installation’s Information 
Security Officer in the Protective 
Services Office to arrange for proper 
review and safeguarding. Persons other 
than NASA employees should forward 

the information to the NASA Central 
Registry at 300 E Street SW., Wash-
ington, DC 20546, Attention: Office of 
Protective Services. 

(b) Information in which NASA does 
not have primary interest shall be re-
turned promptly, under appropriate 
safeguards, to the sender in accordance 
with § 1203.405. 

(c) Material received from another 
agency for a NASA security classifica-
tion determination shall be processed 
within 90 days. If a classification can-
not be determined during that period, 
the material shall be sent, under appro-
priate safeguards, to the Director, In-
formation Security Oversight Office, 
for a determination. 

[44 FR 34913, June 18, 1979, as amended at 78 
FR 5118, Jan. 24, 2013] 

§ 1203.410 Limitations. 
(a) In no case shall information be 

classified, continue to be maintained 
as classified, or fail to be declassified 
in order to: 

(1) Conceal violations of law, ineffi-
ciency, or administrative error; 

(2) Prevent embarrassment to a per-
son, organization, or agency; 

(3) Restrain competition; or 
(4) Prevent or delay the release of in-

formation that does not require protec-
tion in the interest of the national se-
curity. 

(b) Basic scientific research informa-
tion not clearly related to the national 
security may not be classified. 

(c) Information may not be reclassi-
fied after declassification after being 
released to the public under proper au-
thority unless: The reclassification is 
based on a document-by-document re-
view by NASA and a determination 
that reclassification is required to pre-
vent at least significant damage to the 
national security and personally ap-
proved in writing by the Adminis-
trator, the Deputy Administrator, or 
the Assistant Administrator for Pro-
tective Services. All reclassification 
actions will be coordinated with the In-
formation Security Oversight Office 
before final approval; the information 
may be reasonably recovered without 
bringing undue public attention to the 
information; the reclassification action 
is reported promptly to the Assistant 
to the President for National Security 

VerDate Mar<15>2010 09:53 Feb 20, 2014 Jkt 232050 PO 00000 Frm 00028 Fmt 8010 Sfmt 8010 Y:\SGML\232050.XXX 232050w
re

ie
r-

av
ile

s 
on

 D
S

K
5T

P
T

V
N

1P
R

O
D

 w
ith

 C
F

R


		Superintendent of Documents
	2020-02-02T17:33:43-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




