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§1203.408

level of classification, or reclassify spe-
cific information only when the stand-
ards and procedures for classifying in-
formation under this Order are fol-
lowed.

(d) No information may remain clas-
sified indefinitely. Information that is
marked for an indefinite duration of
classification under predecessor orders,
for example, information marked as
“Originating Agency’s Determination
Required,” or classified information
that contains either incomplete or no
declassification instructions, shall
have appropriate declassification infor-
mation applied in accordance with part
3 of this order.

[78 FR 5118, Jan. 24, 2013]

§1203.408 Assistance by Information
Security Specialist in the Center
Protective Services Office.

Center Security Classification Offi-
cers, as the Center point-of-contact,
will assist Center personnel in:

(a) Interpreting security classifica-
tion guides and classification assign-
ments for the Center.

(b) Answering questions and consid-
ering suggestions concerning security
classification matters.

(c) Ensuring a continuing review of
classified information for the purpose
of declassifying or downgrading in ac-
cordance with subpart E of this part.

(d) Reviewing and approving, as the
representative of the contracting offi-
cer, the DD Form 254, Contract Secu-
rity Classification Specification, issued
to contractors by the Center.

(e) Forwarding all security classifica-
tion guides to the Office of Protective
Services, NASA Headquarters, for final
approval.

[44 FR 34913, June 18, 1979, as amended at 78
FR 5118, Jan. 24, 2013]

§1203.409 Exceptional cases.

(a) In those cases where a person not
authorized to classify information
originates or develops information
which is believed to require classifica-
tion, that person must contact the
Center’s or installation’s Information
Security Officer in the Protective
Services Office to arrange for proper
review and safeguarding. Persons other
than NASA employees should forward
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the information to the NASA Central
Registry at 300 E Street SW., Wash-
ington, DC 20546, Attention: Office of
Protective Services.

(b) Information in which NASA does
not have primary interest shall be re-
turned promptly, under appropriate
safeguards, to the sender in accordance
with §1203.405.

(c) Material received from another
agency for a NASA security classifica-
tion determination shall be processed
within 90 days. If a classification can-
not be determined during that period,
the material shall be sent, under appro-
priate safeguards, to the Director, In-
formation Security Oversight Office,
for a determination.

[44 FR 34913, June 18, 1979, as amended at 78
FR 5118, Jan. 24, 2013]

§1203.410 Limitations.

(a) In no case shall information be
classified, continue to be maintained
as classified, or fail to be declassified
in order to:

(1) Conceal violations of law, ineffi-
ciency, or administrative error;

(2) Prevent embarrassment to a per-
son, organization, or agency;

(3) Restrain competition; or

(4) Prevent or delay the release of in-
formation that does not require protec-
tion in the interest of the national se-
curity.

(b) Basic scientific research informa-
tion not clearly related to the national
security may not be classified.

(c) Information may not be reclassi-
fied after declassification after being
released to the public under proper au-
thority unless: The reclassification is
based on a document-by-document re-
view by NASA and a determination
that reclassification is required to pre-
vent at least significant damage to the
national security and personally ap-
proved in writing by the Adminis-
trator, the Deputy Administrator, or
the Assistant Administrator for Pro-
tective Services. All reclassification
actions will be coordinated with the In-
formation Security Oversight Office
before final approval; the information
may be reasonably recovered without
bringing undue public attention to the
information; the reclassification action
is reported promptly to the Assistant
to the President for National Security



National Aeronautics and Space Admin.

Affairs (the National Security Advisor)
and the Director of the Information Se-
curity Oversight Office; and for docu-
ments in the physical and legal cus-
tody of the National Archives and
Records Administration (National Ar-
chives) that have been available for
public use, the Administrator, the Dep-
uty Administrator, or the Assistant
Administrator for Protective Services,
after making the determinations re-
quired by this paragraph, shall notify
the Archivist of the United States
(hereafter, Archivist), who shall sus-
pend public access pending approval of
the reclassification action by the Di-
rector of the Information Security
Oversight Office. Any such decision by
the Director may be appealed by the
agency head to the President through
the National Security Advisor. Public
access shall remain suspended pending
a prompt decision on the appeal.

(d) Information that has not pre-
viously been disclosed to the public
under proper authority may be classi-
fied or reclassified after an agency has
received a request for it under the
Freedom of Information Act (b U.S.C.
5562), the Presidential Records Act, 44
U.S.C. 2204(c)(1), the Privacy Act of
1974 (5 U.S.C. b52a), or the mandatory
review provisions of section 3.5 of this
Order only if such classification meets
the requirements of this Order and is
accomplished by document-by-docu-
ment review with the personal partici-
pation or under the direction of the Ad-
ministrator, the Deputy Adminis-
trator, or the Assistant Administrator
for Protective Services. The require-
ments in this paragraph also apply to
those situations in which information
has been declassified in accordance
with a specific date or event deter-
mined by an original classification au-
thority in accordance with section 1.5
of this Order.

(e) Compilations of items of informa-
tion that are individually unclassified
may be classified if the compiled infor-
mation reveals an additional associa-
tion or relationship that:

(1) Meets the standards for classifica-
tion under this Order; and

(2) Is not otherwise revealed in the
individual items of information.

[44 FR 34913, June 18, 1979, as amended at 48
FR 5890, Feb. 9, 1983; 78 FR 5119, Jan. 24, 2013]
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§1203.411 Restrictions.

(a) Except as provided by directives
issued by the President through the
National Security Council, classified
information originating in one agency
may not be disseminated outside any
other agency to which it has been made
available without the consent of the
originating agency. For purposes of
this section, the Department of De-
fense shall be considered one agency.

(b) Classified information shall not
be disseminated outside the Executive
Branch except under conditions that
ensure the information will be given
protection equivalent to that afforded
within the Executive Branch.

[48 FR 5890, Feb. 9, 1983]

§1203.412 Classification guides.

(a) General. A classification guide,
based upon classification determina-
tions made by appropriate program and
classification authorities, shall be
issued for each classified system, pro-
gram or project. Classification guides
shall:

(1) Identify the information elements
to be protected, using categorization
and subcategorization to the extent
necessary to ensure that the informa-
tion involved can be readily and uni-
formly identified.

(2) State which of the classification
designations (i.e., Top Secret, Secret or
Confidential) apply to the identified in-
formation elements.

(3) State the duration of each speci-
fied classification in terms of a period
of time or future event. If the original
classification authority cannot deter-
mine an earlier specific date or event
for declassification, information shall
be marked for declassification 10 years
from the date of the original decision,
unless the original classification au-
thority otherwise determines that the
sensitivity of the information requires
it be marked for declassification for up
to 25 years from the date of the origi-
nal decision.

(4) Indicate specifically that the des-
ignations, time limits, markings and
other requirements of ‘““the Order’ are
to be applied to information classified
pursuant to the guide.

(5) All security classification guides
should be forwarded to the Office of
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