
339 

Bureau of Industry and Security, Commerce § 742.15 

(c) Contract sanctity. Contract sanc-
tity provisions are not available for li-
cense applications reviewed under this 
§ 742.14. 

(d) [Reserved] 

[64 FR 13339, Mar. 18, 1999, as amended at 75 
FR 36515, June 28, 2010; 75 FR 54276, Sept. 7, 
2010; 76 FR 29619, May 20, 2011] 

§ 742.15 Encryption items. 
Encryption items can be used to 

maintain the secrecy of information, 
and thereby may be used by persons 
abroad to harm U.S. national security, 
foreign policy and law enforcement in-
terests. The United States has a crit-
ical interest in ensuring that impor-
tant and sensitive information of the 
public and private sector is protected. 
Consistent with our international obli-
gations as a member of the Wassenaar 
Arrangement, the United States has a 
responsibility to maintain control over 
the export and reexport of encryption 
items. As the President indicated in 
Executive Order 13026 and in his Memo-
randum of November 15, 1996, exports 
and reexports of encryption software, 
like exports and reexports of 
encryption hardware, are controlled be-
cause of this functional capacity to 
encrypt information, and not because 
of any informational or theoretical 
value that such software may reflect, 
contain, or represent, or that its export 
or reexport may convey to others 
abroad. For this reason, export con-
trols on encryption software are distin-
guished from controls on other soft-
ware regulated under the EAR. 

(a) Licensing requirements and policy— 
(1) Licensing requirements. A license is 
required to export or reexport 
encryption items (‘‘EI’’) classified 
under 5A002.a.1, .a.2, .a.5, .a.6, .a.9, and 
.b; 5D002.a, .c.1 or .d for equipment and 
‘‘software’’ controlled for EI reasons in 
ECCNs 5A002 or 5D002; or 5E002 for 
‘‘technology’’ for the ‘‘development,’’ 
‘‘production,’’ or ‘‘use’’ of commodities 
or ‘‘software’’ controlled for EI reasons 
in ECCNs 5A002 or 5D002 to all destina-
tions, except Canada. Refer to part 740 
of the EAR for license exceptions that 
apply to certain encryption items, and 
to § 772.1 of the EAR for definitions of 
encryption items and terms. Most 
encryption items may be exported 
under the provisions of License Excep-

tion ENC set forth in § 740.17 of the 
EAR. Before submitting a license ap-
plication, please review License Excep-
tion ENC to determine whether this li-
cense exception is available for your 
item or transaction. For exports and 
reexports of encryption items that are 
not eligible for a license exception, ex-
porters must submit an application to 
obtain authorization under a license or 
an Encryption Licensing Arrangement. 

(2) Licensing policy. Applications will 
be reviewed on a case-by-case basis by 
BIS, in conjunction with other agen-
cies, to determine whether the export 
or reexport is consistent with U.S. na-
tional security and foreign policy in-
terests. Encryption Licensing Arrange-
ments (ELAs) may be authorized for 
exports and reexports of unlimited 
quantities of encryption commodities 
and software to national or federal gov-
ernment bureaucratic agencies for civil 
use, and to state, provincial or local 
governments, in all destinations, ex-
cept countries listed in Country Group 
E:1 of Supplement No. 1 to part 740. 
ELAs are valid for four years and may 
require post-export reporting or pre- 
shipment notification. Applicants 
seeking authorization for Encryption 
Licensing Arrangements must specify 
the sales territory and class of end-user 
on their license applications. 

NOTE TO PARAGRAPH (a): Pursuant to Note 
3 to Category 5 Part 2 of the Commerce Con-
trol List in Supplement No. 1 to Part 774, 
mass market encryption commodities and 
software may be released from ‘‘EI’’ and 
‘‘NS’’ controls by submitting an encryption 
registration in accord with § 742.15(b) of the 
EAR. Once an encryption registration has 
been submitted to BIS and accepted in 
SNAP–R as indicated by the issuance of an 
Encryption Registration Number (ERN), 
then the commodities and software are clas-
sified under ECCNs 5A992 and 5D992 respec-
tively and are no longer subject to ‘‘EI’’ and 
‘‘NS’’ controls. 

(b) Encryption registration required, 
with classification request or self-classi-
fication report, for mass market 
encryption commodities, software and 
components with encryption exceeding 64 
bits. To be eligible for export and reex-
port under this paragraph (b), 
encryption commodities, software and 
components must qualify for mass 
market treatment under the criteria in 
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the Cryptography Note (Note 3) of Cat-
egory 5, Part 2 (‘‘Information Secu-
rity’’), of the Commerce Control List 
(Supplement No. 1 to part 774 of the 
EAR), and employ a key length greater 
than 64 bits for the symmetric algo-
rithm (or, for commodities and soft-
ware not implementing any symmetric 
algorithms, employing a key length 
greater than 768 bits for asymmetric 
algorithms or greater than 128 bits for 
elliptic curve algorithms). Encryption 
items that are described in 
§§ 740.17(b)(2) or (b)(3)(iii) of the EAR do 
not qualify for mass market treatment. 
This paragraph (b) does not authorize 
export or reexport to, or provision of 
any service in any country listed in 
Country Group E:1 in Supplement No. 1 
to part 740 of the EAR. Exports and re-
exports authorized under paragraphs 
(b)(1) and (b)(3) of this section (includ-
ing of mass market encryption soft-
ware that would be considered publicly 
available under § 734.3(b)(3) of the EAR) 
must be supported by an encryption 
registration in accordance with para-
graph (b)(7) of this section and the spe-
cific instructions of paragraph (r)(1) of 
Supplement No. 2 to part 748 of the 
EAR. For items self-classified under 
paragraph (b)(1) of this section from 
June 25, 2010 through August 24, 2010, 
and for requests for classification 
under paragraph (b)(3) of this section 
submitted from June 25, 2010 through 
August 24, 2010, exporters have until 
August 24, 2010 to submit their 
encryption registrations.In addition, 
paragraphs (b)(1) and (b)(3) of this sec-
tion set forth requirements pertaining 
to the classification of mass market 
encryption commodities and software. 
See paragraph (d) of this section for 
grandfathering provisions applicable to 
certain encryption items reviewed and 
classified by BIS under this section 
prior to June 25, 2010. All classification 
requests, registrations, and reports 
submitted to BIS pursuant to this sec-
tion for encryption items will be re-
viewed by the ENC Encryption Request 
Coordinator, Ft. Meade, MD. Only mass 
market encryption authorizations 
under this paragraph (b) to a company 
that has fulfilled the requirements of 
encryption registration (such as the 
producer of the item) authorize the ex-
port and reexport of the company’s 

encryption items by all persons, wher-
ever located, under this section. When 
an exporter or reexporter relies on the 
producer’s self-classification (pursuant 
to the producer’s encryption registra-
tion) or CCATS for a mass market 
encryption item, it is not required to 
submit an encryption registration, 
classification request or self-classifica-
tion report. 

NOTE TO INTRODUCTORY TEXT OF PARAGRAPH 
(b): Mass market encryption software that 
would be considered publicly available under 
§ 734.3(b)(3) of the EAR, and is authorized for 
export and reexport under this paragraph (b), 
remains subject to the EAR until the 
encryption registration and all applicable 
classification or self-classification require-
ments set forth in this section are fulfilled. 

(1) Immediate mass market authoriza-
tion. Once an encryption registration is 
submitted to BIS in accordance with 
paragraph (b)(7) of this section and an 
Encryption Registration Number 
(ERN) has been issued, this paragraph 
(b)(1) authorizes the exports or reex-
ports of the associated mass market 
encryption commodities and software 
classified under ECCNs 5A992 or 5D992 
using the symbol ‘‘NLR’’, except any 
such commodities, software or compo-
nents described in (b)(3) of this section, 
subject to submission a self-classifica-
tion report in accordance with para-
graph (c) of this section. 

(2) [Reserved] 
(3) Classification request required for 

specified mass market commodities, soft-
ware and components. Thirty-days (30- 
days) after the submission of a classi-
fication request to BIS in accordance 
with paragraph (b)(7) of this section, 
this paragraph (b)(3) authorizes exports 
and reexports of the mass market 
items submitted for classification, 
using the symbol ‘‘NLR’’, provided the 
items qualify for mass market treat-
ment as described in paragraph (b) of 
this section and are classified by BIS 
under ECCNs 5A992 or 5D992: 

NOTE TO INTRODUCTORY TEXT OF PARAGRAPH 
(b)(3): Once a mass market classification re-
quest is accepted in SNAP–R, you may ex-
port and reexport the encryption commodity 
or software under License Exception ENC as 
ECCN 5A002 or 5D002, whichever is applica-
ble, to any end-user located or headquartered 
in a country listed in supplement No. 3 to 
part 740 as authorized by § 740.17(b) of the 

VerDate Mar<15>2010 10:42 May 07, 2014 Jkt 232052 PO 00000 Frm 00350 Fmt 8010 Sfmt 8010 Y:\SGML\232052.XXX 232052eh
ie

rs
 o

n 
D

S
K

2V
P

T
V

N
1P

R
O

D
 w

ith
 C

F
R



341 

Bureau of Industry and Security, Commerce § 742.15 

EAR, while the mass market classification 
request is pending review with BIS. 

(i) Specified mass market encryption 
components as follows: 

(A) Chips, chipsets, electronic assem-
blies and field programmable logic de-
vices; 

(B) Cryptographic libraries, modules, 
development kits and toolkits, includ-
ing for operating systems and cryp-
tographic service providers (CSPs); 

(C) Application-specific hardware or 
software development kits imple-
menting cryptography. 

(ii) Mass market encryption com-
modities, software and components 
that provide or perform ‘‘non-standard 
cryptography’’ as defined in part 772 of 
the EAR. 

(iii) [Reserved] 
(iv) Mass market cryptographic ena-

bling commodities and software. Com-
modities and software and components 
that themselves qualify for mass mar-
ket treatment, and activate or enable 
cryptographic functionality in mass 
market encryption products which 
would otherwise remain disabled, 
where the product or cryptographic 
functionality is not otherwise de-
scribed in paragraph (b)(3)(i) of this 
section. 

(4) Exclusions from mass market classi-
fication request, encryption registration 
and self-classification reporting require-
ments. The following commodities and 
software do not require a submission of 
an encryption registration, classifica-
tion request or self-classification re-
port to BIS for export or reexport as 
mass market products: 

(i) Short-range wireless encryption 
functions. Commodities and software 
that are not otherwise controlled in 
Category 5, but are nonetheless classi-
fied under ECCN 5A992 or 5D992 only 
because they incorporate components 
or software that provide short-range 
wireless encryption functions (e.g., 
with a nominal operating range not ex-
ceeding 100 meters according to the 
manufacturer’s specifications, designed 
to comply with the Institute of Elec-
trical and Electronic Engineers (IEEE) 
802.11 wireless LAN standard or the 
IEEE 802.15.1 standard). 

NOTE TO PARAGRAPH (b)(4)(i): An example of 
what this paragraph authorizes for export 
without classification, registration or self- 

classification reporting is a laptop computer 
that without encryption would be classified 
under ECCN 4A994, and the Category 5, Part 
2-controlled components of the laptop only 
implement short-range wireless encryption 
functionality. On the other hand, this para-
graph (b)(4)(i) does not apply to any com-
modities or software that would still be clas-
sified under an ECCN in Category 5 even if 
the short-range wireless encryption 
functionality were removed. For example, 
certain access points, gateways and bridges 
are classified under ECCN 5A991 without 
encryption functionality, and components 
for mobile communication equipment are 
classified under ECCN 5A991.g without 
encryption functionality. Such items, when 
implementing cryptographic functionality 
controlled by Category 5, Part 2 are not ex-
cluded from encryption classification, reg-
istration or self-classification reporting by 
this paragraph. 

(ii) Foreign products developed with or 
incorporating U.S.-origin encryption 
source code, components, or toolkits. For-
eign products developed with or incor-
porating U.S.-origin encryption source 
code, components or toolkits that are 
subject to the EAR, provided that the 
U.S.-origin encryption items have pre-
viously been classified or registered 
and authorized by BIS and the cryp-
tographic functionality has not been 
changed. Such products include for-
eign-developed products that are de-
signed to operate with U.S. products 
through a cryptographic interface. 

(5) [Reserved] 
(6) Examples of mass market encryption 

products. Subject to the requirements 
of the Cryptography Note (Note 3) in 
Category 5, Part 2, of the Commerce 
Control List, mass market encryption 
products include, but are not limited 
to, general purpose operating systems 
and desktop applications (e.g., e-mail, 
browsers, games, word processing, 
database, financial applications or util-
ities) designed for use with computers 
classified as ECCN 4A994 or designated 
as EAR99, laptops, or hand-held de-
vices; commodities and software for 
client Internet appliances and client 
wireless LAN devices; home use net-
working commodities and software 
(e.g., personal firewalls, cable modems 
for personal computers, and consumer 
set top boxes); and portable or mobile 
civil telecommunications commodities 
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and software (e.g., personal data assist-
ants (PDAs), radios, or cellular prod-
ucts). 

(7) Mass market encryption registration 
and classification request procedures. 

(i) Submission requirements and in-
structions. To submit an encryption 
registration or classification request to 
BIS for certain mass market 
encryption items under this paragraph 
(b), you must submit an application to 
BIS in accordance with the procedures 
described in §§ 748.1 and 748.3 of the 
EAR and the instructions in paragraph 
(r) of Supplement No. 2 to part 748 
‘‘Unique Application and Submission 
Requirements’’, along with other re-
quired information as follows: 

(A) Encryption registration in support 
of mass market encryption classification 
requests and self-classification reports. 
You must submit the applicable infor-
mation as described in Supplement No. 
5 to this part and follow the specific in-
structions of paragraph (r)(1) of Supple-
ment No. 2 to part 748 of the EAR, if 
any of the following apply: 

(1) This is your first time submitting 
an encryption classification request 
under paragraph (b)(3) of this section 
since August 24, 2010; 

(2) You are making a mass market 
encryption product eligible for export 
and reexport (including as defined for 
encryption software in § 734.2(b)(9) of 
the EAR) under paragraph (b)(1) of this 
section for the first time since August 
24, 2010; or 

(3) If you have not otherwise provided 
BIS the information described in Sup-
plement No. 5 to this part during the 
current calendar year and your an-
swers to the questions in Supplement 
No. 5 to this part have changed since 
the last time you provided answers to 
the questions. 

(B) Technical information submission 
requirements. In addition to the reg-
istration requirements of paragraph 
(b)(7)(i)(A) of this section, for all sub-
missions of encryption classification 
requests for mass market products de-
scribed under paragraph (b)(3) of this 
section, you must also provide BIS the 
applicable information described in 
paragraphs (a) through (d) of Supple-
ment No. 6 to this part (Technical 
Questionnaire for Encryption Items). 
For mass market products authorized 

after the submission of an encryption 
registration under paragraph (b)(1) of 
this section, you may be required to 
provide BIS this information described 
in Supplement No. 6 to this part on an 
as-needed basis, upon request by BIS. 

(C) Changes in encryption functionality 
following a previous classification. A new 
mass market encryption classification 
request (under paragraph (b)(3) of this 
section) or self-classification (under 
paragraph (b)(1) of this section) is re-
quired if a change is made to the cryp-
tographic functionality (e.g., algo-
rithms) or other technical characteris-
tics affecting mass market eligibility 
(e.g., performance enhancements to 
provide network infrastructure serv-
ices, or customizations to end-user 
specifications) of the originally classi-
fied product. However, a new product 
classification request or self-classifica-
tion is not required when a change in-
volves: the subsequent bundling, patch-
es, upgrades or releases of a product; 
name changes; or changes to a pre-
viously reviewed encryption product 
where the change is limited to updates 
of encryption software components 
where the product is otherwise un-
changed. 

(ii) Action by BIS. 
(A) Encryption registrations for mass 

market encryption items. Upon submis-
sion to BIS of an encryption registra-
tion in accordance with paragraph 
(b)(7)(i) of this section and acceptance 
of the application by SNAP–R, BIS will 
issue the Encryption Registration 
Number (ERN) via SNAP–R, which will 
constitute authorization under this 
paragraph (b). Immediately upon re-
ceiving your ERN from BIS, you may 
export and reexport mass market 
encryption products described in para-
graph (b)(1) of this section using the 
symbol ‘‘NLR’’. 

(B) For mass market items requiring 
classification by BIS under paragraph 
(b)(3) of this section. 

(1) For mass market encryption clas-
sifications that require a thirty (30)- 
day waiting period, if BIS has not, 
within thirty (30) days from acceptance 
in SNAP–R of your complete classifica-
tion request, informed you that your 
item is not authorized as a mass mar-
ket item, you may export and reexport 
under the applicable provisions of this 
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paragraph (b). If, during the course of 
its review, BIS determines that your 
encryption items do not qualify for 
mass market treatment under the 
EAR, or are otherwise classified under 
ECCN 5A002, 5B002, 5D002 or 5E002, BIS 
will notify you and will review your 
items for eligibility under License Ex-
ception ENC (see § 740.17 of the EAR for 
review and reporting requirements for 
encryption items under License Excep-
tion ENC). 

(2) Upon completion of its review, 
BIS will issue a Commodity Classifica-
tion Automated Tracking System 
(CCATS) to you. 

(3) Hold Without Action (HWA) for 
mass market classification requests. BIS 
may hold your mass market classifica-
tion request without action if nec-
essary to obtain additional information 
or for any other reason necessary to 
ensure an accurate classification. Time 
on such ‘‘hold without action’’ status 
shall not be counted towards fulfilling 
the thirty-day (30-day) processing pe-
riod specified in this paragraph. 

(C) BIS may require you to supply 
additional relevant technical informa-
tion about your encryption item(s) or 
information that pertains to their eli-
gibility as mass market products at 
any time, before or after the expiration 
of the thirty-day (30-day) processing 
period specified in this paragraph and 
in paragraph (b)(3) of this section, or 
after any registrations as required in 
paragraph (b)(1) of this section. If you 
do not supply such information within 
14 days after receiving a request from 
BIS, BIS may return your classifica-
tion request without action or other-
wise suspend or revoke your eligibility 
to use mass market authorization for 
that item. At your request, BIS may 
grant you up to an additional 14 days 
to provide the requested information. 
Any request for such an additional 
number of days must be made prior to 
the date by which the information was 
otherwise due to be provided to BIS 
and may be approved if BIS concludes 
that additional time is necessary. 

(c) Self-classification reporting for cer-
tain encryption commodities, software and 
components. This paragraph (c) sets 
forth requirements for self-classifica-
tion reporting to BIS and the ENC 
Encryption Request Coordinator (Ft. 

Meade, MD) of encryption commod-
ities, software and components ex-
ported or reexported pursuant to 
encryption registration under 
§§ 740.17(b)(1) or 742.15(b)(1) of the EAR. 
Reporting is required, effective June 
25, 2010. 

(1) When to report. Your self-classi-
fication report for applicable 
encryption commodities, software and 
components exported or reexported 
during a calendar year (January 1 
through December 31) must be received 
by BIS and the ENC Encryption Re-
quest Coordinator no later than Feb-
ruary 1 the following year. 

(2) How to report. Encryption self- 
classification reports must be sent to 
BIS and the ENC Encryption Request 
Coordinator via e-mail or regular mail. 
In your submission, specify the export 
timeframe that your report spans and 
identify points of contact to whom 
questions or other inquiries pertaining 
to the report should be directed. Fol-
low these instructions for your submis-
sions: 

(i) Submissions via e-mail. Submit your 
encryption self-classification report 
electronically to BIS at crypt- 
supp8@bis.doc.gov and to the ENC 
Encryption Request Coordinator at 
enc@nsa.gov, as an attachment to an e- 
mail. Identify your e-mail with subject 
‘‘Self-classification report for ERN 
R######’’, using your most recent 
ERN in the subject line (so as to cor-
respond your encryption self-classifica-
tion report to your most recent 
encryption registration ERN). 

(ii) Submissions on disks and CDs. The 
self-classification report may be sent 
to the following addresses, in lieu of e- 
mail: 

(A) Department of Commerce, Bureau 
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave., NW., Room 2099B, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and 

(B) Attn: ENC Encryption Request 
Coordinator, 9800 Savage Road, Suite 
6940, Ft. Meade, MD 20755–6000. 

(3) Information to report. Your 
encryption self-classification report 
must include the information described 
in paragraph (a) of Supplement No. 8 to 
this part for each applicable encryption 
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2 Status of Convention as of April 13, 1999 
had not entered into force. 

commodity, software and component 
exported or reexported pursuant to an 
encryption registration under 
§§ 740.17(b)(1) or 742.15(b)(1) of the EAR. 
If no information has changed since the 
previously submitted report, you must 
either send an e-mail stating that 
nothing has changed since the previous 
report or submit a copy of the pre-
viously submitted report. 

(4) File format requirements. The infor-
mation described in paragraph (a) of 
Supplement No. 8 to this part must be 
provided to BIS and the ENC 
Encryption Request Coordinator in 
tabular or spreadsheet form, as an elec-
tronic file in comma separated values 
format (.csv) adhering to the specifica-
tions set forth in paragraph (b) of Sup-
plement No. 8 to this part. 

(d) Grandfathering. (1) For mass mar-
ket encryption commodities, software 
and components described in (or other-
wise meeting the specifications of) 
paragraph (b) of this section effective 
June 25, 2010, such items reviewed and 
classified by BIS as mass market prod-
ucts prior to June 25, 2010 are author-
ized for export and reexport under 
paragraph (b) of this section using the 
CCATS previously issued by BIS, with-
out any encryption registration (i.e., 
the information described in Supple-
ment No. 5 to this part), new classifica-
tion by BIS, or self-classification re-
porting (i.e., the information described 
in Supplement No. 8 to this part), pro-
vided the cryptographic functionality 
of the item has not changed. See para-
graph (b)(7)(i)(C) of this section regard-
ing changes in encryption 
functionality following a previous clas-
sification. 

(2) If you have components that meet 
paragraph (b) of the Cryptography Note 
3 in Category 5 Part 2 of the Commerce 
Control List in Supplement No. 1 to 
part 774 and the components have pre-
viously been classified under ECCN 
5X002 pursuant to § 740.17(b)(3) or self- 
classified under § 740.17(b)(1) after June 
25, 2010, a new classification request is 
not required to make it eligible for 
paragraph (b) to Note 3 under 
§ 742.15(b)(3), i.e., 5X992, if you include 
these components in your self-classi-
fication report submitted to BIS and 
the ENC Encryption Request Coordi-
nator no later than February 1 fol-

lowing the calendar year in which you 
first export or reexport the reclassified 
components. 

[73 FR 57507, Oct. 3, 2008, as amended at 75 FR 
36494, June 25, 2010; 75 FR 43821, July 27, 2010; 
76 FR 1063, Jan. 7, 2011; 76 FR 29619, May 20, 
2011; 78 FR 13469, Feb. 28, 2013; 78 FR 37383, 
June 20, 2013] 

§ 742.16 [Reserved] 

§ 742.17 Exports of firearms to OAS 
member countries. 

(a) License requirements. BIS main-
tains a licensing system for the export 
of shotguns and related items to all 
OAS member countries. This action is 
based on the Organization of American 
States (OAS) Model Regulations for the 
Control of the International Movement 
of Firearms, their Parts and Compo-
nents and Munitions (OAS Model Regu-
lations) which were developed to assist 
OAS member countries to implement 
the Inter-American Convention 
Against the Illicit Manufacturing of 
and Trafficking in Firearms, Ammuni-
tion, Explosives, and Other Related 
Materials (Firearms Convention). 2 
Items subject to these controls are 
identified by ‘‘FC Column 1’’ in the 
‘‘License Requirements’’ section of 
their Export Control Classification 
Number (ECCN) on the Commerce Con-
trol List (CCL). If ‘‘FC Column 1’’ of 
the Commerce Country Chart (Supple-
ment No. 1 to part 738 of the EAR) is 
indicated for a particular country, a li-
cense is required for export to that des-
tination. Licenses will generally be 
issued on an Import Certificate or 
equivalent official document, satisfac-
tory to BIS, issued by the government 
of the importing country is also re-
quired for the export of such items to 
OAS member countries. 

(b) Licensing policy. Applications sup-
ported by an Import Certificate or 
equivalent official document issued by 
the government of the importing coun-
try for such items will generally be ap-
proved, except there is a policy of de-
nial for applications to export items 
linked to such activities as drug traf-
ficking, terrorism, and transnational 
organized crime. 
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