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NOTE TO PARAGRAPH (b)(1): An encryption
self-classification report data table created
and stored in spreadsheet format (e.g., file
extension .xls, .numbers, .qpw, .wb¥*, .wrk,
and .wks) can be converted and saved into a
comma delimited file format directly from
the spreadsheet program. This .csv file is
then ready for submission.

(2) Each line of your encryption self-classi-
fication report (.csv file) must consist of six
entries as further described in this supple-
ment.

(3) The first line of the .csv file must con-
sist of the following six entries (i.e., match
the following) without alteration or vari-
ation: PRODUCT NAME, MODEL NUMBER,
MANUFACTURER, ECCN, AUTHORIZA-
TION TYPE, ITEM TYPE.

NOTE TO PARAGRAPH (b)(3): These first six
entries (i.e., first line) of a encryption self-
classification report in .csv format cor-
respond to the six column headers (i.e., first
row) of a spreadsheet data file.

(4) Each subsequent line of the .csv file
must correspond to a single encryption item
(or a distinguished series of products) as de-
scribed in paragraph (c) of this supplement.

(5) Each line must consist of six entries as
described in paragraph (a)(1), (a)(2), (a)@3),
(a)(4), (a)(5), and (a)(6) of this supplement. No
entries may be left blank. Each entry must
be separated by a comma (,). Certain addi-
tional instructions are as follows:

(i) Line entries (a)(1) (‘PRODUCT NAME’)
and (a)(4) (‘ECCN’) must be completed with
relevant information.

(ii) For entries (a)(2) (MODEL NUMBER’)
and (a)(3) (MANUFACTURER’), if these en-
tries do not apply to your item or situation
you may enter ‘NONE’ or ‘N/A’.

(iii) For entries (a)(6) (‘AUTHORIZATION
TYPE’), if none of the provided choices apply
to your situation, you may enter ‘OTHER’.

(6) Because of .csv file format require-
ments, the only permitted use of a comma is
as the necessary separator between line en-
tries. You may not use a comma for any
other reason in your encryption self-classi-
fication report.

(c) Other instructions. (1) The information
provided in accordance with this supplement
and §§740.17(b)(1), 742.15(b)(1) and 742.15(c) of
the EAR must identify product offerings as
they are typically distinguished in inven-
tory, catalogs, marketing brochures and
other promotional materials.

(2) For families of products where all the
information described in paragraph (a) of
this supplement is identical except for the
model/series/part number (entry (a)(2)), you
may list and describe these products with a
single line in your .csv file using an appro-
priate model/series/part number identifier
(e.g., ‘300" or ‘3xx’) for entry (a)(2), provided
each line in your .csv file corresponds to a
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single product series (or product type) within
an overall product family.

(3) For example, if Company A produces,
markets and sells both a ‘100’ (‘1xx’) and a
‘300 (‘3xx’) series of product, in its
encryption self-classification report (.csv
file) Company A must list the ‘100’ product
series in one line (with entry (a)(2) com-
pleted as ‘100’ or ‘1xx’) and the ‘300’ product
series in another line (with entry (a)(2) com-
pleted as ‘300’ or ‘3xx’), even if the other re-
quired information is common to all prod-
ucts in the ‘100’ and ‘300’ series.

[75 FR 36498, June 25, 2010]
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U.S.C. 1701 et seq.; E.O. 13222, 66 FR 44025, 3
CFR, 2001 Comp., p. 783; E.O. 13637 of March
8, 2013, 78 FR 16129 (March 13, 2013); 78 FR
16129 ; Notice of August 8, 2013, 78 FR 49107
(August 12, 2013).

§743.1 Wassenaar Arrangement.

(a) Scope. This section outlines spe-
cial reporting requirements for exports
of certain commodities, software and
technology controlled under the
Wassenaar Arrangement. Such reports
must be submitted to BIS semiannu-
ally in accordance with the provisions
of paragraph (f) of this section, and
records of all exports subject to the re-
porting requirements of this section
must be kept in accordance with part
762 of the EAR. This section does not
require reports for reexports. This sec-
tion is limited to the Wassenaar Ar-
rangement reporting requirements for
items listed on the Wassenaar Arrange-
ment’s Dual-Use list. For reporting re-
quirements for conventional arms list-
ed on the Wassenaar Arrangement Mu-
nitions List that are subject to the
EAR (i.e., ‘600 series” ECCNs), see
§743.4 of this part for Wassenaar Ar-
rangement and United Nations report-
ing requirements.
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NOTE TO PARAGRAPH (a) OF THIS SECTION:
For purposes of part 743, the term ‘‘you’ has
the same meaning as the term ‘‘exporter’’, as
defined in part 772 of the EAR.

(b) Requirements. You must submit
two (2) copies of each report required
under the provisions of this section and
maintain accurate supporting records
(see §762.2(b) of the EAR) for all ex-
ports of items specified in paragraph
(c) of this section for the following:

(1) Exports authorized under License
Exceptions GBS, CIV, TSR, LLVS, APP,
and the cooperating government por-
tions (§§740.11(b)(2)(iii) and
740.11(b)(2)(iv) of the EAR) of GOV (see
part 740 of the EAR). Note that exports
of technology and source code under
License Exception TSR to foreign na-
tionals located in the U.S. should not
be reported; and

(2) Exports authorized under the Spe-
cial Comprehensive License procedure
(see part 752 of the EAR).

(3) Exports authorized under the
Validated End-User authorization (see
§748.15 of the EAR).

(4) Exports authorized under License
Exception STA (See §740.20 of the
EAR).

(c) Items for which reports are required.
You must submit reports to BIS under
the provisions of this section only for
exports of items on the Sensitive List
(see Supplement No. 6 to part 774 of the
EAR).

(d) Country Exceptions. You must re-
port each export subject to the provi-
sions of this section, except for exports
to Wassenaar member countries, as
identified in Supplement No. 1 to part
743.

(e) Information that must be included in
each report. (1) Each report submitted
to BIS for items other than those iden-
tified in paragraph (e)(2) of this section
must include the following information
for each export during the time periods
specified in paragraph (f) of this sec-
tion:

(i) Export Control Classification
Number and paragraph reference as
identified on the Commerce Control
List;

(ii) Number of units in the shipment;
and

NOTE TO PARAGRAPH (e)(1)(ii): For exports
of technology for which reports are required
under §743.1(c) of this section, the number of

§743.1

units in the shipment should be reported as
one (1) for the initial export of the tech-
nology to a single ultimate consignee. Addi-
tional exports of the technology must be re-
ported only when the type or scope of tech-
nology changes or exports are made to other
ultimate consignees. Additionally, do not re-
port the release of technology or source code
subject to the EAR to foreign nationals in
the U.S.

(iii) Country of ultimate destination.

(2) [Reserved]

(f) Frequency and timing of reports.
You must submit reports subject to the
provisions of this section semiannu-
ally. The reports must be labeled with
the exporting company’s name and ad-
dress at the top of each page and must
include for each such export all the in-
formation specified in paragraph (e) of
this section. The reports shall cover ex-
ports made during six month time peri-
ods spanning from January 1 through
June 30 and July 1 through December
31.

(1) The first report must be sub-
mitted to and received by BIS no later
than August 1, 1998 for the partial re-
porting period beginning January 15,
1998 and ending June 30, 1998. There-
after, reports are due according to the
provisions of paragraphs (f)(2) and (f)(3)
of this section.

(2) Reports for the reporting period
ending June 30 must be submitted to
and received by BIS no later than Au-
gust 1.

(3) Reports for the reporting period
ending December 31 must be submitted
to and received by BIS no later than
February 1.

(g8) Mailing address and facsimile num-
ber: (1) Two (2) copies of reports re-
quired under this section shall be deliv-
ered via courier to: Bureau of Industry
and Security, U.S. Department of Com-
merce, Attn: ‘“‘Wassenaar Reports”,
Room 2099B, 14th Street and Pennsyl-
vania Ave., NW., Washington, DC 20230.
BIS will not accept reports sent C.0.D.

(2) Reports may also be sent by fac-

simile to: (202) 482-3345, Attn:
“Wassenaar Reports’.
(h) Contacts. General information

concerning the Wassenaar Arrange-
ment and reporting obligations thereof
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is available from the Office of Stra-
tegic Trade and Foreign Policy Con-
trols, Tel. (202) 482-0092, Fax: (202) 482—
4094.

[63 FR 2458, Jan. 15, 1998]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §743.1, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.fdsys.gov.

§743.2 High performance computers:
Post shipment verification report-
ing.

(a) Scope. This section outlines spe-
cial post-shipment reporting require-
ments for exports of certain computers
to destinations in Computer Tier 3, see
§740.7(d) for a list of these destinations.
Post-shipment reports must be sub-
mitted in accordance with the provi-
sions of this section, and all relevant
records of such exports must be kept in
accordance with part 762 of the EAR.

(b) Requirement. Exporters must file
post-shipment reports and keep records
in accordance with recordkeeping re-
quirements in part 762 of the EAR for
high performance computer exports to
destinations in Computer Tier 3, as
well as, exports of commodities used to
enhance computers previously exported
or reexported to Computer Tier 3 des-
tinations, where the ‘‘Adjusted Peak
Performance” (‘“APP”’) is greater than
3.0 Weighted TeraFLOPS (WT).

(c) Information that must be included in
each post-shipment report. No later than
the last day of the month following the
month in which the export takes place,
the exporter must submit the following
information to BIS at the address list-
ed in paragraph (d) of this section:

(1) Exporter name, address, and tele-
phone number;

(2) License number;

(3) Date of export;

(4) End-user name, point of contact,
address, telephone number;

(5) Carrier;

(6) Air waybill or bill of lading num-
ber;

(7) Commodity description, quan-
tities—listed by model numbers, serial
numbers, and APP level in WT; and

(8) Certification line for exporters to
sign and date. The exporter must cer-
tify that the information contained in
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the report is accurate to the best of his
or her knowledge.

NOTE TO PARAGRAPH (c) OF THIS SECTION:
Exporters are required to provide the PRC
End-User Certificate Number to BIS as part
of their post-shipment report. When pro-
viding the PRC End-User Certificate Number
to BIS, you must identify the transaction in
the post shipment report to which that PRC
End-User Certificate Number applies.

(d) Address. A copy of the post-ship-
ment report(s) required under para-
graph (b) of this section shall be deliv-
ered, via courier, to: U.S. Department
of Commerce, Office of Enforcement
Analysis, HPC Team, 14th Street and
Constitution Ave., NW., Room 4065,
Washington, DC 20230. Note that BIS
will not accept reports sent C.0.D.

[71 FR 20886, Apr. 24, 2006, as amended at 73
FR 35, Jan. 2, 2008; 76 FR 36988, June 24, 2011;
77 FR 39369, July 2, 2012]

§743.3 Thermal imaging camera re-
porting.

(a) General requirement. Exports of
thermal imaging cameras must be re-
ported to BIS as provided in this sec-
tion.

(b) Transactions to be reported. Ex-
ports that are not authorized by an in-
dividually validated license of thermal
imaging cameras controlled by ECCN
6A003.b.4.b to Albania, Australia, Aus-
tria, Belgium, Bulgaria, Croatia, Cy-
prus, Czech Republic, Denmark, Esto-
nia, Finland, France, Germany, Greece,
Hungary, Iceland, Ireland, Italy,
Japan, Latvia, Lithuania, Luxembourg,
Malta, the Netherlands, New Zealand,
Norway, Poland, Portugal, Romania,
Slovakia, Slovenia, South Africa,
South Korea, Spain, Sweden, Switzer-
land, Turkey, or the United Kingdom
must be reported to BIS.

(c) Party responsible for reporting. The
exporter as defined in §772.1 of the EAR
must ensure the reports required by
this section are submitted to BIS.

(d) Information to be included in the re-
ports. For each export described in
paragraph (b) of this section, the report
must identify: the name, address, and
telephone number of the exporter; the
date of each export; the name, address
and telephone number of the consignee
or end user; the model number(s) of
each camera exported; the serial num-
ber of each exported camera that has a
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