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(i) Ensure that the requestor is a par-
ent of that child, taking into account 
available technology; and 

(ii) Not be unduly burdensome to the 
parent. 

(b) Neither an operator nor the oper-
ator’s agent shall be held liable under 
any Federal or State law for any dis-
closure made in good faith and fol-
lowing reasonable procedures in re-
sponding to a request for disclosure of 
personal information under this sec-
tion. 

(c) Subject to the limitations set 
forth in § 312.7, an operator may termi-
nate any service provided to a child 
whose parent has refused, under para-
graph (a)(2) of this section, to permit 
the operator’s further use or collection 
of personal information from his or her 
child or has directed the operator to 
delete the child’s personal information. 

§ 312.7 Prohibition against condi-
tioning a child’s participation on 
collection of personal information. 

An operator is prohibited from condi-
tioning a child’s participation in a 
game, the offering of a prize, or an-
other activity on the child’s disclosing 
more personal information than is rea-
sonably necessary to participate in 
such activity. 

§ 312.8 Confidentiality, security, and 
integrity of personal information 
collected from children. 

The operator must establish and 
maintain reasonable procedures to pro-
tect the confidentiality, security, and 
integrity of personal information col-
lected from children. The operator 
must also take reasonable steps to re-
lease children’s personal information 
only to service providers and third par-
ties who are capable of maintaining the 
confidentiality, security and integrity 
of such information, and who provide 
assurances that they will maintain the 
information in such a manner. 

§ 312.9 Enforcement. 
Subject to sections 6503 and 6505 of 

the Children’s Online Privacy Protec-
tion Act of 1998, a violation of a regula-
tion prescribed under section 6502 (a) of 
this Act shall be treated as a violation 
of a rule defining an unfair or decep-
tive act or practice prescribed under 

section 18(a)(1)(B) of the Federal Trade 
Commission Act (15 U.S.C. 57a(a)(1)(B)). 

§ 312.10 Data retention and deletion 
requirements. 

An operator of a Web site or online 
service shall retain personal informa-
tion collected online from a child for 
only as long as is reasonably necessary 
to fulfill the purpose for which the in-
formation was collected. The operator 
must delete such information using 
reasonable measures to protect against 
unauthorized access to, or use of, the 
information in connection with its de-
letion. 

§ 312.11 Safe harbor programs. 
(a) In general. Industry groups or 

other persons may apply to the Com-
mission for approval of self-regulatory 
program guidelines (‘‘safe harbor pro-
grams’’). The application shall be filed 
with the Commission’s Office of the 
Secretary. The Commission will pub-
lish in the FEDERAL REGISTER a docu-
ment seeking public comment on the 
application. The Commission shall 
issue a written determination within 
180 days of the filing of the application. 

(b) Criteria for approval of self-regu-
latory program guidelines. Proposed safe 
harbor programs must demonstrate 
that they meet the following perform-
ance standards: 

(1) Program requirements that en-
sure operators subject to the self-regu-
latory program guidelines (‘‘subject op-
erators’’) provide substantially the 
same or greater protections for chil-
dren as those contained in §§ 312.2 
through 312.8, and 312.10. 

(2) An effective, mandatory mecha-
nism for the independent assessment of 
subject operators’ compliance with the 
self-regulatory program guidelines. At 
a minimum, this mechanism must in-
clude a comprehensive review by the 
safe harbor program, to be conducted 
not less than annually, of each subject 
operator’s information policies, prac-
tices, and representations. The assess-
ment mechanism required under this 
paragraph can be provided by an inde-
pendent enforcement program, such as 
a seal program. 

(3) Disciplinary actions for subject 
operators’ non-compliance with self- 
regulatory program guidelines. This 
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performance standard may be satisfied 
by: 

(i) Mandatory, public reporting of 
any action taken against subject oper-
ators by the industry group issuing the 
self-regulatory guidelines; 

(ii) Consumer redress; 
(iii) Voluntary payments to the 

United States Treasury in connection 
with an industry-directed program for 
violators of the self-regulatory guide-
lines; 

(iv) Referral to the Commission of 
operators who engage in a pattern or 
practice of violating the self-regu-
latory guidelines; or 

(v) Any other equally effective ac-
tion. 

(c) Request for Commission approval of 
self-regulatory program guidelines. A pro-
posed safe harbor program’s request for 
approval shall be accompanied by the 
following: 

(1) A detailed explanation of the ap-
plicant’s business model, and the tech-
nological capabilities and mechanisms 
that will be used for initial and con-
tinuing assessment of subject opera-
tors’ fitness for membership in the safe 
harbor program; 

(2) A copy of the full text of the 
guidelines for which approval is sought 
and any accompanying commentary; 

(3) A comparison of each provision of 
§§ 312.2 through 312.8, and 312.10 with 
the corresponding provisions of the 
guidelines; and 

(4) A statement explaining: 
(i) How the self-regulatory program 

guidelines, including the applicable as-
sessment mechanisms, meet the re-
quirements of this part; and 

(ii) How the assessment mechanisms 
and compliance consequences required 
under paragraphs (b)(2) and (b)(3) pro-
vide effective enforcement of the re-
quirements of this part. 

(d) Reporting and recordkeeping re-
quirements. Approved safe harbor pro-
grams shall: 

(1) By July 1, 2014, and annually 
thereafter, submit a report to the Com-
mission containing, at a minimum, an 
aggregated summary of the results of 
the independent assessments conducted 
under paragraph (b)(2) of this section, a 
description of any disciplinary action 
taken against any subject operator 
under paragraph (b)(3) of this section, 

and a description of any approvals of 
member operators’ use of a parental 
consent mechanism, pursuant to 
§ 312.5(b)(3); 

(2) Promptly respond to Commission 
requests for additional information; 
and 

(3) Maintain for a period not less 
than three years, and upon request 
make available to the Commission for 
inspection and copying: 

(i) Consumer complaints alleging vio-
lations of the guidelines by subject op-
erators; 

(ii) Records of disciplinary actions 
taken against subject operators; and 

(iii) Results of the independent as-
sessments of subject operators’ compli-
ance required under paragraph (b)(2) of 
this section. 

(e) Post-approval modifications to self- 
regulatory program guidelines. Approved 
safe harbor programs must submit pro-
posed changes to their guidelines for 
review and approval by the Commis-
sion in the manner required for initial 
approval of guidelines under paragraph 
(c)(2) of this section. The statement re-
quired under paragraph (c)(4) of this 
section must describe how the proposed 
changes affect existing provisions of 
the guidelines. 

(f) Revocation of approval of self-regu-
latory program guidelines. The Commis-
sion reserves the right to revoke any 
approval granted under this section if 
at any time it determines that the ap-
proved self-regulatory program guide-
lines or their implementation do not 
meet the requirements of this part. 
Safe harbor programs that were ap-
proved prior to the publication of the 
Final Rule amendments must, by 
March 1, 2013, submit proposed modi-
fications to their guidelines that would 
bring them into compliance with such 
amendments, or their approval shall be 
revoked. 

(g) Operators’ participation in a safe 
harbor program. An operator will be 
deemed to be in compliance with the 
requirements of §§ 312.2 through 312.8, 
and 312.10 if that operator complies 
with Commission-approved safe harbor 
program guidelines. In considering 
whether to initiate an investigation or 
bring an enforcement action against a 
subject operator for violations of this 
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part, the Commission will take into ac-
count the history of the subject opera-
tor’s participation in the safe harbor 
program, whether the subject operator 
has taken action to remedy such non- 
compliance, and whether the operator’s 
non-compliance resulted in any one of 
the disciplinary actions set forth in 
paragraph (b)(3). 

[78 FR 4008, Jan. 17, 2013, as amended at 78 
FR 76986, Dec. 20, 2013] 

§ 312.12 Voluntary Commission Ap-
proval Processes. 

(a) Parental consent methods. An inter-
ested party may file a written request 
for Commission approval of parental 
consent methods not currently enu-
merated in § 312.5(b). To be considered 
for approval, a party must provide a 
detailed description of the proposed pa-
rental consent methods, together with 
an analysis of how the methods meet 
§ 312.5(b)(1). The request shall be filed 
with the Commission’s Office of the 
Secretary. The Commission will pub-
lish in the FEDERAL REGISTER a docu-
ment seeking public comment on the 
request. The Commission shall issue a 
written determination within 120 days 
of the filing of the request; and 

(b) Support for internal operations of 
the Web site or online service. An inter-
ested party may file a written request 
for Commission approval of additional 
activities to be included within the def-
inition of support for internal oper-
ations. To be considered for approval, a 
party must provide a detailed justifica-
tion why such activities should be 
deemed support for internal operations, 
and an analysis of their potential ef-
fects on children’s online privacy. The 
request shall be filed with the Commis-
sion’s Office of the Secretary. The 
Commission will publish in the FED-
ERAL REGISTER a document seeking 
public comment on the request. The 
Commission shall issue a written deter-
mination within 120 days of the filing 
of the request. 

§ 312.13 Severability. 
The provisions of this part are sepa-

rate and severable from one another. If 
any provision is stayed or determined 
to be invalid, it is the Commission’s in-
tention that the remaining provisions 
shall continue in effect. 

PART 313—PRIVACY OF CON-
SUMER FINANCIAL INFORMA-
TION 

Sec. 
313.1 Purpose and scope. 
313.2 Model privacy form and examples. 
313.3 Definitions. 

Subpart A—Privacy and Opt Out Notices 

313.4 Initial privacy notice to consumers re-
quired. 

313.5 Annual privacy notice to customers 
required. 

313.6 Information to be included in privacy 
notices. 

313.7 Form of opt out notice to consumers; 
opt out methods. 

313.8 Revised privacy notices. 
313.9 Delivering privacy and opt out no-

tices. 

Subpart B—Limits on Disclosures 

313.10 Limitation on disclosure of nonpublic 
personal information to nonaffiliated 
third parties. 

313.11 Limits on redisclosure and reuse of 
information. 

313.12 Limits on sharing account number in-
formation for marketing purposes. 

Subpart C—Exceptions 

313.13 Exception to opt out requirements for 
service providers and joint marketing. 

313.14 Exceptions to notice and opt out re-
quirements for processing and servicing 
transactions. 

313.15 Other exceptions to notice and opt 
out requirements. 

Subpart D—Relation to Other Laws; 
Effective Date 

313.16 Protection of Fair Credit Reporting 
Act. 

313.17 Relation to State laws. 
313.18 Effective date; transition rule. 

APPENDIX A TO PART 313—MODEL PRIVACY 
FORM 

AUTHORITY: 15 U.S.C. 6801 et seq. 

SOURCE: 65 FR 33677, May 24, 2000, unless 
otherwise noted. 

§ 313.1 Purpose and scope. 

(a) Purpose. This part governs the 
treatment of nonpublic personal infor-
mation about consumers by the finan-
cial institutions listed in paragraph (b) 
of this section. This part: 
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