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must delete such information from its 
records; 

(2) Where the purpose of collecting a 
parent’s online contact information is 
to provide voluntary notice to, and 
subsequently update the parent about, 
the child’s participation in a Web site 
or online service that does not other-
wise collect, use, or disclose children’s 
personal information. In such cases, 
the parent’s online contact informa-
tion may not be used or disclosed for 
any other purpose. In such cases, the 
operator must make reasonable efforts, 
taking into consideration available 
technology, to ensure that the parent 
receives notice as described in 
§ 312.4(c)(2); 

(3) Where the sole purpose of col-
lecting online contact information 
from a child is to respond directly on a 
one-time basis to a specific request 
from the child, and where such infor-
mation is not used to re-contact the 
child or for any other purpose, is not 
disclosed, and is deleted by the oper-
ator from its records promptly after re-
sponding to the child’s request; 

(4) Where the purpose of collecting a 
child’s and a parent’s online contact 
information is to respond directly more 
than once to the child’s specific re-
quest, and where such information is 
not used for any other purpose, dis-
closed, or combined with any other in-
formation collected from the child. In 
such cases, the operator must make 
reasonable efforts, taking into consid-
eration available technology, to ensure 
that the parent receives notice as de-
scribed in § 312.4(c)(3). An operator will 
not be deemed to have made reasonable 
efforts to ensure that a parent receives 
notice where the notice to the parent 
was unable to be delivered; 

(5) Where the purpose of collecting a 
child’s and a parent’s name and online 
contact information, is to protect the 
safety of a child, and where such infor-
mation is not used or disclosed for any 
purpose unrelated to the child’s safety. 
In such cases, the operator must make 
reasonable efforts, taking into consid-
eration available technology, to pro-
vide a parent with notice as described 
in § 312.4(c)(4); 

(6) Where the purpose of collecting a 
child’s name and online contact infor-
mation is to: 

(i) Protect the security or integrity 
of its Web site or online service; 

(ii) Take precautions against liabil-
ity; 

(iii) Respond to judicial process; or 
(iv) To the extent permitted under 

other provisions of law, to provide in-
formation to law enforcement agencies 
or for an investigation on a matter re-
lated to public safety; and where such 
information is not be used for any 
other purpose; 

(7) Where an operator collects a per-
sistent identifier and no other personal 
information and such identifier is used 
for the sole purpose of providing sup-
port for the internal operations of the 
Web site or online service. In such case, 
there also shall be no obligation to pro-
vide notice under § 312.4; or 

(8) Where an operator covered under 
paragraph (2) of the definition of Web 
site or online service directed to children 
in § 312.2 collects a persistent identifier 
and no other personal information 
from a user who affirmatively interacts 
with the operator and whose previous 
registration with that operator indi-
cates that such user is not a child. In 
such case, there also shall be no obliga-
tion to provide notice under § 312.4. 

§ 312.6 Right of parent to review per-
sonal information provided by a 
child. 

(a) Upon request of a parent whose 
child has provided personal informa-
tion to a Web site or online service, the 
operator of that Web site or online 
service is required to provide to that 
parent the following: 

(1) A description of the specific types 
or categories of personal information 
collected from children by the oper-
ator, such as name, address, telephone 
number, email address, hobbies, and ex-
tracurricular activities; 

(2) The opportunity at any time to 
refuse to permit the operator’s further 
use or future online collection of per-
sonal information from that child, and 
to direct the operator to delete the 
child’s personal information; and 

(3) Notwithstanding any other provi-
sion of law, a means of reviewing any 
personal information collected from 
the child. The means employed by the 
operator to carry out this provision 
must: 
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(i) Ensure that the requestor is a par-
ent of that child, taking into account 
available technology; and 

(ii) Not be unduly burdensome to the 
parent. 

(b) Neither an operator nor the oper-
ator’s agent shall be held liable under 
any Federal or State law for any dis-
closure made in good faith and fol-
lowing reasonable procedures in re-
sponding to a request for disclosure of 
personal information under this sec-
tion. 

(c) Subject to the limitations set 
forth in § 312.7, an operator may termi-
nate any service provided to a child 
whose parent has refused, under para-
graph (a)(2) of this section, to permit 
the operator’s further use or collection 
of personal information from his or her 
child or has directed the operator to 
delete the child’s personal information. 

§ 312.7 Prohibition against condi-
tioning a child’s participation on 
collection of personal information. 

An operator is prohibited from condi-
tioning a child’s participation in a 
game, the offering of a prize, or an-
other activity on the child’s disclosing 
more personal information than is rea-
sonably necessary to participate in 
such activity. 

§ 312.8 Confidentiality, security, and 
integrity of personal information 
collected from children. 

The operator must establish and 
maintain reasonable procedures to pro-
tect the confidentiality, security, and 
integrity of personal information col-
lected from children. The operator 
must also take reasonable steps to re-
lease children’s personal information 
only to service providers and third par-
ties who are capable of maintaining the 
confidentiality, security and integrity 
of such information, and who provide 
assurances that they will maintain the 
information in such a manner. 

§ 312.9 Enforcement. 
Subject to sections 6503 and 6505 of 

the Children’s Online Privacy Protec-
tion Act of 1998, a violation of a regula-
tion prescribed under section 6502 (a) of 
this Act shall be treated as a violation 
of a rule defining an unfair or decep-
tive act or practice prescribed under 

section 18(a)(1)(B) of the Federal Trade 
Commission Act (15 U.S.C. 57a(a)(1)(B)). 

§ 312.10 Data retention and deletion 
requirements. 

An operator of a Web site or online 
service shall retain personal informa-
tion collected online from a child for 
only as long as is reasonably necessary 
to fulfill the purpose for which the in-
formation was collected. The operator 
must delete such information using 
reasonable measures to protect against 
unauthorized access to, or use of, the 
information in connection with its de-
letion. 

§ 312.11 Safe harbor programs. 
(a) In general. Industry groups or 

other persons may apply to the Com-
mission for approval of self-regulatory 
program guidelines (‘‘safe harbor pro-
grams’’). The application shall be filed 
with the Commission’s Office of the 
Secretary. The Commission will pub-
lish in the FEDERAL REGISTER a docu-
ment seeking public comment on the 
application. The Commission shall 
issue a written determination within 
180 days of the filing of the application. 

(b) Criteria for approval of self-regu-
latory program guidelines. Proposed safe 
harbor programs must demonstrate 
that they meet the following perform-
ance standards: 

(1) Program requirements that en-
sure operators subject to the self-regu-
latory program guidelines (‘‘subject op-
erators’’) provide substantially the 
same or greater protections for chil-
dren as those contained in §§ 312.2 
through 312.8, and 312.10. 

(2) An effective, mandatory mecha-
nism for the independent assessment of 
subject operators’ compliance with the 
self-regulatory program guidelines. At 
a minimum, this mechanism must in-
clude a comprehensive review by the 
safe harbor program, to be conducted 
not less than annually, of each subject 
operator’s information policies, prac-
tices, and representations. The assess-
ment mechanism required under this 
paragraph can be provided by an inde-
pendent enforcement program, such as 
a seal program. 

(3) Disciplinary actions for subject 
operators’ non-compliance with self- 
regulatory program guidelines. This 
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