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to collect information for law enforce-
ment purposes and may prevent the 
eventual development of the necessary 
criminal intelligence or otherwise im-
pede effective law enforcement. 

(7) From subsection (e)(8) to the ex-
tent that such notice may impede, 
interfere with, or otherwise com-
promise law enforcement and security 
efforts. 

(8) From subsection (g) to the extent 
that this system is exempt from the ac-
cess and amendment provisions of sub-
section (d). 

(u) Consistent with the legislative 
purpose of the Privacy Act of 1974, the 
United States Marshals Service will 
grant access to nonexempt material in 
records which are maintained by the 
Service. Disclosure will be governed by 
the Department’s Privacy Regulations, 
but will be limited to the extent that 
the identity of confidential sources 
will not be compromised; subjects of an 
investigation of an actual or potential 
criminal, civil or regulatory violation 
will not be alerted to the investigation; 
the physical safety of witnesses, in-
formants and law enforcement per-
sonnel will not be endangered; the pri-
vacy of third parties will not be vio-
lated; and that the disclosure would 
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted 
from the requested documents and the 
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except 
those indicated above. The decisions to 
release information from these systems 
will be made on a case-by-case basis. 

[Order No. 645–76, 41 FR 12640, Mar. 26, 1976, 
as amended by Order No. 8–83, 48 FR 19024, 
Apr. 27, 1983; Order No. 10–86, 51 FR 20275, 
June 4, 1986; Order No. 11–86, 51 FR 20277, 
June 4, 1986; Order No. 61–92, 57 FR 3284, Jan. 
29, 1992; Order No. 66–92, 57 FR 20654, May 14, 
1992; Order No. 105–95, 60 FR 30467, June 9, 
1995; Order No. 212–2001, 66 FR 6470, Jan. 22, 
2001] 

§ 16.102 Exemption of Drug Enforce-
ment Administration and Immigra-
tion and Naturalization Service 
Joint System of Records. 

(a) The following system of records is 
exempted pursuant to provisions of 5 
U.S.C. 552a(j)(2) from subsections (c) (3) 
and (4), (d), (e) (1), (2) and (3), (e)(4) (G), 

(H), and (I), (e)(5) and (8), (f), (g), and 
(h) of 5 U.S.C. 552a; in addition the fol-
lowing system of records is exempted 
pursuant to the provisions of 5 U.S.C. 
552 (k)(1) and (k)(2) from subsections 
(c)(3), (d), (e)(1), (e)(4) (G), (H), and (I), 
and (f) of 5 U.S.C. 552a. 

(1) Automated Intelligence Record 
System (Pathfinder), JUSTICE/DEA- 
INS-111. 

These exemptions apply to the extent 
that information in those systems is 
subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), (k)(1) and (k)(2). 

(b) The system of records listed under 
paragraph (a) of this section is exempt-
ed, for the reasons set forth from the 
following provisions of 5 U.S.C. 552a: 

(1)(c)(3). The release of the disclosure 
accounting for disclosures made pursu-
ant to subsection (b) of the Act, includ-
ing those permitted under the routine 
uses published for these systems of 
records, would permit the subject of an 
investigation of an actual or potential 
criminal, civil, or regulatory violation 
to determine whether he is the subject 
of investigation, or to obtain valuable 
information concerning the nature of 
that investigation, and the information 
obtained, or the identity of witnesses 
and informants and would therefore 
present a serious impediment to law 
enforcement. In addition, disclosure of 
the accounting would amount to notice 
to the individual of the existence of a 
record; such notice requirement under 
subsection (f)(1) is specifically exempt-
ed for these systems of records. 

(2)(c)(4). Since an exemption is being 
claimed for subsection (d) of the Act 
(Access to Records) this subsection is 
inapplicable to the extent that these 
systems of records are exempted from 
subsection (d). 

(3)(d). Access to the records con-
tained in these systems would inform 
the subject of an investigation of an 
actual or potential criminal, civil, or 
regulatory violation of the existence of 
that investigation, or the nature and 
scope of the information and evidence 
obtained as to his activities, of the 
identity of witnesses and informants, 
or would provide information that 
could enable the subject to avoid detec-
tion or apprehension. These factors 
would present a serious impediment to 
effective law enforcement because they 
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could prevent the successful comple-
tion of the investigation, endanger the 
physical safety of witnesses or inform-
ants, and lead to the improper influ-
encing of witnesses, the destruction of 
evidence, or the fabrication of testi-
mony. 

(4)(e)(1). The notices of these systems 
of records published in the FEDERAL 
REGISTER set forth the basic statutory 
or related authority for maintenance of 
this system. However, in the course of 
criminal or other law enforcement in-
vestigations, cases, and matters, the 
Immigration and Naturalization Serv-
ice or the Drug Enforcement Adminis-
tration will occasionally obtain infor-
mation concerning actual or potential 
violations of law that are not strictly 
within its statutory or other authority 
or may compile information in the 
course of an investigation which may 
not be relevant to a specific prosecu-
tion. In the interests of effective law 
enforcement, it is necessary to retain 
such information in these systems of 
records since it can aid in establishing 
patterns of criminal activity and can 
provide valuable leads for federal and 
other law enforcement agencies. 

(5)(e)(2). In a criminal investigation 
or prosecution, the requirement that 
information be collected to the great-
est extent practicable from the subject 
individual would present a serious im-
pediment to law enforcement because 
the subject of the investigation or 
prosecution would be placed on notice 
as to the existence of the investigation 
and would therefore be able to avoid 
detection or apprehension, to influence 
witnesses improperly, to destroy evi-
dence, or to fabricate testimony. 

(6)(e)(3). The requirement that indi-
viduals supplying information be pro-
vided with a form stating the require-
ments of subsection (e)(3) would con-
stitute a serious impediment to law en-
forcement in that it could compromise 
the existence of a confidential inves-
tigation or reveal the identity of wit-
nesses or confidential informants. 

(7)(e)(4) (G) and (H). Since an exemp-
tion is being claimed for subsections (f) 
(Agency Rules) and (d) (Access to 
Records) of the Act these subsections 
are inapplicable to the extent that 
these systems of records are exempted 
from subsections (f) and (d). 

(8)(e)(4)(I). The categories of sources 
of the records in these systems have 
been published in the FEDERAL REG-
ISTER in broad generic terms in the be-
lief that this is all that subsection 
(e)(4)(I) of the Act requires. In the 
event, however, that this subsection 
should be interpreted to require more 
detail as to the identity of sources of 
the records in these systems, exemp-
tion from this provision is necessary in 
order to protect the confidentiality of 
the sources of criminal and other law 
enforcement information. Such exemp-
tion is further necessary to protect the 
privacy and physical safety of wit-
nesses and informants. 

(9)(e)(5). In the collection of informa-
tion for criminal law enforcement pur-
poses it is impossible to determine in 
advance what information is accurate, 
relevant, timely, and complete. With 
the passage of time, seemingly irrele-
vant or untimely information may ac-
quire new significance as further inves-
tigation brings new details to light and 
the accuracy of such information can 
often only be determined in a court of 
law. The restrictions of subsection 
(e)(5) would restrict the ability of 
trained investigators, intelligence ana-
lysts, and government attorneys in ex-
ercising their judgment in reporting on 
information and investigations and im-
pede the development of criminal or 
other intelligence necessary for effec-
tive law enforcement. 

(10)(e)(8). The individual notice re-
quirements of subsection (e)(8) could 
present a serious impediment to law 
enforcement as this could interfere 
with the ability to issue warrants or 
subpoenas and could reveal investiga-
tive techniques, procedures, or evi-
dence. 

(11)(f). Procedures for notice to an in-
dividual pursuant to subsection (f)(1) as 
to the existence of records pertaining 
to him dealing with an actual or poten-
tial criminal, civil, or regulatory in-
vestigation or prosecution must be ex-
empted because such notice to an indi-
vidual would be detrimental to the suc-
cessful conduct and/or completion of an 
investigation or prosecution pending or 
future. In addition, mere notice of the 
fact of an investigation could inform 
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the subject or others that their activi-
ties are under or may become the sub-
ject of an investigation and could en-
able the subjects to avoid detection or 
apprehension, to influence witnesses 
improperly, to destroy evidence, or to 
fabricate testimony. 

Since an exemption is being claimed 
for subsection (d) of the Act (Access to 
Records) the rules required pursuant to 
subsections (f) (2) through (5) are inap-
plicable to these systems of records to 
the extent that these systems of 
records are exempted from subsection 
(d). 

(12)(g). Since an exemption is being 
claimed for subsections (d) (Access to 
Records) and (f) (Agency Rules) this 
section is inapplicable, and is exempted 
for the reasons set forth for those sub-
sections, to the extent that these sys-
tems of records are exempted from sub-
sections (d) and (f). 

(13)(h). Since an exemption is being 
claimed for subsection (d) (Access to 
Records) and (f) (Agency Rules) this 
section is inapplicable, and is exempted 
for the reasons set forth for those sub-
sections, to the extent that these sys-
tems of records are exempted from sub-
sections (d) and (f). 

(14) In addition, exemption is claimed 
for these systems of records from com-
pliance with the following provisions of 
the Privacy Act of 1974 (5 U.S.C. 552a) 
pursuant to the provisions of 5 U.S.C. 
552a(k)(1): subsections (c)(3), (d), (e)(1), 
(e)(4) (G), (H), and (I), and (f) to the ex-
tent that the records contained in 
these systems are specifically author-
ized to be kept secret in the interests 
of national defense and foreign policy. 

[Order No. 742–77, 42 FR 40907, Aug. 12, 1977] 

§ 16.103 Exemption of the INTERPOL- 
United States National Central Bu-
reau (INTERPOL-USNCB) System. 

(a) The following system of records is 
exempt from 5 U.S.C. 552a(c) (3) and (4), 
(d), (e) (1), (2), and (3), (e)(4) (G) and (H), 
(e)(5) and (8), (f) and (g): 

(1) The INTERPOL-United States Na-
tional Central Bureau (INTERPOL- 
USNCB) (Department of Justice) 
INTERPOL-USNCB Records System 
(JUSTICE/INTERPOL–001). 

This exemption applies only to the ex-
tent that information in this system is 

subject to exemption pursuant to 5 
U.S.C. 552a (j)(2), (k)(2), and (k)(5). 

(b) Exemptions from the particular 
subsections are justified for the fol-
lowing reasons: 

(1) From subsection (c)(3) because the 
release of accounting disclosures would 
place the subject of an investigation on 
notice that he is under investigation 
and provide him with significant infor-
mation concerning the nature of the 
investigation, thus resulting in a seri-
ous impediment to law enforcement. 

(2) From subsections (c)(4), (d), (e)(4) 
(G), and (H), (f) and (g) because these 
provisions concern individual access to 
records and such access might com-
promise ongoing investigations reveal 
investigatory techniques and confiden-
tial informants, and invade the privacy 
of private citizens who provide infor-
mation in connection with a particular 
investigation. 

(3) From subsection (e)(1) because in-
formation received in the course of an 
international criminal investigation 
may involve a violation of state or 
local law, and it is beneficial to main-
tain this information to provide inves-
tigative leads to state and local law en-
forcement agencies. 

(4) From subsection (e)(2) because 
collecting information from the sub-
ject of criminal investigations would 
thwart the investigation by placing the 
subject on notice. 

(5) From subsection (e)(3) because 
supplying an individual with a state-
ment of the intended use of the re-
quested information could compromise 
the existence of a confidential inves-
tigation, and may inhibit cooperation. 

(6) From subsection (e)(5) because the 
vast majority of these records come 
from local criminal justice agencies 
and it is administratively impossible 
to ensure that the records comply with 
this provision. Submitting agencies 
are, however, urged on a continuing 
basis to ensure that their records are 
accurate and include all dispositions. 

(7) From subsection (e)(8) because the 
notice requirements of this provision 
could present a serious impediment to 
law enforcement by revealing inves-
tigative techniques, procedures, and 
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