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enforcement personnel, confidential 
sources, and witnesses. The FBI takes 
seriously its obligation to maintain ac-
curate records despite its assertion of 
this exemption, and to the extent it, in 
its sole discretion, agrees to permit 
amendment or correction of FBI 
records, it will share that information 
in appropriate cases with subjects of 
the information. 

(4) From subsection (e)(1) because it 
is not always possible to know in ad-
vance what information is relevant and 
necessary for law enforcement and in-
telligence purposes. The relevance and 
utility of certain information that may 
have a nexus to terrorism or other 
crimes may not always be evident until 
and unless it is vetted and matched 
with other sources of information that 
are necessarily and lawfully main-
tained by the FBI. 

(5) From subsections (e)(2) and (3) be-
cause application of these provisions 
could present a serious impediment to 
efforts to solve crimes and improve na-
tional security. Application of these 
provisions would put the subject of an 
investigation on notice of that fact and 
allow the subject an opportunity to en-
gage in conduct intended to impede 
that activity or avoid apprehension. 

(6) From subsection (e)(4)(I), to the 
extent that this subsection is inter-
preted to require more detail regarding 
the record sources in this system than 
has been published in the FEDERAL 
REGISTER. Should the subsection be so 
interpreted, exemption from this provi-
sion is necessary to protect the sources 
of law enforcement and intelligence in-
formation and to protect the privacy 
and safety of witnesses and informants 
and others who provide information to 
the FBI. Further, greater specificity of 
properly classified records could com-
promise national security. 

(7) From subsection (e)(5) because in 
the collection of information for au-
thorized law enforcement and intel-
ligence purposes, it is impossible to de-
termine in advance what information 
is accurate, relevant, timely and com-
plete. With time, seemingly irrelevant 
or untimely information may acquire 
new significance when new details are 
brought to light. Additionally, the in-
formation may aid in establishing pat-
terns of activity and providing crimi-

nal or intelligence leads. It could im-
pede investigative progress if it were 
necessary to assure relevance, accu-
racy, timeliness and completeness of 
all information obtained during the 
scope of an investigation. Further, 
some of the records in this system 
come from other agencies and it would 
be administratively impossible for the 
FBI to vouch for the compliance of 
these agencies with this provision. 

(8) From subsection (e)(8) because to 
require individual notice of disclosure 
of information due to compulsory legal 
process would pose an impossible ad-
ministrative burden on the FBI and 
may alert the subjects of law enforce-
ment investigations, who might be oth-
erwise unaware, to the fact of those in-
vestigations. 

(9) From subsections (f) and (g) to the 
extent that the system is exempt from 
other specific subsections of the Pri-
vacy Act. 

[Order No. 40–80, 45 FR 5301, Jan. 23, 1980] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting § 16.96, see the List of CFR 
Sections Affected, which appears in the 
Finding Aids section of the printed volume 
and at www.fdsys.gov. 

§ 16.97 Exemption of Bureau of Pris-
ons Systems—limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a (c) (3) 
and (4), (d), (e) (2) and (3), (e)(4) (H), 
(e)(8), (f) and (g): 

(1) Custodial and Security Record 
System (JUSTICE/BOP–001). 

(2) Industrial Inmate Employment 
Record System (JUSTICE/BOP–003). 

(3) Inmate Administrative Remedy 
Record System (JUSTICE/BOP–004). 

(4) Inmate Commissary Accounts 
Record System (JUSTICE/BOP–006). 

(5) Inmate Physical and Mental 
Health Record System (JUSTICE/BOP– 
007). 

(6) Inmate Safety and Accident Com-
pensation Record System (JUSTICE/ 
BOP–008). 

(7) Federal Tort Claims Act Record 
System (JUSTICE/BOP–009). 

(8) Federal Tort Claims Act Record 
System (JUSTICE/BOP–009). 

These exemptions apply only to the ex-
tent that information in these systems 
is subject to exemption pursuant to 5 
U.S.C. 552a(j). 
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(b) Exemptions from the particular 
subsections are justified for the fol-
lowing reasons: 

(1) From subsection (c)(3) because in-
mates will not be permitted to gain ac-
cess or to contest contents of these 
record systems under the provisions of 
subsection (d) of 5 U.S.C. 552a. Reveal-
ing disclosure accountings can com-
promise legitimate law enforcement 
activities and Bureau of Prisons re-
sponsibilities. 

(2) From subsection (c)(4) because ex-
emption from provisions of subsection 
(d) will make notification of formal 
disputes inapplicable. 

(3) From subsection (d) because ex-
emption from this subsection is essen-
tial to protect internal processes by 
which Bureau personnel are able to for-
mulate decisions and policies with re-
gard to federal prisoners, to prevent 
disclosure of information to federal in-
mates that would jeopardize legitimate 
correctional interests of security, cus-
tody, or rehabilitation, and to permit 
receipt of relevant information from 
other federal agencies, state and local 
law enforcement agencies, and federal 
and state probation and judicial of-
fices. 

(4) From subsection (e)(2) because 
primary collection of information di-
rectly from federal inmates about 
criminal sentences or criminal records 
is highly impractical and inappro-
priate. 

(5) From subsection (e)(3) because in 
view of the Bureau of Prisons’ respon-
sibilities, application of this provision 
to its operations and collection of in-
formation is inappropriate. 

(6) From subsection (e)(4)(H) because 
exemption from provisions of sub-
section (d) will make publication of 
agency procedures under this sub-
section inapplicable. 

(7) From subsection (e)(8) because the 
nature of Bureau of Prisons law en-
forcement activities renders notice of 
compliance with compulsory legal 
process impractical. 

(8) From subsection (f) because ex-
emption from provisions of subsection 
(d) will render compliance with provi-
sions of this subsection inapplicable. 

(9) From subsection (g) because ex-
emption from provisions of subsection 

(d) will render provisions of this sub-
section inapplicable. 

(c) The following system of records is 
exempted pursuant to 5 U.S.C. 552a(j)(2) 
from subsections (c)(3) and (4), (d), 
(e)(1), (2) and (3), (e)(5) and (e)(8), and 
(g). In addition, the following system of 
records is exempted pursuant to 5 
U.S.C. 552a(k)(2) from subsections 
(c)(3), (d), and (e)(1): 

Bureau of Prisons Access Control Entry/Exit, 
(JUSTICE/BOP–010). 

(d) These exemptions apply only to 
the extent that information in these 
systems is subject to exemption pursu-
ant to 5 U.S.C. 552a(j)(2) or (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi-
viduals to contest the accuracy of the 
information collected, e.g. public 
source materials, or those supplied by 
third parties, the applicable exemption 
may be waived, either partially or to-
tally, by the BOP. Exemptions from 
the particular subsections are justified 
for the following reasons: 

(1) From subsection (c)(3) for similar 
reasons as those enumerated in para-
graph (3). 

(2) From subsection (c)(4) to the ex-
tent that exemption from subsection 
(d) will make notification of correc-
tions or notations of disputes inappli-
cable. 

(3) From the access provisions of sub-
section (d) to the extent that exemp-
tion from this subsection may appear 
to be necessary to prevent access by 
record subjects to information that 
may jeopardize the legitimate correc-
tional interests of safety, security, and 
good order of Bureau of Prisons facili-
ties; to protect the privacy of third 
parties; and to protect access to rel-
evant information received from third 
parties, such as other Federal State, 
local and foreign law enforcement 
agencies, Federal and State probation 
and judicial offices, the disclosure of 
which may permit a record subject to 
evade apprehension, prosecution, etc.; 
and/or to otherwise protect investiga-
tory or law enforcement information, 
whether received from other third par-
ties, or whether developed internally 
by the BOP. 
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(4) From the amendment provisions 
of subsection (d) because amendment of 
the records would interfere with law 
enforcement operations and impose an 
impossible administrative burden. In 
addition to efforts to ensure accuracy 
so as to withstand possible judicial 
scrutiny, it would require that law en-
forcement and investigatory informa-
tion be continuously reexamined, even 
where the information may have been 
collected from the record subject. Also, 
where records are provided by other 
Federal criminal justice agencies or 
other State, local and foreign jurisdic-
tions, it may be administratively im-
possible to ensure compliance with this 
provision. 

(5) From subsection (e)(1) to the ex-
tent that the BOP may collect infor-
mation that may be relevant to the law 
enforcement operations of other agen-
cies. In the interests of overall, effec-
tive law enforcement, such information 
should be retained and made available 
to those agencies with relevant respon-
sibilities. 

(6) From subsection (e)(2) because 
primary collection of information di-
rectly from the record subject is often 
highly impractical, inappropriate and 
could result in inaccurate information. 

(7) From subsection (e)(3) because 
compliance with this subsection may 
impede the collection of information 
that may be valuable to law enforce-
ment interests. 

(8) From subsection (e)(5) because in 
the collection and maintenance of in-
formation for law enforcement pur-
poses, it is impossible to determine in 
advance what information is accurate, 
relevant, timely and complete. Data 
which may seem unrelated, irrelevant 
or incomplete when collected may take 
on added meaning or significance as an 
investigation progresses or with the 
passage of time, and could be relevant 
to future law enforcement decisions. 

(9) From subsection (e)(8) because the 
nature of BOP law enforcement activi-
ties renders notice of compliance with 
compulsory legal process impractical 
and could seriously jeopardize institu-
tion security and personal safety and/ 
or impede overall law enforcement ef-
forts. 

(10) From subsection (g) to the extent 
that the system is exempted from sub-
section (d). 

(e) The following system of records is 
exempt from 5 U.S.C. 552a (c) (3) and 
(4), (d), (e) (2) and (3), (e)(5) and (e)(8), 
(f) and (g): 

Telephone Activity Record System (JUS-
TICE/BOP–011). 

(f) These exemptions apply only to 
the extent that information in this sys-
tem is subject to exemption pursuant 
to 5 U.S.C. 552a (j)(2) and/or (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi-
viduals to contest the accuracy of the 
information collected, the applicable 
exemption may be waived, either par-
tially or totally, by the BOP. Exemp-
tions from the particular subsections 
are justified for the following reasons: 

(1) From subsection (c)(3) to the ex-
tent that this system of records is ex-
empt from subsection (d), and for such 
reasons as those cited for subsection 
(d) in paragraph (f)(3) below. 

(2) From subsection (c)(4) to the ex-
tent that exemption from subsection 
(d) makes this exemption inapplicable. 

(3) From the access provisions of sub-
section (d) because exemption from 
this subsection is essential to prevent 
access of information by record sub-
jects that may invade third party pri-
vacy; frustrate the investigative proc-
ess; jeopardize the legitimate correc-
tional interests of safety, security, and 
good order to prison facilities; or oth-
erwise compromise, impede, or inter-
fere with BOP or other law enforce-
ment agency activities. 

(4) From the amendment provisions 
from subsection (d) because amend-
ment of the records may interfere with 
law enforcement operations and would 
impose an impossible administrative 
burden by requiring that, in addition 
to efforts to ensure accuracy so as to 
withstand possible judicial scrutiny, it 
would require that law enforcement in-
formation be continuously reexamined, 
even where the information may have 
been collected from the record subject. 
Also, some of these records come from 
other Federal criminal justice agencies 
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or State, local and foreign jurisdic-
tions, or from Federal and State proba-
tion and judicial offices, and it is ad-
ministratively impossible to ensure 
that the records comply with this pro-
vision. 

(5) From subsection (e)(2) because the 
nature of criminal and other investiga-
tive activities is such that vital infor-
mation about an individual can be ob-
tained from other persons who are fa-
miliar with such individual and his/her 
activities. In such investigations it is 
not feasible to rely solely upon infor-
mation furnished by the individual 
concerning his/her own activities since 
it may result in inaccurate informa-
tion. 

(6) From subsection (e)(3) because in 
view of BOP’s operational responsibil-
ities, application of this provision to 
the collection of information is inap-
propriate. Application of this provision 
could provide the subject with substan-
tial information which may in fact im-
pede the information gathering process 
or compromise an investigation. 

(7) From subsection (e)(5) because in 
the collection and maintenance of in-
formation for law enforcement pur-
poses, it is impossible to determine in 
advance what information is accurate, 
relevant, timely and complete. Mate-
rial which may seem unrelated, irrele-
vant or incomplete when collected may 
take on added meaning or significance 
at a later date or as an investigation 
progresses. Also, some of these records 
may come from other Federal, State, 
local and foreign law enforcement 
agencies, and from Federal and State 
probation and judicial offices and it is 
administratively impossible to ensure 
that the records comply with this pro-
vision. It would also require that law 
enforcement information be continu-
ously reexamined even where the infor-
mation may have been collected from 
the record subject. 

(8) From subsection (e)(8) because the 
nature of BOP law enforcement activi-
ties renders impractical the notice of 
compliance with compulsory legal 
process. This requirement could 
present a serious impediment to law 
enforcement such as revealing inves-
tigative techniques or the existence of 
confidential investigations, jeopardize 
the security of third parties, or other-

wise compromise law enforcement ef-
forts. 

(9)–(10) [Reserved] 
(11) From subsections (f) and (g) to 

the extent that this system is exempt 
from the access and amendment provi-
sions of subsection (d). 

(g) The following system of records is 
exempt pursuant to the provisions of 5 
U.S.C. 552a(j)(2) from subsections (c) (3) 
and (4), (d), (e) (1), (2), and (3), (e)(5) and 
(e)(8), and (g) of 5 U.S.C. 552a. In addi-
tion, the following system of records is 
exempt pursuant to the provisions of 5 
U.S.C. 552a (k)(1) and (k)(2) from sub-
sections (c)(3), (d), and (e)(1) of 5 U.S.C. 
552a: 

Bureau of Prisons, Office of Internal Affairs 
Investigative Records, JUSTICE/BOP–012 

(h) These exemptions apply only to 
the extent that information in this sys-
tem is subject to exemption pursuant 
to 5 U.S.C. 552a (j)(2), (k)(1), and (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi-
viduals to contest the accuracy of the 
information collected, e.g., public 
source materials, the applicable ex-
emption may be waived, either par-
tially or totally, by the Office of Inter-
nal Affairs (OIA). Exemptions from the 
particular subsections are justified for 
the following reasons: 

(1) From subsection (c)(3) because re-
lease of disclosure accounting could 
alert the subject of an investigation of 
an actual or potential criminal, civil, 
or regulatory violation to the existence 
of the investigation and the fact that 
they are subjects of the investigation, 
and reveal investigative interest by not 
only the OIA but also by the recipient 
agency. Since release of such informa-
tion to the subjects of an investigation 
would provide them with significant in-
formation concerning the nature of the 
investigation, release could result in 
activities that would impede or com-
promise law enforcement such as: the 
destruction of documentary evidence; 
improper influencing of witnesses; 
endangerment of the physical safety of 
confidential sources, witnesses, and 
law enforcement personnel; fabrication 
of testimony; and flight of the subject 
from the area. In addition, release of 
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disclosure accounting could result in 
the release of properly classified infor-
mation which could compromise the 
national defense or disrupt foreign pol-
icy. 

(2) From subsection (c)(4) because 
this system is exempt from the access 
provisions of subsection (d) pursuant to 
subsections (j) and (k) of the Privacy 
Act. 

(3) From the access and amendment 
provisions of subsection (d) because ac-
cess to the records contained in this 
system of records could provide the 
subject of an investigation with infor-
mation concerning law enforcement ac-
tivities such as that relating to an ac-
tual or potential criminal, civil or reg-
ulatory violation; the existence of an 
investigation; the nature and scope of 
the information and evidence obtained 
as to his activities; the identity of con-
fidential sources, witnesses, and law 
enforcement personnel; and informa-
tion that may enable the subject to 
avoid detection or apprehension. Such 
disclosure would present a serious im-
pediment to effective law enforcement 
where they prevent the successful com-
pletion of the investigation; endanger 
the physical safety of confidential 
sources, witnesses, and law enforce-
ment personnel; and/or lead to the im-
proper influencing of witnesses, the de-
struction of evidence, or the fabrica-
tion of testimony. In addition, grant-
ing access to such information could 
disclose security-sensitive or confiden-
tial business information or informa-
tion that would constitute an unwar-
ranted invasion of the personal privacy 
of third parties. Finally, access to the 
records could result in the release of 
properly classified information which 
could compromise the national defense 
or disrupt foreign policy. Amendment 
of the records would interfere with on-
going investigations and law enforce-
ment activities and impose an impos-
sible administrative burden by requir-
ing investigations to be continuously 
reinvestigated. 

(4) From subsection (e)(1) because the 
application of this provision could im-
pair investigations and interfere with 
the law enforcement responsibilities of 
the OIA for the following reasons: 

(i) It is not possible to detect rel-
evance or necessity of specific informa-

tion in the early stages of a civil, 
criminal or other law enforcement in-
vestigation, case, or matter, including 
investigations in which use is made of 
properly classified information. Rel-
evance and necessity are questions of 
judgment and timing, and it is only 
after the information is evaluated that 
the relevance and necessity of such in-
formation can be established. 

(ii) During the course of any inves-
tigation, the OIA may obtain informa-
tion concerning actual or potential vio-
lations of laws other than those within 
the scope of its jurisdiction. In the in-
terest of effective law enforcement, the 
OIA should retain this information as 
it may aid in establishing patterns of 
criminal activity, and can provide val-
uable leads for Federal and other law 
enforcement agencies. 

(iii) In interviewing individuals or 
obtaining other forms of evidence dur-
ing an investigation, information may 
be supplied to an investigator which re-
lates to matters incidental to the pri-
mary purpose of the investigation but 
which may relate also to matters under 
the investigative jurisdiction of an-
other agency. Such information cannot 
readily be segregated. 

(5) From subsection (e)(2) because, in 
some instances, the application of this 
provision would present a serious im-
pediment to law enforcement for the 
following reasons: 

(i) The subject of an investigation 
would be placed on notice as to the ex-
istence of an investigation and would 
therefore be able to avoid detection or 
apprehension, to improperly influence 
witnesses, to destroy evidence, or to 
fabricate testimony. 

(ii) In certain circumstances the sub-
ject of an investigation cannot be re-
quired to provide information to inves-
tigators, and information relating to a 
subject’s illegal acts, violations of 
rules of conduct, or any other mis-
conduct must be obtained from other 
sources. 

(iii) In any investigation it is nec-
essary to obtain evidence from a vari-
ety of sources other than the subject of 
the investigation in order to verify the 
evidence necessary for successful liti-
gation. 
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(6) From subsection (e)(3) because the 
application of this provision would pro-
vide the subject of an investigation 
with substantial information which 
could impede or compromise the inves-
tigation. Providing such notice to a 
subject of an investigation could inter-
fere with an undercover investigation 
by revealing its existence, and could 
endanger the physical safety of con-
fidential sources, witnesses, and inves-
tigators by revealing their identities. 

(7) From subsection (e)(5) because the 
application of this provision would pre-
vent the collection of any data not 
shown to be accurate, relevant, timely, 
and complete at the moment it is col-
lected. In the collection of information 
for law enforcement purposes, it is im-
possible to determine in advance what 
information is accurate, relevant, 
timely, and complete. Material which 
may seem unrelated, irrelevant, or in-
complete when collected may take on 
added meaning or significance as an in-
vestigation progresses. The restrictions 
of this provision could interfere with 
the preparation of a complete inves-
tigation report, and thereby impede ef-
fective law enforcement. 

(8) From subsection (e)(8) because the 
application of this provision could pre-
maturely reveal an ongoing criminal 
investigation to the subject of the in-
vestigation, and could reveal investiga-
tion techniques, procedures, and/or evi-
dence. 

(9) From subsection (g) to the extent 
that this system is exempt from the ac-
cess and amendment provisions of sub-
section (d) pursuant to subsections 
(j)(2), (k)(1), and (k)(2) of the Privacy 
Act. 

(i) Consistent with the legislative 
purpose of the Privacy Act of 1974 (Pub. 
L. 93–579) the BOP has initiated a pro-
cedure whereby federal inmates in cus-
tody may gain access and review their 
individual prison files maintained at 
the institution of incarceration. Access 
to these files will be limited only to 
the extent that the disclosure of 
records to the inmate would jeopardize 
internal decision-making or policy de-
terminations essential to the effective 
operation of the Bureau of Prisons; to 
the extent that disclosure of the 
records to the inmate would jeopardize 
privacy rights of others, or a legiti-

mate correctional interest of security, 
custody, or rehabilitation; and to the 
extent information is furnished with a 
legitimate expectation of confiden-
tiality. The Bureau of Prisons will con-
tinue to provide access to former in-
mates under existing regulations as is 
consistent with the interests listed 
above. Under present Bureau of Prisons 
regulations, inmates in federal institu-
tions may file administrative com-
plaints on any subject under the con-
trol of the Bureau. This would include 
complaints pertaining to information 
contained in these systems of records. 

(j) The following system of records is 
exempt pursuant to 5 U.S.C. 552a(j) and 
(k) from subsections (c)(3) and (4); (d); 
(e)(1), (2), (3), (4)(G), (H), and (I), (5), (8); 
(f); and (g): Inmate Central Records 
System (JUSTICE/BOP–005). 

(k) These exemptions apply only to 
the extent that information in this sys-
tem is subject to exemption pursuant 
to 5 U.S.C. 552a (j)(2) and/or (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi-
viduals to contest the accuracy of the 
information collected, the applicable 
exemption may be waived, either par-
tially or totally, by the BOP. Exemp-
tions from the particular subsections 
are justified for the following reasons: 

(1) From subsection (c)(3), the re-
quirement that an accounting be made 
available to the named subject of a 
record, because this system is exempt 
from the access provisions of sub-
section (d). Also, because making 
available to a record subject the ac-
counting of disclosures from records 
concerning the subject individual 
would specifically reveal any investiga-
tive interest in the individual. Reveal-
ing this information may thus com-
promise ongoing law enforcement ef-
forts, as well as efforts to identify and 
defuse any potential acts of terrorism. 
Revealing this information may also 
permit the subject individual to take 
measures to impede the investigation, 
such as destroying evidence, intimi-
dating potential witnesses, or fleeing 
the area to avoid the investigation. 

(2) From subsection (c)(4) notifica-
tion requirements because this system 
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is exempt from the access and amend-
ment provisions of subsection (d). 

(3) From subsections (d)(1), (2), (3), 
and (4), because these provisions con-
cern individual access to and amend-
ment of records, compliance with 
which could jeopardize the legitimate 
correctional interests of safety, secu-
rity, and good order of prison facilities; 
alert the subject of a suspicious activ-
ity report of the fact and nature of the 
report and any underlying investiga-
tion and/or the investigative interest of 
the BOP and other law enforcement 
agencies; interfere with the overall law 
enforcement process by leading to the 
destruction of evidence, improper in-
fluencing of witnesses, and/or flight of 
the subject; possibly identify a con-
fidential source or disclose information 
which would constitute an unwar-
ranted invasion of another’s personal 
privacy; reveal a sensitive investiga-
tive or intelligence technique; or con-
stitute a potential danger to the health 
or safety of law enforcement personnel, 
confidential informants, and witnesses. 
Although the BOP has rules in place 
emphasizing that records should be 
kept up to date, the requirement for 
amendment of these records would 
interfere with ongoing law enforcement 
activities and impose an impossible ad-
ministrative burden by requiring inves-
tigations, analyses, and reports to be 
continuously reinvestigated and re-
vised. 

(4) From subsection (e)(1) because it 
is not always possible to know in ad-
vance what information is relevant and 
necessary for the proper safekeeping, 
care, and custody of incarcerated per-
sons, and for the proper security and 
safety of federal prisons and the public. 
In addition, to the extent that the BOP 
may collect information that may also 
be relevant to the law enforcement op-
erations of other agencies, in the inter-
ests of overall, effective law enforce-
ment, such information should be re-
tained and made available to those 
agencies with such relevant respon-
sibilities. 

(5) From subsections (e)(2) because 
the nature of criminal investigative 
and correctional activities is such that 
vital information about an individual 
can be obtained from other persons 
who are familiar with such individual 

and his/her activities. In such inves-
tigations and activities, it is not fea-
sible to rely solely upon information 
furnished by the individual concerning 
his/her own activities since it may re-
sult in inaccurate information and 
compromise ongoing criminal inves-
tigations or correctional management 
decisions. 

(6) From subsections (e)(3) because in 
view of BOP’s operational responsibil-
ities, the application of this provision 
would provide the subject of an inves-
tigation or correctional matter with 
significant information which may in 
fact impede the information gathering 
process or compromise ongoing crimi-
nal investigations or correctional man-
agement decisions. 

(7) From subsections (e)(4)(G) and (H) 
because this system is exempt from the 
access provisions of subsection (d). 

(8) From subsection (e)(4)(I) because 
publishing further details regarding 
categories of sources of records in the 
system may compromise ongoing in-
vestigations, reveal investigatory tech-
niques and descriptions of confidential 
informants, or constitute a potential 
danger to the health or safety of law 
enforcement personnel. 

(9) From subsection (e)(5) because in 
the collection and maintenance of in-
formation for law enforcement pur-
poses, it is difficult to determine in ad-
vance what information is accurate, 
relevant, timely, and complete. Data 
which may seem unrelated, irrelevant, 
or incomplete when collected may take 
on added meaning or significance dur-
ing the course of an investigation or 
with the passage of time, and could be 
relevant to future law enforcement de-
cisions. In addition, because many of 
these records come from courts and 
other state and local criminal justice 
agencies, it is administratively impos-
sible for them and the BOP to ensure 
compliance with this provision. The re-
strictions of subsection (e)(5) would re-
strict and delay trained correctional 
managers from timely exercising their 
judgment in managing the inmate pop-
ulation and providing for the safety 
and security of the prisons and the 
public. 
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(10) From subsection (e)(8), because 
to require individual notice of disclo-
sure of information due to a compul-
sory legal process would pose an impos-
sible administrative burden on BOP 
and may alert subjects of investiga-
tions, who might otherwise be un-
aware, to the fact of those investiga-
tions. 

(11) From subsection (f) to the extent 
that this system is exempt from the 
provisions of subsection (d). 

(12) From subsection (g) to the extent 
that this system is exempted from 
other provisions of the Act. 

(l) The following system of records is 
exempted pursuant to 5 U.S.C. 552a(j) 
from subsections (e)(1) and (e)(5): Bu-
reau of Prisons Inmate Trust Fund Ac-
counts and Commissary Record Sys-
tem, (Justice/BOP–006). 

(m) These exemptions apply only to 
the extent that information in this sys-
tem is subject to exemption pursuant 
to 5 U.S.C. 552a(j). Where compliance 
would not appear to interfere with or 
adversely affect the law enforcement 
process, and/or where it may be appro-
priate to permit individuals to contest 
the accuracy of the information col-
lected, e.g. public source materials, or 
those supplied by third parties, the ap-
plicable exemption may be waived, ei-
ther partially or totally, by the Bu-
reau. Exemptions from the particular 
subsections are justified for the fol-
lowing reasons: 

(1) From subsection (e)(1) to the ex-
tent that the Bureau may collect infor-
mation that may be relevant to the law 
enforcement operations of other agen-
cies. In the interests of overall, effec-
tive law enforcement, such information 
should be retained and made available 
to those agencies with relevant respon-
sibilities. 

(2) From subsection (e)(5) because in 
the collection and maintenance of in-
formation for law enforcement pur-
poses, it is impossible to determine in 
advance what information is accurate, 
relevant, timely and complete. Data 
which may seem unrelated, irrelevant 
or incomplete when collected may take 
on added meaning or significance as an 
investigation progresses or with the 
passage of time, and could be relevant 
to future law enforcement decisions. In 
addition, amendment of the records 

may interfere with law enforcement 
operations and would impose an impos-
sible administrative burden by requir-
ing that law enforcement information 
be continuously reexamined, even 
where the information may have been 
collected from the record subject or 
other criminal justice agencies. The re-
strictions of subsection (e)(5) would re-
strict and delay trained correctional 
managers from timely exercising their 
judgment in managing the inmate pop-
ulation and providing for the safety 
and security of the prisons and the 
public. 

(n) The following system of records is 
exempted pursuant to 5 U.S.C. 552a(j) 
from subsections (e)(1) and (e)(5): Bu-
reau of Prisons Inmate Physical and 
Mental Health Records System, (Jus-
tice/BOP–007). 

(o) These exemptions apply only to 
the extent that information in this sys-
tem is subject to exemption pursuant 
to 5 U.S.C. 552a(j). Where compliance 
would not appear to interfere with or 
adversely affect the law enforcement 
process, and/or where it may be appro-
priate to permit individuals to contest 
the accuracy of the information col-
lected, e.g. public source materials, or 
those supplied by third parties, the ap-
plicable exemption may be waived, ei-
ther partially or totally, by the Bu-
reau. Exemptions from the particular 
subsections are justified for the fol-
lowing reasons: 

(1) From subsection (e)(1) to the ex-
tent that the Bureau may collect infor-
mation that may be relevant to the law 
enforcement operations of other agen-
cies. In the interests of overall, effec-
tive law enforcement, such information 
should be retained and made available 
to those agencies with relevant respon-
sibilities. 

(2) From subsection (e)(5) because in 
the collection and maintenance of in-
formation for law enforcement pur-
poses, it is impossible to determine in 
advance what information is accurate, 
relevant, timely and complete. Data 
which may seem unrelated, irrelevant 
or incomplete when collected may take 
on added meaning or significance dur-
ing the course of an investigation or 
with the passage of time, and could be 
relevant to future law enforcement de-
cisions. In addition, because many of 
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these records come from sources out-
side the Bureau of Prisons, it is admin-
istratively impossible for them and the 
Bureau to ensure compliance with this 
provision. The restrictions of sub-
section (e)(5) would restrict and delay 
trained correctional managers from 
timely exercising their judgment in 
managing the inmate population and 
providing for the health care of the in-
mates and the safety and security of 
the prisons and the public. 

(p) The following system of records is 
exempt from 5 U.S.C. 552a (c)(3) and (4), 
(d)(1)–(4), (e)(2) and (3), (e)(5), and (g): 

Inmate Electronic Message Record 
System (JUSTICE /BOP–013). 

(q) These exemptions apply only to 
the extent that information in this sys-
tem is subject to exemption pursuant 
to 5 U.S.C. 552a (j)(2) and/or (k)(2). 
Where compliance would not appear to 
interfere with or adversely affect the 
law enforcement process, and/or where 
it may be appropriate to permit indi-
viduals to contest the accuracy of the 
information collected, the applicable 
exemption may be waived, either par-
tially or totally, by the BOP. Exemp-
tions from the particular subsections 
are justified for the following reasons: 

(1) From subsection (c)(3) to the ex-
tent that this system of records is ex-
empt from subsection (d), and for such 
reasons as those cited for subsection 
(d) in paragraph (q)(3) below. 

(2) From subsection (c)(4) to the ex-
tent that exemption from subsection 
(d) makes this exemption inapplicable. 

(3) From the access provisions of sub-
section (d) because exemption from 
this subsection is essential to prevent 
access of information by record sub-
jects that may invade third party pri-
vacy; frustrate the investigative proc-
ess; jeopardize the legitimate correc-
tional interests of safety, security and 
good order to prison facilities; or oth-
erwise compromise, impede, or inter-
fere with BOP or other law enforce-
ment agency activities. 

(4) From the amendment provisions 
of subsection (d) because amendment of 
the records may interfere with law en-
forcement operations and would impose 
an impossible administrative burden by 
requiring that, in addition to efforts to 
ensure accuracy so as to withstand pos-
sible judicial scrutiny, it would require 

that law enforcement information be 
continuously reexamined, even where 
the information may have been col-
lected from the record subject. Also, 
some of these records come from other 
Federal criminal justice agencies or 
State, local and foreign jurisdictions, 
or from Federal and State probation 
and judicial offices, and it is adminis-
tratively impossible to ensure that 
records comply with this provision. 

(5) From subsection (e)(2) because the 
nature of criminal and other investiga-
tive activities is such that vital infor-
mation about an individual can be ob-
tained from other persons who are fa-
miliar with such individual and his/her 
activities. In such investigations it is 
not feasible to rely solely upon infor-
mation furnished by the individual 
concerning his/her own activities since 
it may result in inaccurate informa-
tion and compromise ongoing criminal 
investigations or correctional manage-
ment decisions. 

(6) From subsection (e)(3) because in 
view of BOP’s operational responsibil-
ities, application of this provision to 
the collection of information is inap-
propriate. Application of this provision 
could provide the subject with substan-
tial information which may in fact im-
pede the information gathering process 
or compromise ongoing criminal inves-
tigations or correctional management 
decisions. 

(7) From subsection (e)(5) because in 
the collection and maintenance of in-
formation for law enforcement pur-
poses, it is impossible to determine in 
advance what information is accurate, 
relevant, timely and complete. Mate-
rial which may seem unrelated, irrele-
vant or incomplete when collected may 
take on added meaning or significance 
at a later date or as an investigation 
progresses. Also, some of these records 
may come from other Federal, State, 
local and foreign law enforcement 
agencies, and from Federal and State 
probation and judicial offices and it is 
administratively impossible to ensure 
that the records comply with this pro-
vision. It would also require that law 
enforcement information be continu-
ously reexamined even where the infor-
mation may have been collected from 
the record subject. 
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(8) From subsection (g) to the extent 
that this system is exempted from 
other provisions of the Act. 

[Order No. 645–76, 41 FR 12640, Mar. 26, 1976] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting § 16.97, see the List of CFR 
Sections Affected, which appears in the 
Finding Aids section of the printed volume 
and at www.fdsys.gov. 

§ 16.98 Exemption of the Drug Enforce-
ment Administration (DEA) Sys-
tems—limited access. 

(a) The following systems of records 
are exempt from 5 U.S.C. 552a(c)(3) and 
(d): 

(1) Automated Records and Con-
summated Orders System/Diversion 
Analysis and Detection System 
(ARCOS/DADS) (Justice/DEA–003) 

(2) Controlled Substances Act Reg-
istration Records (Justice/DEA–005) 

(3) Registration Status/Investigatory 
Records (Justice/DEA–012) 

(b) These exemptions apply only to 
the extent that information in these 
systems is subject to exemption pursu-
ant to 5 U.S.C. 552a(k)(2). Exemptions 
from the particular subsections are jus-
tified for the following reasons: 

(1) From subsection (c)(3) because re-
lease of the disclosure accounting 
would enable the subject of an inves-
tigation to gain valuable information 
concerning the nature and scope of the 
investigation and seriously hamper the 
regulatory functions of the DEA. 

(2) From subsection (d) because ac-
cess to records contained in these sys-
tems may provide the subject of an in-
vestigation information that could en-
able him to avoid compliance with the 
Drug Abuse Prevention and Control 
Act of 1970 (Pub. L. 91–513). 

(c) Systems of records identified in 
paragraphs (c)(1) through (6) of this 
section are exempted pursuant to the 
provisions of 5 U.S.C. 552a (j)(2) from 
subsections (c)(3) and (4); (d)(1), (2), (3), 
and (4); (e)(1), (2), (3), (5), and (8); and 
(g) of 5 U.S.C. 552a. In addition, sys-
tems of records identified in para-
graphs (c)(1) through (5) of this section 
are also exempted pursuant to the pro-
visions of 5 U.S.C. 552a(k)(1) from sub-
sections (c)(3); (d)(1), (2), (3) and (4); and 
(e)(1): 

(1) Air Intelligence Program (Justice/ 
DEA–001). 

(2) Clandestine Laboratory Seizure 
System (CLSS) (Justice/DEA–002). 

(3) Planning and Inspection Division 
Records (Justice/DEA–010). 

(4) Operation Files (Justice/DEA–011). 
(5) Security Files (Justice/DEA–013). 
(6) System to Retrieve Information 

from Drug Evidence (STRIDE/Ballis-
tics) (Justice/DEA–014). 

(d) Exemptions apply to the following 
systems of records only to the extent 
that information in the systems is sub-
ject to exemption pursuant to 5 U.S.C. 
552a(j)(2), (k)(1), and (k)(2): Air Intel-
ligence Program (Justice/DEA–001); 
Clandestine Laboratory Seizure Sys-
tem (CLSS) (Justice/DEA–002); Plan-
ning and Inspection Division Records 
(Justice/DEA–010); and Security Files 
(Justice/DEA–013). Exemptions apply to 
the Operations Files (Justice/DEA–011) 
only to the extent that information in 
the system is subject to exemption pur-
suant to 5 U.S.C. 552a(j)(2) and (k)(2). 
Exemptions apply to the System to Re-
trieve Information from Drug Evidence 
(STRIDE/Ballistics) (Justice/DEA–014) 
only to the extent that information in 
the system is subject to exemption pur-
suant to 5 U.S.C. 552a(j)(2). Exemption 
from the particular subsections is jus-
tified for the following reasons: 

(1) From subsection (c)(3) because re-
lease of disclosure accounting would 
provide to the subjects of an investiga-
tion significant information con-
cerning the nature of the investigation 
and thus would present the same im-
pediments to law enforcement as those 
enumerated in paragraph (d)(3) regard-
ing exemption from subsection (d). 

(2) From subsection (c)(4) to the ex-
tent that it is not applicable because 
an exemption is being claimed from 
subsection (d). 

(3) From the access provisions of sub-
section (d) because access to records in 
this system of records would present a 
serious impediment to law enforce-
ment. Specifically, it could inform the 
record subject of an actual or potential 
criminal, civil, or regulatory investiga-
tion of the existence of that investiga-
tion; of the nature and scope of the in-
formation and evidence obtained as to 
his activities; of the identity of con-
fidential sources, witnesses, and law 
enforcement personnel; and of informa-
tion that may enable the subject to 
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