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(1) The closure of part of a judicial 
proceeding where necessary to protect 
national security information or classi-
fied documents; or 

(2) In camera inspection, consider-
ation or sealing of documents, includ-
ing documents provided to the Govern-
ment under a promise of confiden-
tiality, where permitted by statute, 
rule of evidence or privilege; or 

(3) Grand jury proceedings or pro-
ceedings ancillary thereto; or 

(4) Conferences traditionally held at 
the bench or in chambers during the 
course of an open proceeding; or 

(5) The closure of judicial pro-
ceedings pursuant to 18 U.S.C. 3509 (d) 
and (e) for the protection of child vic-
tims or child witnesses. 

(f) Because of the vital public inter-
est in open judicial proceedings, the 
records of any proceeding closed pursu-
ant to this section, and still sealed 60 
days after termination of the pro-
ceeding, shall be reviewed to determine 
if the reasons for closure are still appli-
cable. If they are not, an appropriate 
motion will be made to have the 
records unsealed. If the reasons for clo-
sure are still applicable after 60 days, 
this review is to be repeated every 60 
days until such time as the records are 
unsealed. Compliance with this section 
will be monitored by the Criminal Di-
vision. 

(g) The principles set forth in this 
section are intended to provide guid-
ance to attorneys for the Government 
and are not intended to create or rec-
ognize any legally enforceable right in 
any person. 

[Order No. 914–80, 45 FR 69214, Oct. 20, 1980, as 
amended by Order No. 1031–83, 48 FR 49509, 
Oct. 26, 1983; Order No. 1115–85, 50 FR 51677, 
Dec. 19, 1985; Order No. 1507–91, 56 FR 32327, 
July 16, 1991] 

§ 50.10 Policy regarding obtaining in-
formation from, or records of, mem-
bers of the news media; and regard-
ing questioning, arresting, or charg-
ing members of the news media. 

(a) Statement of principles. (1) Because 
freedom of the press can be no broader 
than the freedom of members of the 
news media to investigate and report 
the news, the Department’s policy is 
intended to provide protection to mem-
bers of the news media from certain 
law enforcement tools, whether crimi-

nal or civil, that might unreasonably 
impair ordinary newsgathering activi-
ties. The policy is not intended to ex-
tend special protections to members of 
the news media who are the focus of 
criminal investigations for conduct not 
based on, or within the scope of, ordi-
nary newsgathering activities. 

(2) In determining whether to seek 
information from, or records of, mem-
bers of the news media, the approach in 
every instance must be to strike the 
proper balance among several vital in-
terests: protecting national security, 
ensuring public safety, promoting ef-
fective law enforcement and the fair 
administration of justice, and safe-
guarding the essential role of the free 
press in fostering government account-
ability and an open society. 

(3) The Department views the use of 
certain law enforcement tools, includ-
ing subpoenas, court orders issued pur-
suant to 18 U.S.C. 2703(d) or 3123, and 
search warrants to seek information 
from, or records of, non-consenting 
members of the news media as extraor-
dinary measures, not standard inves-
tigatory practices. Subpoenas or court 
orders issued pursuant to 18 U.S.C. 
2703(d) or 3123, in particular, may be 
used, after authorization by the Attor-
ney General, or by another senior offi-
cial in accordance with the exceptions 
set forth in paragraph (c)(3) of this sec-
tion, only to obtain information from, 
or records of, members of the news 
media when the information sought is 
essential to a successful investigation, 
prosecution, or litigation; after all rea-
sonable alternative attempts have been 
made to obtain the information from 
alternative sources; and after negotia-
tions with the affected member of the 
news media have been pursued, unless 
the Attorney General determines that, 
for compelling reasons, such negotia-
tions would pose a clear and substan-
tial threat to the integrity of the in-
vestigation, risk grave harm to na-
tional security, or present an immi-
nent risk of death or serious bodily 
harm. 

(4) When the Attorney General has 
authorized the use of a subpoena, court 
order issued pursuant to 18 U.S.C. 
2703(d) or 3123, or warrant to obtain 
from a third party communications 

VerDate Mar<15>2010 15:39 Aug 21, 2014 Jkt 232113 PO 00000 Frm 00054 Fmt 8010 Sfmt 8010 Q:\28\28V2.TXT 31



45 

Department of Justice § 50.10 

records or business records of a mem-
ber of the news media, the affected 
member of the news media shall be 
given reasonable and timely notice of 
the Attorney General’s determination 
before the use of the subpoena, court 
order, or warrant, unless the Attorney 
General determines that, for compel-
ling reasons, such notice would pose a 
clear and substantial threat to the in-
tegrity of the investigation, risk grave 
harm to national security, or present 
an imminent risk of death or serious 
bodily harm. 

(b) Scope.—(1) Covered individuals and 
entities. (i) The policy governs the use 
of certain law enforcement tools to ob-
tain information from, or records of, 
members of the news media. 

(ii) The protections of the policy do 
not extend to any individual or entity 
who is or is reasonably likely to be— 

(A) A foreign power or agent of a for-
eign power, as those terms are defined 
in section 101 of the Foreign Intel-
ligence Surveillance Act of 1978 (50 
U.S.C. 1801); 

(B) A member or affiliate of a foreign 
terrorist organization designated under 
section 219(a) of the Immigration and 
Nationality Act (8 U.S.C. 1189(a)); 

(C) Designated as a Specially Des-
ignated Global Terrorist by the Depart-
ment of the Treasury under Executive 
Order No. 13224 of September 23, 2001 (66 
FR 49079); 

(D) A specially designated terrorist 
as that term is defined in 31 CFR 
595.311 (or any successor thereto); 

(E) A terrorist organization as that 
term is defined in section 
212(a)(3)(B)(vi) of the Immigration and 
Nationality Act (8 U.S.C. 
1182(a)(3)(B)(vi)); 

(F) Committing or attempting to 
commit a crime of terrorism, as that 
offense is described in 18 U.S.C. 2331(5) 
or 2332b(g)(5); 

(G) Committing or attempting the 
crime of providing material support or 
resources, as that term is defined in 18 
U.S.C. 2339A(b)(1), to a terrorist organi-
zation; or 

(H) Aiding, abetting, or conspiring in 
illegal activity with a person or organi-
zation described in paragraphs 
(b)(1)(ii)(A) through (G) of this section. 

(2) Covered law enforcement tools and 
records. (i) The policy governs the use 

by law enforcement authorities of sub-
poenas or, in civil matters, other simi-
lar compulsory process such as a civil 
investigative demand (collectively 
‘‘subpoenas’’) to obtain information 
from members of the news media, in-
cluding documents, testimony, and 
other materials; and the use by law en-
forcement authorities of subpoenas, or 
court orders issued pursuant to 18 
U.S.C. 2703(d) (‘‘2703(d) order’’) or 18 
U.S.C. 3123 (‘‘3123 order’’), to obtain 
from third parties ‘‘communications 
records’’ or ‘‘business records’’ of mem-
bers of the news media. 

(ii) The policy also governs applica-
tions for warrants to search the prem-
ises or property of members of the 
news media, pursuant to Federal Rule 
of Criminal Procedure 41; or to obtain 
from third-party ‘‘communication 
service providers’’ the communications 
records of members of the news media, 
pursuant to 18 U.S.C. 2703(a) and (b). 

(3) Definitions. (i)(A) ‘‘Communica-
tions records’’ include the contents of 
electronic communications as well as 
source and destination information as-
sociated with communications, such as 
email transaction logs and local and 
long distance telephone connection 
records, stored or transmitted by a 
third-party communication service 
provider with which the member of the 
news media has a contractual relation-
ship. 

(B) Communications records do not 
include information described in 18 
U.S.C. 2703(c)(2)(A), (B), (D), (E), and 
(F). 

(ii) A ‘‘communication service pro-
vider’’ is a provider of an electronic 
communication service or remote com-
puting service as defined, respectively, 
in 18 U.S.C. 2510(15) and 18 U.S.C. 
2711(2). 

(iii)(A) ‘‘Business records’’ include 
records of the activities, including the 
financial transactions, of a member of 
the news media related to the cov-
erage, investigation, or reporting of 
news, which records are generated or 
maintained by a third party with 
which the member of the news media 
has a contractual relationship. Busi-
ness records are limited to those that 
could provide information about the 
newsgathering techniques or sources of 
a member of the news media. 
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(B) Business records do not include 
records unrelated to ordinary 
newsgathering activities, such as those 
related to the purely commercial, fi-
nancial, administrative, or technical, 
operations of a news media entity. 

(C) Business records do not include 
records that are created or maintained 
either by the government or by a con-
tractor on behalf of the government. 

(c) Issuing subpoenas to members of the 
news media, or using subpoenas or court 
orders issued pursuant to 18 U.S.C. 
2703(d) or 3123 to obtain from third parties 
communications records or business 
records of a member of the news media. (1) 
Except as set forth in paragraph (c)(3) 
of this section, members of the Depart-
ment must obtain the authorization of 
the Attorney General to issue a sub-
poena to a member of the news media; 
or to use a subpoena, 2703(d) order, or 
3123 order to obtain from a third party 
communications records or business 
records of a member of the news media. 

(2) Requests for the authorization of 
the Attorney General for the issuance 
of a subpoena to a member of the news 
media, or to use a subpoena, 2703(d) 
order, or 3123 order to obtain commu-
nications records or business records of 
a member of the news media, must per-
sonally be endorsed by the United 
States Attorney or Assistant Attorney 
General responsible for the matter. 

(3) Exceptions to the Attorney General 
authorization requirement. (i)(A) A 
United States Attorney or Assistant 
Attorney General responsible for the 
matter may authorize the issuance of a 
subpoena to a member of the news 
media (e.g., for documents, video or 
audio recordings, testimony, or other 
materials) if the member of the news 
media expressly agrees to provide the 
requested information in response to a 
subpoena. This exception applies, but is 
not limited, to both published and un-
published materials and aired and 
unaired recordings. 

(B) In the case of an authorization 
under paragraph (c)(3)(i)(A) of this sec-
tion, the United States Attorney or As-
sistant Attorney General responsible 
for the matter shall provide notice to 
the Director of the Criminal Division’s 
Office of Enforcement Operations with-
in 10 business days of the authorization 
of the issuance of the subpoena. 

(ii) In light of the intent of the policy 
to protect freedom of the press, ordi-
nary newsgathering activities, and con-
fidential news media sources, author-
ization of the Attorney General will 
not be required of members of the De-
partment in the following cir-
cumstances: 

(A) To issue subpoenas to news media 
entities for purely commercial, finan-
cial, administrative, technical, or 
other information unrelated to ordi-
nary newsgathering activities; or for 
information or records relating to per-
sonnel not involved in ordinary 
newsgathering activities. 

(B) To issue subpoenas to members of 
the news media for information related 
to public comments, messages, or post-
ings by readers, viewers, customers, or 
subscribers, over which the member of 
the news media does not exercise edi-
torial control prior to publication. 

(C) To use subpoenas to obtain infor-
mation from, or to use subpoenas, 
2703(d) orders, or 3123 orders to obtain 
communications records or business 
records of, members of the news media 
who may be perpetrators or victims of, 
or witnesses to, crimes or other events, 
when such status (as a perpetrator, vic-
tim, or witness) is not based on, or 
within the scope of, ordinary 
newsgathering activities. 

(iii) In the circumstances identified 
in paragraphs (c)(3)(ii)(A) through (C) 
of this section, the United States At-
torney or Assistant Attorney General 
responsible for the matter must— 

(A) Authorize the use of the subpoena 
or court order; 

(B) Consult with the Criminal Divi-
sion regarding appropriate review and 
safeguarding protocols; and 

(C) Provide a copy of the subpoena or 
court order to the Director of the Of-
fice of Public Affairs and to the Direc-
tor of the Criminal Division’s Office of 
Enforcement Operations within 10 busi-
ness days of the authorization. 

(4) Considerations for the Attorney Gen-
eral in determining whether to authorize 
the issuance of a subpoena to a member of 
the news media. (i)(A) In criminal mat-
ters, there should be reasonable 
grounds to believe, based on public in-
formation, or information from non- 
media sources, that a crime has oc-
curred, and that the information 
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sought is essential to a successful in-
vestigation or prosecution. The sub-
poena should not be used to obtain pe-
ripheral, nonessential, or speculative 
information. 

(B) In civil matters, there should be 
reasonable grounds to believe, based on 
public information or information from 
non-media sources, that the informa-
tion sought is essential to the success-
ful completion of the investigation or 
litigation in a case of substantial im-
portance. The subpoena should not be 
used to obtain peripheral, nonessential, 
cumulative, or speculative informa-
tion. 

(ii) The government should have 
made all reasonable attempts to obtain 
the information from alternative, non- 
media sources. 

(iii)(A) The government should have 
pursued negotiations with the affected 
member of the news media, unless the 
Attorney General determines that, for 
compelling reasons, such negotiations 
would pose a clear and substantial 
threat to the integrity of the investiga-
tion, risk grave harm to national secu-
rity, or present an imminent risk of 
death or serious bodily harm. Where 
the nature of the investigation per-
mits, the government should have ex-
plained to the member of the news 
media the government’s needs in a par-
ticular investigation or prosecution, as 
well as its willingness to address the 
concerns of the member of the news 
media. 

(B) The obligation to pursue negotia-
tions with the affected member of the 
news media, unless excused by the At-
torney General, is not intended to con-
flict with the requirement that mem-
bers of the Department secure author-
ization from the Attorney General to 
question a member of the news media 
as required in paragraph (f)(1) of this 
section. Accordingly, members of the 
Department do not need to secure au-
thorization from the Attorney General 
to pursue negotiations. 

(iv) The proposed subpoena generally 
should be limited to the verification of 
published information and to such sur-
rounding circumstances as relate to 
the accuracy of the published informa-
tion. 

(v) In investigations of unauthorized 
disclosures of national defense infor-

mation or of classified information, 
where the Director of National Intel-
ligence, after consultation with the rel-
evant Department or agency head(s), 
certifies to the Attorney General the 
significance of the harm raised by the 
unauthorized disclosure and that the 
information disclosed was properly 
classified and reaffirms the intel-
ligence community’s continued support 
for the investigation and prosecution, 
the Attorney General may authorize 
the Department, in such investiga-
tions, to issue subpoenas to members of 
the news media. The certification will 
be sought not more than 30 days prior 
to the submission of the approval re-
quest to the Attorney General. 

(vi) Requests should be treated with 
care to avoid interference with ordi-
nary newsgathering activities or 
claims of harassment. 

(vii) The proposed subpoena should be 
narrowly drawn. It should be directed 
at material and relevant information 
regarding a limited subject matter, 
should cover a reasonably limited pe-
riod of time, should avoid requiring 
production of a large volume of mate-
rial, and should give reasonable and 
timely notice of the demand. 

(5) Considerations for the Attorney Gen-
eral in determining whether to authorize 
the use of a subpoena, 2703(d) order, or 
3123 order to obtain from third parties the 
communications records or business 
records of a member of the news media. 
(i)(A) In criminal matters, there should 
be reasonable grounds to believe, based 
on public information, or information 
from non-media sources, that a crime 
has been committed, and that the in-
formation sought is essential to the 
successful investigation or prosecution 
of that crime. The subpoena or court 
order should not be used to obtain pe-
ripheral, nonessential, or speculative 
information. 

(B) In civil matters, there should be 
reasonable grounds to believe, based on 
public information, or information 
from non-media sources, that the infor-
mation sought is essential to the suc-
cessful completion of the investigation 
or litigation in a case of substantial 
importance. The subpoena should not 
be used to obtain peripheral, non-
essential, cumulative, or speculative 
information. 
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(ii) The use of a subpoena or court 
order to obtain from a third party com-
munications records or business 
records of a member of the news media 
should be pursued only after the gov-
ernment has made all reasonable at-
tempts to obtain the information from 
alternative sources. 

(iii)(A) The government should have 
pursued negotiations with the affected 
member of the news media, unless the 
Attorney General determines that, for 
compelling reasons, such negotiations 
would pose a clear and substantial 
threat to the integrity of the investiga-
tion, risk grave harm to national secu-
rity, or present an imminent risk of 
death or serious bodily harm. 

(B) The obligation to pursue negotia-
tions with the affected member of the 
news media, unless excused by the At-
torney General, is not intended to con-
flict with the requirement that mem-
bers of the Department secure author-
ization from the Attorney General to 
question a member of the news media 
as set forth in paragraph (f)(1) of this 
section. Accordingly, members of the 
Department do not need to secure au-
thorization from the Attorney General 
to pursue negotiations. 

(iv) In investigations of unauthorized 
disclosures of national defense infor-
mation or of classified information, 
where the Director of National Intel-
ligence, after consultation with the rel-
evant Department or agency head(s), 
certifies to the Attorney General the 
significance of the harm raised by the 
unauthorized disclosure and that the 
information disclosed was properly 
classified and reaffirms the intel-
ligence community’s continued support 
for the investigation and prosecution, 
the Attorney General may authorize 
the Department, in such investiga-
tions, to use subpoenas or court orders 
issued pursuant to 18 U.S.C. 2703(d) or 
3123 to obtain communications records 
or business records of a member of the 
news media. The certification will be 
sought not more than 30 days prior to 
the submission of the approval request 
to the Attorney General. 

(v) The proposed subpoena or court 
order should be narrowly drawn. It 
should be directed at material and rel-
evant information regarding a limited 
subject matter, should cover a reason-

ably limited period of time, and should 
avoid requiring production of a large 
volume of material. 

(vi) If appropriate, investigators 
should propose to use search protocols 
designed to minimize intrusion into po-
tentially protected materials or 
newsgathering activities unrelated to 
the investigation, including but not 
limited to keyword searches (for elec-
tronic searches) and filter teams (re-
viewing teams separate from the pros-
ecution and investigative teams). 

(d) Applying for warrants to search the 
premises, property, or communications 
records of members of the news media. (1) 
Except as set forth in paragraph (d)(4) 
of this section, members of the Depart-
ment must obtain the authorization of 
the Attorney General to apply for a 
warrant to search the premises, prop-
erty, or communications records of a 
member of the news media. 

(2) All requests for authorization of 
the Attorney General to apply for a 
warrant to search the premises, prop-
erty, or communications records of a 
member of the news media must per-
sonally be endorsed by the United 
States Attorney or Assistant Attorney 
General responsible for the matter. 

(3) In determining whether to author-
ize an application for a warrant to 
search the premises, property, or con-
tents of communications records of a 
member of the news media, the Attor-
ney General should take into account 
the considerations identified in para-
graph (c)(5) of this section. 

(4) Members of the Department may 
apply for a warrant to obtain work 
product materials or other documen-
tary materials of a member of the news 
media pursuant to the ‘‘suspect excep-
tion’’ of the Privacy Protection Act 
(‘‘PPA suspect exception’’), 42 U.S.C. 
2000aa(a)(1) and (b)(1), only when the 
member of the news media is a focus of 
a criminal investigation for conduct 
not based on, or within the scope of, or-
dinary newsgathering activities. In 
such instances, members of the Depart-
ment must secure authorization from a 
Deputy Assistant Attorney General for 
the Criminal Division. 

(5) Members of the Department 
should not be authorized to apply for a 
warrant to obtain work product mate-
rials or other documentary materials 
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of a member of the news media under 
the PPA suspect exception, 42 U.S.C. 
2000aa(a)(1) & (b)(1), if the sole purpose 
is to further the investigation of a per-
son other than the member of the news 
media. 

(6) A Deputy Assistant Attorney Gen-
eral for the Criminal Division may au-
thorize, under an applicable PPA ex-
ception, an application for a warrant to 
search the premises, property, or com-
munications records of an individual 
other than a member of the news 
media, but who is reasonably believed 
to have ‘‘a purpose to disseminate to 
the public a newspaper, book, broad-
cast, or other similar form of public 
communication.’’ 42 U.S.C. 2000aa(a) 
and (b). 

(7) In executing a warrant authorized 
by the Attorney General or by a Dep-
uty Assistant Attorney General for the 
Criminal Division investigators should 
use search protocols designed to mini-
mize intrusion into potentially pro-
tected materials or newsgathering ac-
tivities unrelated to the investigation, 
including but not limited to keyword 
searches (for electronic searches) and 
filter teams (reviewing teams separate 
from the prosecution and investigative 
teams). 

(e) Notice to affected member of the 
news media. (1)(i) When the Attorney 
General has authorized the use of a 
subpoena, court order, or warrant to 
obtain from a third party communica-
tions records or business records of a 
member of the news media, the af-
fected member of the news media shall 
be given reasonable and timely notice 
of the Attorney General’s determina-
tion before the use of the subpoena, 
court order, or warrant, unless the At-
torney General determines that, for 
compelling reasons, such notice would 
pose a clear and substantial threat to 
the integrity of the investigation, risk 
grave harm to national security, or 
present an imminent risk of death or 
serious bodily harm. 

(ii) The mere possibility that notice 
to the affected member of the news 
media, and potential judicial review, 
might delay the investigation is not, 
on its own, a compelling reason to 
delay notice. 

(2) When the Attorney General has 
authorized the use of a subpoena, court 

order, or warrant to obtain commu-
nications records or business records of 
a member of the news media, and the 
affected member of the news media has 
not been given notice of the Attorney 
General’s determination before the use 
of the subpoena, court order, or war-
rant, the United States Attorney or As-
sistant Attorney General responsible 
for the matter shall provide to the af-
fected member of the news media no-
tice of the order or warrant as soon as 
it is determined that such notice will 
no longer pose a clear and substantial 
threat to the integrity of the investiga-
tion, risk grave harm to national secu-
rity, or present an imminent risk of 
death or serious bodily harm. In any 
event, such notice shall occur within 45 
days of the government’s receipt of any 
return made pursuant to the subpoena, 
court order, or warrant, except that 
the Attorney General may authorize 
delay of notice for an additional 45 
days if he or she determines that, for 
compelling reasons, such notice would 
pose a clear and substantial threat to 
the integrity of the investigation, risk 
grave harm to national security, or 
present an imminent risk of death or 
serious bodily harm. No further delays 
may be sought beyond the 90-day pe-
riod. 

(3) The United States Attorney or As-
sistant Attorney General responsible 
for the matter shall provide to the Di-
rector of the Office of Public Affairs 
and to the Director of the Criminal Di-
vision’s Office of Enforcement Oper-
ations a copy of any notice to be pro-
vided to a member of the news media 
whose communications records or busi-
ness records were sought or obtained at 
least 10 business days before such no-
tice is provided to the affected member 
of the news media, and immediately 
after such notice is, in fact, provided to 
the affected member of the news 
media. 

(f) Questioning members of the news 
media about, arresting members of the 
news media for, or charging members of 
the news media with, criminal conduct 
they are suspected of having committed in 
the course of, or arising out of, the cov-
erage or investigation of news, or while 
engaged in the performance of duties un-
dertaken as members of the news media. 
(1) No member of the Department shall 
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subject a member of the news media to 
questioning as to any offense that he 
or she is suspected of having com-
mitted in the course of, or arising out 
of, the coverage or investigation of 
news, or while engaged in the perform-
ance of duties undertaken as a member 
of the news media, without notice to 
the Director of the Office of Public Af-
fairs and the express authorization of 
the Attorney General. The government 
need not view the member of the news 
media as a subject or target of an in-
vestigation, or have the intent to pros-
ecute the member of the news media, 
to trigger the requirement that the At-
torney General must authorize such 
questioning. 

(2) No member of the Department 
shall seek a warrant for an arrest, or 
conduct an arrest, of a member of the 
news media for any offense that he or 
she is suspected of having committed 
in the course of, or arising out of, the 
coverage or investigation of news, or 
while engaged in the performance of 
duties undertaken as a member of the 
news media, without notice to the Di-
rector of the Office of Public Affairs 
and the express authorization of the 
Attorney General. 

(3) No member of the Department 
shall present information to a grand 
jury seeking a bill of indictment, or 
file an information, against a member 
of the news media for any offense that 
he or she is suspected of having com-
mitted in the course of, or arising out 
of, the coverage or investigation of 
news, or while engaged in the perform-
ance of duties undertaken as a member 
of the news media, without notice to 
the Director of the Office of Public Af-
fairs and the express authorization of 
the Attorney General. 

(4) In requesting the Attorney Gen-
eral’s authorization to question, to ar-
rest or to seek an arrest warrant for, or 
to present information to a grand jury 
seeking an indictment or to file an in-
formation against, a member of the 
news media for an offense that he or 
she is suspected of having committed 
during the course of, or arising out of, 
the coverage or investigation of news, 
or while engaged in the performance of 
duties undertaken as a member of the 
news media, a member of the Depart-
ment shall state all facts necessary for 

a determination by the Attorney Gen-
eral. 

(g) Exigent circumstances. (1) A Deputy 
Assistant Attorney General for the 
Criminal Division may authorize the 
use of a subpoena or court order, as de-
scribed in paragraph (c) of this section, 
or the questioning, arrest, or charging 
of a member of the news media, as de-
scribed in paragraph (f) of this section, 
if he or she determines that the exigent 
use of such law enforcement tool or 
technique is necessary to prevent or 
mitigate an act of terrorism; other acts 
that are reasonably likely to cause sig-
nificant and articulable harm to na-
tional security; death; kidnapping; sub-
stantial bodily harm; conduct that con-
stitutes a specified offense against a 
minor (for example, as those terms are 
defined in section 111 of the Adam 
Walsh Child Protection and Safety Act 
of 2006, 42 U.S.C. 16911), or an attempt 
or conspiracy to commit such a crimi-
nal offense; or incapacitation or de-
struction of critical infrastructure (for 
example, as defined in section 1016(e) of 
the USA PATRIOT Act, 42 U.S.C. 
5195c(e)). 

(2) A Deputy Assistant Attorney Gen-
eral for the Criminal Division may au-
thorize an application for a warrant, as 
described in paragraph (d) of this sec-
tion, if there is reason to believe that 
the immediate seizure of the materials 
at issue is necessary to prevent the 
death of, or serious bodily injury to, a 
human being, as provided in 42 U.S.C. 
2000aa(a)(2) and (b)(2). 

(3) Within 10 business days of a Dep-
uty Assistant Attorney General for the 
Criminal Division approving a request 
under paragraph (g) of this section, the 
United States Attorney or Assistant 
Attorney General responsible for the 
matter shall provide to the Attorney 
General and to the Director of the Of-
fice of Public Affairs a statement con-
taining the information that would 
have been given in requesting prior au-
thorization. 

(h) Failure to comply with policy. Fail-
ure to obtain the prior approval of the 
Attorney General, as required by this 
policy, may constitute grounds for an 
administrative reprimand or other ap-
propriate disciplinary action. 

(i) General provision. This policy is 
not intended to, and does not, create 
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any right or benefit, substantive or 
procedural, enforceable at law or in eq-
uity by any party against the United 
States, its departments, agencies, or 
entities, its officers, employees, or 
agents, or any other person. 

[AG Order No. 3420–2014, 79 FR 10990, Feb. 27, 
2014] 

§ 50.12 Exchange of FBI identification 
records. 

(a) The Federal Bureau of Investiga-
tion, hereinafter referred to as the FBI, 
is authorized to expend funds for the 
exchange of identification records with 
officials of federally chartered or in-
sured banking institutions to promote 
or maintain the security of those insti-
tutions and, if authorized by state stat-
ute and approved by the Director of the 
FBI, acting on behalf of the Attorney 
General, with officials of state and 
local governments for purposes of em-
ployment and licensing, pursuant to 
section 201 of Public Law 92–544, 86 
Stat. 1115. Also, pursuant to 15 U.S.C. 
78q, 7 U.S.C. 21 (b)(4)(E), and 42 U.S.C. 
2169, respectively, such records can be 
exchanged with certain segments of the 
securities industry, with registered fu-
tures associations, and with nuclear 
power plants. The records also may be 
exchanged in other instances as au-
thorized by federal law. 

(b) The FBI Director is authorized by 
28 CFR 0.85(j) to approve procedures re-
lating to the exchange of identification 
records. Under this authority, effective 
September 6, 1990, the FBI Criminal 
Justice Information Services (CJIS) 
Division has made all data on identi-
fication records available for such pur-
poses. Records obtained under this au-
thority may be used solely for the pur-
pose requested and cannot be dissemi-
nated outside the receiving depart-
ments, related agencies, or other au-
thorized entities. Officials at the gov-
ernmental institutions and other enti-
ties authorized to submit fingerprints 
and receive FBI identification records 
under this authority must notify the 
individuals fingerprinted that the fin-
gerprints will be used to check the 
criminal history records of the FBI. 
The officials making the determination 
of suitability for licensing or employ-
ment shall provide the applicants the 
opportunity to complete, or challenge 

the accuracy of, the information con-
tained in the FBI identification record. 
These officials also must advise the ap-
plicants that procedures for obtaining 
a change, correction, or updating of an 
FBI identification record are set forth 
in 28 CFR 16.34. Officials making such 
determinations should not deny the li-
cense or employment based on infor-
mation in the record until the appli-
cant has been afforded a reasonable 
time to correct or complete the record, 
or has declined to do so. A statement 
incorporating these use-and-challenge 
requirements will be placed on all 
records disseminated under this pro-
gram. This policy is intended to ensure 
that all relevant criminal record infor-
mation is made available to provide for 
the public safety and, further, to pro-
tect the interests of the prospective 
employee/licensee who may be affected 
by the information or lack of informa-
tion in an identification record. 

[Order No. 2258–99, 64 FR 52229, Sept. 28, 1999] 

§ 50.14 Guidelines on employee selec-
tion procedures. 

The guidelines set forth below are in-
tended as a statement of policy of the 
Department of Justice and will be ap-
plied by the Department in exercising 
its responsibilities under Federal law 
relating to equal employment oppor-
tunity. 

UNIFORM GUIDELINES ON EMPLOYEE 
SELECTION PROCEDURES (1978) 

NOTE: These guidelines are issued jointly 
by four agencies. Separate official adoptions 
follow the guidelines in this part IV as fol-
lows: Civil Service Commission, Department 
of Justice, Equal Employment Opportunity 
Commission, Department of Labor. 

For official citation see section 18 of these 
guidelines. 
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