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31 CFR Ch. II (7–1–14 Edition) § 370.25 

§ 370.25 What rights do I have to ter-
minate or suspend debit entries? 

(a) General. If you are an investor ac-
count owner or deposit account owner, 
you generally may terminate or sus-
pend one or more debit entries by noti-
fying us orally or in writing at least 
three business days before the sched-
uled date of a transfer. In response to 
an oral notice, we may require you to 
give written notice, to be received by 
us within fourteen days of an oral no-
tice. An oral notice ceases to be bind-
ing after fourteen days if you fail to 
provide the required written confirma-
tion. A suspension will remain in effect 
for the duration you specify, but for no 
more than six months. The termi-
nation and suspension methods need 
not be recited in the authorization. 
These termination or suspension rights 
are in addition to those that you may 
have through your financial institution 
under Regulation E of the Board of 
Governors of the Federal Reserve Sys-
tem (12 CFR part 205). 

(b) Exception. If you submit a debit 
entry authorization in conjunction 
with a Treasury auction tender for the 
purchase of a book-entry security, you 
cannot terminate or suspend a debit 
entry after the auction closes. 

§ 370.26 What limitations exist on li-
ability? 

If we sustain a loss because a finan-
cial institution fails to handle an entry 
in accordance with this part, the finan-
cial institution is liable to us for the 
loss, but not beyond the amount of the 
debit entry. In no instance does our li-
ability extend beyond the amount of 
the debit entry. 

Subpart D—Electronic Submission 
of Transaction Requests 
Through the Bureau of the Fis-
cal Service 

§ 370.35 Does the Bureau of the Fiscal 
Service accept all electronically 
signed transaction requests? 

An electronic signature will not be 
accepted if it has not been accom-
plished through a method that has 
been approved for specific purposes by 
us. 

§ 370.36 When does a transaction re-
quest become effective? 

Except for auction bids of U.S. secu-
rities or unless otherwise agreed, a 
transaction request becomes effective 
at the moment we send a confirmation 
message. In no instance does a trans-
action request become effective before 
we actually receive the request. 

§ 370.37 Where is the point of trans-
action for an electronically sub-
mitted transaction request? 

For jurisdiction and venue purposes, 
the point of transaction for a trans-
action request handled pursuant to this 
subpart is Parkersburg, West Virginia, 
regardless of from where the trans-
action request is transmitted or where 
the transaction request is actually 
processed. 

§ 370.38 What is the legal effect of an 
electronic signature? 

An electronic signature and any elec-
tronic message to which it is affixed or 
attached may not be denied legal ef-
fect, including legal effect as a signa-
ture, a writing, or an original, solely 
because the signature or record is in 
electronic form. 

§ 370.39 To what extent is a digital sig-
nature admissible in any civil litiga-
tion or dispute? 

In asserting a digital signature 
against you in any civil litigation or 
dispute, extrinsic evidence of authen-
ticity as a condition precedent of ad-
missibility (such as testimony about 
the scientific validity of digital signa-
tures) is not necessary to establish: 

(a) That a digital signature cor-
responds to a specific public key pair, 
and; 

(b) That an electronic message to 
which the digital signature is affixed 
has not been altered from its original 
form. 

§ 370.40 Can I be held accountable if 
my negligence contributes to a 
forged signature? 

(a) General. If your failure to exercise 
ordinary care substantially contributes 
to the submission of a forged signature, 
then you cannot claim that the signa-
ture is a forgery. However, we cannot 
invoke this section against you if we 
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