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for the development, production, or de-
sign of software; 

(2) Transactions for the development, 
production, design, or marketing of 
technology specifically controlled by 
the International Traffic in Arms Reg-
ulations, 22 CFR parts 120 through 130 
(the ‘‘ITAR’’), the EAR, or the Depart-
ment of Energy Regulations set forth 
at 10 CFR part 810; 

(3) The exportation of information or 
technology subject to the authoriza-
tion requirements of 10 CFR part 810, 
or Restricted Data as defined in section 
11 y. of the Atomic Energy Act of 1954, 
as amended, or of other information, 
data, or technology the release of 
which is controlled under the Atomic 
Energy Act and regulations therein; 

(4) The exportation of any item (in-
cluding information) subject to the 
EAR where a U.S. person knows or has 
reason to know that the item will be 
used, directly or indirectly, with re-
spect to certain nuclear, missile, chem-
ical, or biological weapons or nuclear- 
maritime end-uses as set forth in part 
744 of the EAR. In addition, U.S. per-
sons are precluded from exporting any 
item subject to the EAR to certain re-
stricted end-users, as set forth in part 
744 of the EAR, as well as certain per-
sons whose export privileges have been 
denied pursuant to parts 764 or 766 of 
the EAR, without authorization from 
the Department of Commerce; or 

(5) The exportation of information 
subject to licensing requirements 
under the ITAR or exchanges of infor-
mation that are subject to regulation 
by other government agencies. 

§ 560.539 Official activities of certain 
international organizations. 

(a) General license. Except as provided 
in paragraph (b) of this section, all 
transactions otherwise prohibited by 
this part that are for the conduct of 
the official business of the United Na-
tions, the World Bank, the Inter-
national Monetary Fund, the Inter-
national Atomic Energy Agency, the 
International Labor Organization, or 
the World Health Organization by em-
ployees, contractors, or grantees there-
of are authorized. Authorized trans-
actions include, but are not limited to: 

(1) The provision of services involv-
ing Iran necessary for carrying out the 
official business; 

(2) Purchasing Iranian-origin goods 
and services for use in carrying out the 
official business; 

(3) Leasing office space and securing 
related goods and services; 

(4) Funds transfers to or from ac-
counts of the international organiza-
tions covered in this section, provided 
that funds transfers to or from Iran are 
not routed through an account of an 
Iranian bank on the books of a U.S. fi-
nancial institution or a financial insti-
tution that is an entity owned or con-
trolled by a United States person and 
established or maintained outside the 
United States; and 

(5) The operation of accounts for em-
ployees, contractors, and grantees lo-
cated in Iran of the international orga-
nizations covered in this section. 
Transactions conducted through these 
accounts must be solely for the em-
ployee’s, contractor’s, or grantee’s per-
sonal use and not for any commercial 
purposes in or involving Iran. Any 
funds transfers to or from an Iranian 
bank must be routed through a third- 
country bank that is not a United 
States person or an entity owned or 
controlled by a United States person 
and established or maintained outside 
the United States. 

(b) Limitations. This section does not 
authorize: 

(1) The exportation from the United 
States to Iran of any goods or tech-
nology listed on the Commerce Control 
List in the Export Administration Reg-
ulations, 15 CFR part 774, supplement 
No. 1 (CCL); 

(2) The reexportation to Iran of any 
U.S.-origin goods or technology listed 
on the CCL; 

(3) The exportation or reexportation 
from the United States or by a U.S. 
person, wherever located, to Iran of 
any services not necessary and ordi-
narily incident to the official business 
in Iran. Such transactions require sep-
arate authorization from OFAC; or 

(4) Any transaction by an entity 
owned or controlled by a United States 
person and established or maintained 
outside the United States otherwise 
prohibited by § 560.215 if the trans-
action would be prohibited by any 
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other part of this chapter V if engaged 
in by a U.S. person or in the United 
States. 

NOTE TO PARAGRAPH (b) OF § 560.539: The 
CCL includes items such as many laptop 
computers, personal computers, cell phones, 
personal digital assistants and other wireless 
handheld devices/blackberries, and other 
similar items. The exportation of these 
items to Iran, even on a temporary basis, is 
prohibited, unless specifically authorized in 
a license issued pursuant to this part in a 
manner consistent with the Iran-Iraq Arms 
Nonproliferation Act of 1992 and other rel-
evant law. 

NOTE TO § 560.539: The general license set 
forth in this section does not relieve any per-
sons authorized thereunder from compliance 
with any other U.S. legal requirements ap-
plicable to the transactions authorized pur-
suant to paragraph (a) of this section. 

[77 FR 64666, Oct. 22, 2012, as amended at 77 
FR 75849, Dec. 26, 2012] 

§ 560.540 Exportation of certain serv-
ices and software incident to Inter-
net-based communications. 

(a) To the extent that such trans-
actions are not exempt from the prohi-
bitions of this part and subject to the 
restrictions set forth in paragraph (b) 
of this section, the following trans-
actions are authorized: 

(1) The exportation from the United 
States or by U.S. persons, wherever lo-
cated, to persons in Iran of services in-
cident to the exchange of personal 
communications over the Internet, 
such as instant messaging, chat and 
email, social networking, sharing of 
photos and movies, web browsing, and 
blogging, provided that such services 
are publicly available at no cost to the 
user. 

(2) The exportation from the United 
States or by U.S. persons, wherever lo-
cated, to persons in Iran of software 
necessary to enable the services de-
scribed in paragraph (a)(1) of this sec-
tion, provided that such software is 
designated as EAR99 under the Export 
Administration Regulations, 15 CFR 
parts 730 through 774 (the ‘‘EAR’’), is 
not subject to the EAR, or is classified 
by the U.S. Department of Commerce 
(‘‘Commerce’’) as mass market soft-
ware under export control classifica-
tion number (‘‘ECCN’’) 5D992 of the 
EAR, and provided further that such 
software is publicly available at no 
cost to the user. 

(b) This section does not authorize: 
(1) The direct or indirect exportation 

of services or software with knowledge 
or reason to know that such services or 
software are intended for the Govern-
ment of Iran; 

(2) The direct or indirect exportation 
of any goods or technology listed on 
the Commerce Control List in the 
EAR, 15 CFR part 774, supplement No. 
1 (‘‘CCL’’), except for software nec-
essary to enable the services described 
in paragraph (a)(1) of this section that 
is classified by Commerce as mass mar-
ket software under ECCN 5D992 of the 
EAR; 

(3) The direct or indirect exportation 
of Internet connectivity services or 
telecommunications transmission fa-
cilities (such as satellite or terrestrial 
network connectivity); or 

(4) The direct or indirect exportation 
of web-hosting services that are for 
purposes other than personal commu-
nications (e.g., web-hosting services for 
commercial endeavors) or of domain 
name registration services. 

(c) Specific licenses may be issued on 
a case-by-case basis for the exportation 
of other, including fee-based, services 
and software incident to the sharing of 
information over the Internet, provided 
the software is designated as EAR99, is 
not subject to the EAR, or is classified 
by Commerce as mass market software 
under ECCN 5D992 of the EAR. 

§ 560.541 Third-country diplomatic and 
consular funds transfers. 

United States depository institutions 
and United States registered brokers or 
dealers in securities are authorized to 
process funds transfers, in a manner 
consistent with § 560.516, for the oper-
ating expenses or other official busi-
ness of third-country diplomatic or 
consular missions in Iran. 

§ 560.542 Importation and exportation 
of human remains for burial, cre-
mation, or interment authorized. 

(a) The importation into the United 
States of human remains for burial, 
cremation, or interment, as well as of 
coffins or other receptacles containing 
such human remains, from Iran is au-
thorized. 

(b) The importation into the United 
States for non-commercial purposes of 
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