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PART 117—NATIONAL INDUSTRIAL 
SECURITY PROGRAM 

Subparts A–B [Reserved] 

Subpart C—Procedures for Government 
Activities Relating to Foreign Owner-
ship, Control or Influence (FOCI) 

Sec. 
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117.56 Foreign ownership, control or influ-

ence (FOCI). 

AUTHORITY: Executive Order (E.O.) 12829, 
January 6, 1993, 58 FR 3479. 

SOURCE: 79 FR 19469, Apr. 9, 2014, unless 
otherwise noted. 

Subparts A–B [Reserved] 

Subpart C—Procedures for Gov-
ernment Activities Relating to 
Foreign Ownership, Control or 
Influence (FOCI) 

§ 117.51 Purpose. 
This part sets forth industrial secu-

rity procedures and practices related to 
Foreign Ownership, Control or Influ-
ence (FOCI) for the Department of De-
fense (DoD) Components, as defined in 
this part and non-DoD Components, as 
defined in this part, to ensure max-
imum uniformity and effectiveness in 
DoD implementation of the National 
Industrial Security Program (NISP) es-
tablished by Executive Order (E.O.) 
12829 ‘‘National Industrial Security 
Program,’’ (available at http:// 
www.archives.gov/isoo/policy-documents/ 
eo-12829.html). 

§ 117.52 Applicability. 
(a) This part applies to: 
(1) The DoD Components. 
(2) The non-DoD Components. When 

the term Government Contracting Ac-
tivities (GCAs) is used, it applies to 
both DoD Components and non-DoD 
Components. 

(b) This part does not: 
(1) Limit in any manner the author-

ity of the Secretary of Defense, the 
Secretaries of the Army, Navy and Air 
Force; or the Heads of the Components, 

as defined in this part, to grant access 
to classified information under the 
cognizance of their respective depart-
ment or agency to any individual or 
entity designated by them. The grant-
ing of such access is outside the scope 
of the NISP and is governed by Execu-
tive Order (E.O.) 13526, ‘‘Classified Na-
tional Security Information,’’ (avail-
able at http://www.archives.gov/isoo/pdf/ 
cnsi-eo.pdf) and applicable disclosure 
policies. 

(2) Limit the authority of a GCA to 
limit, deny, or revoke access to classi-
fied information under its statutory, 
regulatory, or contractual jurisdiction. 

(3) Levy requirements on contractors 
and companies currently in process for 
facility security clearances (FCLs) as 
they are subject to the requirements of 
DoD 5220.22–M, ‘‘National Industrial 
Security Program Operating Manual 
(NISPOM)’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
522022m.pdf) and the security require-
ments of their contracts. 

§ 117.53 Definitions. 

Unless otherwise noted, these terms 
and their definitions are for the pur-
poses of this part only. 

Access. As defined in DoD 5220.22–M. 
Affiliate. As defined in DoD 5220.22–M. 
Board resolution. A formal, written 

decision of a company’s board of direc-
tors, used to draw attention to a single 
act or board decision, e.g., to approve 
or adopt a change to a set of rules, a 
new program or contract. 

Carve-out. As defined in DoD Direc-
tive 5205.07, ‘‘Special Access Program 
(SAP) Policy,’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
520507p.pdf). 

Classified contract. As defined in DoD 
5220.22–M. 

Classified information. As defined in 
Joint Publication 1–02 ‘‘DoD Dic-
tionary of Military and Associated 
Terms’’ (available at http:// 
www.dtic.mil/doctrine/newlpubs/ 
jp1l02.pdf). 

Company. As defined in DoD 5220.22– 
M. 

Components. DoD Components and 
non-DoD Components for which DoD 
provides industrial security services in 
accordance with E.O. 12829. 
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COMSEC. As defined in Joint Publi-
cation 6–0, ‘‘Joint Communication Sys-
tem’’ (available at http://www.dtic.mil/ 
doctrine/newlpubs/jp6l0.pdf). 

Contractor. As defined in DoD 5220.22– 
M. 

Counterintelligence. As defined in 
Joint Publication 1–02. 

Covered transaction. As defined in 
DoD Instruction 2000.25, ‘‘DoD Proce-
dures for Reviewing and Monitoring 
Transactions Filed with the Committee 
on Foreign Investment in the United 
States (CFIUS)’’. (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
200025p.pdf). 

CSA. As defined in DoD 5220.22–M. 
Defense articles. As defined in DoD 

5220.22–M. 
Defense Industrial Base. As defined in 

Joint Publication 1–02. 
Document. As defined in E.O. 13526. 
DoD Components. Office of the Sec-

retary of Defense (OSD), the Military 
Departments, the Office of the Chair-
man of the Joint Chiefs of Staff and 
the Joint Staff, the Combatant Com-
mands, the Office of the Inspector Gen-
eral of the Department of Defense, the 
Defense Agencies, the DoD Field Ac-
tivities, and all other organizational 
entities within DoD. 

Facility. As defined in DoD 5220.22–M. 
Facility security clearance (FCL). As 

defined in DoD 5220.22–M. 
Facility Security Officer (FSO). A U.S. 

citizen contractor employee, who is 
cleared as one of the Key Management 
Personnel required for the FCL, to su-
pervise and direct security measures 
necessary for implementing applicable 
requirements set forth in DoD 5220.22– 
M. 

FOCI action plan. For purposes of this 
part, the methods or agreements that 
can be applied to mitigate or negate 
the risk of foreign ownership or control 
to allow a U.S. contractor to maintain 
or a U.S. company to be granted an 
FCL. 

FOCI mitigation agreement. For pur-
poses of this part, a signed agreement 
between a foreign interest and a U.S. 
contractor or a company in process for 
an FCL which, based on an assessment 
of FOCI information, imposes various 
security measures within an institu-
tionalized set of company practices and 
procedures. Examples include board 

resolutions, security control agree-
ments (SCAs) and special security 
agreements. 

FOCI negation agreement. For pur-
poses of this part, a signed agreement 
between a foreign interest and U.S. 
contractor or a company in process for 
an FCL under which the foreign owner 
relinquishes most ownership rights to 
U.S. citizens who are approved by the 
U.S. Government and have been favor-
ably adjudicated for access to classified 
information based on the results of a 
personnel security clearance investiga-
tion. Examples include voting trust 
agreements (VTAs) and proxy agree-
ments (PAs). 

Foreign government information (FGI). 
As defined in E.O. 13526. 

Foreign interest. As defined in DoD 
5220.22–M. 

GCA. As defined in DoD 5220.22–M. 
Industrial security. As defined in DoD 

5220.22–M. 
Information. As defined in E.O. 13526. 
Limited Access Authorization (LAA). As 

defined in DoD 5220.22–M. 
National interest determination (NID). 

As defined in 32 CFR part 2004, ‘‘Na-
tional Industrial Security Program Di-
rective No. 1.’’ 

Non-DoD Components. Those USG ex-
ecutive branch departments and agen-
cies identified in DoD 5220.22–M that 
have entered into agreements with the 
Secretary of Defense to act as the 
NISP Cognizant Security Agency (CSA) 
for, and on their behalf, in rendering 
security services for the protection of 
classified information disclosed to or 
generated by industry pursuant to Sec-
tion 202 of E.O. 12829. 

Personnel security clearance (PCL). As 
defined in DoD 5220.22–M. 

Personnel security clearance assurance 
(PCLSA). A written certification by 
USG or applicable foreign government 
industrial security authorities, which 
certifies the PCL level or eligibility for 
a PCL at a specified level for their citi-
zens. The assurance is used, in the case 
of the United States, to give an LAA to 
a non-U.S. citizen, provided all other 
investigative requirements are met. 

Prime contract. As defined in DoD 
5220.22–M. 
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Proscribed information. TOP SECRET 
(TS) information, COMSEC informa-
tion excluding controlled cryp-
tographic items when unkeyed and uti-
lized with unclassified keys, restricted 
data (RD), special access program 
(SAP) information, or sensitive com-
partmented information (SCI). 

Restricted Data (RD). As defined in 
DoD 5220.22–M. 

Sensitive compartmented information 
(SCI). As defined in Joint Publication 
1–02. 

Security assurance. A written con-
firmation, requested by and exchanged 
between governments, that contains 
the following elements: Verification of 
the personnel security clearance (PCL) 
level of the sponsoring foreign govern-
ment’s citizens or nationals; a state-
ment by a responsible official of the 
sponsoring foreign government that 
the recipient of the information is ap-
proved by the sponsoring foreign gov-
ernment for access to information of 
the security classification involved on 
behalf of the sponsoring government; 
and an obligation that the sponsoring 
foreign government will ensure compli-
ance with any security agreement or 
other use, transfer and security re-
quirements specified by the compo-
nents. The security assurance usually 
will be in a request for visit authoriza-
tion or with courier orders or a trans-
portation plan; but is not related to 
the PCL security assurance. 

Special Access Program (SAP). As de-
fined in E.O. 13526. 

Subcontract. As defined in DoD 
5220.22–M. 

§ 117.54 Policy. 
It is DoD policy that DoD FOCI pro-

cedures will be used to protect against 
foreign interests: 

(a) Gaining unauthorized access to 
classified, export-controlled, or all 
communications security (COMSEC) 
(classified or unclassified) information 
in accordance with E.O. 12829 and DoD 
Instruction 8523.01, ‘‘Communications 
Security’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
852301p.pdf). DoD FOCI procedures for 
access to unclassified COMSEC are set 
forth in National Security Agency Cen-
tral Security Service (NSA/CSS) Policy 
Manual 3–16, ‘‘Control of Communica-

tions Security Material’’ (available to 
authorized users of SIPRNET at 
www.iad.nsa.smil.mil/resources/library/ 
nsalofficeloflpolicylsection/pdf/ 
NSAlCSSlMAN-3-16l080505.pdf). 

(b) Adversely affecting the perform-
ance of classified contracts, in accord-
ance with E.O. 12829. 

(c) Undermining U.S. security and ex-
port controls, in accordance with E.O. 
12829. 

§ 117.55 Responsibilities. 
(a) The Under Secretary of Defense 

for Intelligence (USD(I)) will, in ac-
cordance with DoD Directive 5143.01, 
‘‘Under Secretary of Defense for Intel-
ligence (USD(I))’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
514301p.pdf) and DoD Instruction 
5220.22, ‘‘National Industrial Security 
Program’’ (see http://www.dtic.mil/whs/ 
directives/corres/pdf/522022p.pdf): 

(1) Oversee policy and management 
of the NISP, to include FOCI matters. 

(2) Direct, administer, and oversee 
the FOCI provisions of the NISP to en-
sure that the program is efficient and 
consistently implemented. 

(3) Provide additional guidance re-
garding FOCI matters by memorandum 
as needed. 

(4) Coordinate with the Under Sec-
retary of Defense for Policy (USD(P)) 
and the Under Secretary of Defense for 
Acquisition, Technology and Logistics 
(USD(AT&L)) on matters under their 
cognizance that affect the NISP con-
sistent with paragraphs (c) and (d) of 
this section. 

(b) The Director, Defense Security 
Service (DSS), in addition to the re-
sponsibilities in paragraph (d) of this 
section, under the authority, direction, 
and control of the USD(I) will in ac-
cordance with DoD Instruction 5220.22, 
‘‘National Industrial Security Pro-
gram’’ (available at http://www.dtic.mil/ 
whs/directives/corres/pdf/522022p.pdf). 

(1) Make FOCI determinations on a 
case-by-case basis for U.S. contractors 
or companies under consideration for 
an FCL under the NISP. 

(2) Collect information necessary to 
examine the source, nature, and extent 
of a company’s ownership, control, or 
influence by foreign interests. 

(3) Determine, on behalf of the GCAs, 
whether a U.S. company is under FOCI 
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