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Proscribed information. TOP SECRET 
(TS) information, COMSEC informa-
tion excluding controlled cryp-
tographic items when unkeyed and uti-
lized with unclassified keys, restricted 
data (RD), special access program 
(SAP) information, or sensitive com-
partmented information (SCI). 

Restricted Data (RD). As defined in 
DoD 5220.22–M. 

Sensitive compartmented information 
(SCI). As defined in Joint Publication 
1–02. 

Security assurance. A written con-
firmation, requested by and exchanged 
between governments, that contains 
the following elements: Verification of 
the personnel security clearance (PCL) 
level of the sponsoring foreign govern-
ment’s citizens or nationals; a state-
ment by a responsible official of the 
sponsoring foreign government that 
the recipient of the information is ap-
proved by the sponsoring foreign gov-
ernment for access to information of 
the security classification involved on 
behalf of the sponsoring government; 
and an obligation that the sponsoring 
foreign government will ensure compli-
ance with any security agreement or 
other use, transfer and security re-
quirements specified by the compo-
nents. The security assurance usually 
will be in a request for visit authoriza-
tion or with courier orders or a trans-
portation plan; but is not related to 
the PCL security assurance. 

Special Access Program (SAP). As de-
fined in E.O. 13526. 

Subcontract. As defined in DoD 
5220.22–M. 

§ 117.54 Policy. 
It is DoD policy that DoD FOCI pro-

cedures will be used to protect against 
foreign interests: 

(a) Gaining unauthorized access to 
classified, export-controlled, or all 
communications security (COMSEC) 
(classified or unclassified) information 
in accordance with E.O. 12829 and DoD 
Instruction 8523.01, ‘‘Communications 
Security’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
852301p.pdf). DoD FOCI procedures for 
access to unclassified COMSEC are set 
forth in National Security Agency Cen-
tral Security Service (NSA/CSS) Policy 
Manual 3–16, ‘‘Control of Communica-

tions Security Material’’ (available to 
authorized users of SIPRNET at 
www.iad.nsa.smil.mil/resources/library/ 
nsalofficeloflpolicylsection/pdf/ 
NSAlCSSlMAN-3-16l080505.pdf). 

(b) Adversely affecting the perform-
ance of classified contracts, in accord-
ance with E.O. 12829. 

(c) Undermining U.S. security and ex-
port controls, in accordance with E.O. 
12829. 

§ 117.55 Responsibilities. 
(a) The Under Secretary of Defense 

for Intelligence (USD(I)) will, in ac-
cordance with DoD Directive 5143.01, 
‘‘Under Secretary of Defense for Intel-
ligence (USD(I))’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
514301p.pdf) and DoD Instruction 
5220.22, ‘‘National Industrial Security 
Program’’ (see http://www.dtic.mil/whs/ 
directives/corres/pdf/522022p.pdf): 

(1) Oversee policy and management 
of the NISP, to include FOCI matters. 

(2) Direct, administer, and oversee 
the FOCI provisions of the NISP to en-
sure that the program is efficient and 
consistently implemented. 

(3) Provide additional guidance re-
garding FOCI matters by memorandum 
as needed. 

(4) Coordinate with the Under Sec-
retary of Defense for Policy (USD(P)) 
and the Under Secretary of Defense for 
Acquisition, Technology and Logistics 
(USD(AT&L)) on matters under their 
cognizance that affect the NISP con-
sistent with paragraphs (c) and (d) of 
this section. 

(b) The Director, Defense Security 
Service (DSS), in addition to the re-
sponsibilities in paragraph (d) of this 
section, under the authority, direction, 
and control of the USD(I) will in ac-
cordance with DoD Instruction 5220.22, 
‘‘National Industrial Security Pro-
gram’’ (available at http://www.dtic.mil/ 
whs/directives/corres/pdf/522022p.pdf). 

(1) Make FOCI determinations on a 
case-by-case basis for U.S. contractors 
or companies under consideration for 
an FCL under the NISP. 

(2) Collect information necessary to 
examine the source, nature, and extent 
of a company’s ownership, control, or 
influence by foreign interests. 

(3) Determine, on behalf of the GCAs, 
whether a U.S. company is under FOCI 
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to such a degree that the granting of 
an FCL would be inconsistent with the 
U.S. national security interests. 

(4) Determine the security measures 
necessary to negate or mitigate FOCI 
and make recommendations to the U.S. 
company and to those GCAs with a 
contractual interest or other equity in 
the matter. 

(5) Provide GCAs a guide to clarify 
their roles and responsibilities with re-
spect to the FOCI process and to na-
tional interest determinations (NIDs), 
in particular. Update the guide, as 
needed, in coordination with the Office 
of the Under Secretary of Defense for 
Intelligence (OUSD(I)) Security Direc-
torate. 

(6) Determine a U.S. company’s eligi-
bility for an FCL on an initial and con-
tinuing basis depending on recurring 
security reviews and other inter-
actions. 

(7) Develop proposed changes to 
maintain the currency and effective-
ness of this part. Forward proposed 
changes and associated justification to 
the OUSD(I) Security Directorate for 
consideration as future changes to this 
part. 

(8) Consider and, as warranted, ap-
prove requests for exception to DoD 
5220.22–M in consultation with affected 
GCAs for specific contractors and for 
specific periods of time (such as, to the 
completion date of a contract) when a 
contractor is unable to comply with 
the requirements of DoD 5220.22–M. 
Consideration of such requests will in-
clude an evaluation of any proposed al-
ternative procedures with supporting 
justification and coordination as appli-
cable, consistent with paragraph (a)(4) 
of this section. 

(9) Coordinate and receive the con-
currence of the OUSD(I) Security Di-
rectorate on requests for exception to 
DoD 5220.22–M and consistent with 
paragraph (a)(4) of this section when 
any of the following provisions apply: 

(i) The request exceeds the authority 
of the Director, DSS as defined in this 
section; 

(ii) The proposed exception applies to 
more than one contractor location; or, 

(iii) The exception would be contrary 
to U.S. national policy or international 
agreements, including those relating to 
foreign government information (FGI) 

and international issues under the cog-
nizance of the USD(P) with coordina-
tion as applicable, consistent with 
paragraph (a)(4) of this section. 

(c) The USD(P) will, in accordance 
with DoD Directive 5111.1, ‘‘Under Sec-
retary of Defense for Policy (USD(P))’’ 
(available at http://www.dtic.mil/whs/di-
rectives/corres/pdf/511101p.pdf), advise 
the USD(I) and DSS on the foreign re-
lations and international security as-
pects of FOCI, including FGI, foreign 
disclosures of U.S. classified informa-
tion, exports of defense articles and 
technical data, security arrangements 
for DoD international programs, North 
Atlantic Treaty Organization security, 
and international agreements. 

(d) The USD(AT&L) will, in accord-
ance with DoD Directive 5134.01, 
‘‘Under Secretary of Defense for Acqui-
sition, Technology and Logistics 
(USD(AT&L))’’ (available at http:// 
www.dtic.mil/whs/directives/corres/pdf/ 
513401p.pdf): 

(1) Advise the USD(I) on the develop-
ment and implementation of NISP 
policies, in accordance with DoD In-
struction 5220.22. 

(2) Ensure that DoD Components es-
tablish and maintain a record cap-
turing the current and legitimate need 
for access to classified information by 
contractors in the Defense Industrial 
Base. 

(3) Ensure that acquisition elements 
of DoD Components comply with the 
applicable provisions of DoD 5220.22–M. 

(e) The Director, DoD SAP Central 
Office (SAPCO) will, in accordance 
with DoD Directive 5205.07, ‘‘Special 
Access Program (SAP) Policy’’ (avail-
able at http://www.dtic.mil/whs/directives/ 
corres/pdf/520507p.pdf), notify DSS of the 
existence of SAP equities when DSS 
considers the acceptability of a con-
tractor’s FOCI action plan. In addition, 
the Director, DoD SAPCO, will develop 
procedures for the consideration of a 
NID when a contractor cleared under a 
Special Security Agreement (SSA) re-
quires access to an unacknowledged 
Special Access Program (SAP). 

(f) The Heads of the Components will: 
(1) Oversee compliance by GCA per-

sonnel with applicable procedures iden-
tified in this subpart. 

(2) Designate in writing an individual 
who is authorized to make decisions 
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and provide a coordinated GCA posi-
tion on FOCI matters to DSS within 
timelines established in this part. 

(3) Submit proposed changes to DoD 
5220.22–M, as deemed appropriate, to 
the OUSD(I) Security Directorate. 

§ 117.56 Foreign ownership, control or 
influence (FOCI). 

(a) General. This section provides 
guidance for and establishes procedures 
concerning the initial or continued 
FCL eligibility of U.S. companies and 
U.S. contractors with foreign involve-
ment; provides criteria for determining 
whether U.S. companies are under 
FOCI; prescribes responsibilities in 
FOCI matters; and outlines security 
measures that DSS may consider to 
mitigate or negate the effects of FOCI 
to an acceptable level. As stated in 
DoD 5220.22–M, and in accordance with 
E.O. 12829: 

(1) The Secretary of Defense serves as 
the Executive Agent for inspecting and 
monitoring contractors who require or 
will require access to, or who store or 
will store classified information. 

(2) The Components reserve the dis-
cretionary authority, and have the ob-
ligation, to impose any security proce-
dure, safeguard, or restriction they be-
lieve necessary to ensure that unau-
thorized access to classified informa-
tion is effectively precluded and that 
performance of classified contracts, as 
defined in DoD 5220.22–M, is not ad-
versely affected by FOCI. 

(b) Procedures — (1) Criteria. A U.S. 
company is considered to be under 
FOCI whenever a foreign interest has 
the power, direct or indirect (whether 
or not exercised, and whether or not 
exercisable through the ownership of 
the U.S. company’s securities, by con-
tractual arrangements or other 
means), to direct or decide matters af-
fecting the management or operations 
of the company in a manner that may 
result in unauthorized access to classi-
fied information or may adversely af-
fect the performance of classified con-
tracts. 

(2) FOCI Analysis. Conducting an 
analysis of available information on a 
company to determine the existence, 
nature, and source of FOCI is a critical 
aspect of evaluating previously 
uncleared companies for FCLs and also 

in determining continued eligibility of 
contractors for FCLs. 

(i) A U.S. company determined to be 
under FOCI is ineligible for an FCL un-
less and until security measures have 
been put in place to mitigate FOCI. 

(ii) In making a determination as to 
whether a company is under FOCI, DSS 
will consider the information provided 
by the company or its parent entity on 
the Standard Form (SF) 328, ‘‘Certifi-
cate Pertaining to Foreign Interests,’’ 
(available at http://www.dtic.mil/whs/di-
rectives/infomgt/forms/eforms/sf0328.pdf) 
and any other relevant information 
(e.g., filings with the Securities and 
Exchange Commission (for publicly 
traded companies), articles of incorpo-
ration, by-laws, and loan and share-
holder agreements, as well as other 
publicly available information about 
the company. Depending on specific 
circumstances (e.g., extensive minority 
foreign ownership at a cleared sub-
sidiary in the corporate family), DSS 
may request one or more of the legal 
entities that make up a corporate fam-
ily to submit individual SF 328s and 
will determine the appropriate FOCI 
action plan(s) that must be put in 
place. 

(iii) When a contractor has been de-
termined to be under FOCI, the pri-
mary consideration will be the safe-
guarding of classified information. DSS 
is responsible for taking whatever in-
terim action is necessary to safeguard 
classified information, in coordination 
with other affected agencies as appro-
priate consistent with § 117.54. 

(iv) When a merger, sale, or acquisi-
tion involving a foreign interest and a 
contractor is finalized prior to having 
an acceptable FOCI mitigation or nega-
tion agreement in place, DSS will in-
validate any existing FCL until such 
time as DSS determines that the con-
tractor has submitted an acceptable 
FOCI action plan (see DoD 5220.22–M) 
and has agreed to interim measures 
that address FOCI concerns pending 
formal execution of a FOCI mitigation 
or negation agreement. Invalidation 
renders the contractor ineligible to re-
ceive new classified material or to bid 
on new classified contracts. If the af-
fected GCA determines that continued 
access to classified material is re-
quired, DSS may continue the FCL in 
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