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person’s financial records shall, when fea-
sible, obtain the customer’s consent. 

B. Any authorization obtained under para-
graph A. of this appendix, shall: 

1. Be in writing, signed, and dated. 
2. Identify the particular financial records 

that are being disclosed. 
3. State that the customer may revoke the 

authorization at any time before disclosure. 
4. Specify the purposes for disclosure and 

to which Governmental authority the 
records may be disclosed. 

5. Authorize the disclosure for a period not 
in excess of 3 months. 

6. Contain a ‘‘State of Customer Rights’’ as 
required by 12 U.S.C. Chapter 35 (see Appen-
dix J to this part). 

7. Contain a Privacy Act Statement as re-
quired by 32 CFR part 310 for a personnel se-
curity investigation. 

C. Any customer’s authorization not con-
taining all of the elements listed in para-
graph B. of this appendix, shall be void. A 
customer authorization form, in a format set 
forth in Appendix J to this part, shall be 
used for this purpose. 

D. A copy of the customer’s authorization 
shall be made a part of the law enforcement 
or personnel security file where the financial 
records are maintained. 

E. A certificate of compliance stating that 
the applicable requirements of 12 U.S.C. 
Chapter 35 have been met (Appendix M to 
this part), along with the customer’s author-
ization, shall be provided to the financial in-
stitution as a prerequisite to obtaining ac-
cess to financial records. 

APPENDIX C TO PART 275—OBTAINING 
ACCESS BY ADMINISTRATIVE OR JUDI-
CIAL SUBPOENA OR BY FORMAL WRIT-
TEN REQUEST 

A. Access to information contained in fi-
nancial records from a financial institution 
may be obtained by Government authority 
when the nature of the records is reasonably 
described and the records are acquired by: 

1. Administrative Summons or Subpoena. a. 
Within the Department of Defense, the In-
spector General, DoD, has the authority 
under the Inspector General Act to issue ad-
ministrative subpoenas for access to finan-
cial records. No other DoD Component offi-
cial may issue summons or subpoenas for ac-
cess to these records. 

b. The Inspector General, DoD shall issue 
administrative subpoenas for access to finan-
cial records in accordance with established 
procedures but subject to the procedural re-
quirements of this appendix. 

2. Judicial Subpoena. 
3. Formal Written Request. 
a. Formal requests may only be used if an 

administrative summons or subpoena is not 
reasonably available to obtain the financial 
records. 

b. A formal written request shall be in a 
format set forth in Appendix K to this part 
and shall: 

1. State that the request is issued under 12 
U.S.C. Chapter 35 and the DoD Component’s 
implementation of this part. 

2. Describe the specific records to be exam-
ined. 

3. State that access is sought in connection 
with a legitimate law enforcement inquiry. 

4. Describe the nature of the inquiry. 
5. Be signed by the head of the law enforce-

ment office or a designee. 
B. A copy of the administrative or judicial 

subpoena or formal request, along with a no-
tice specifying the nature of the law enforce-
ment inquiry, shall be served on the person 
or mailed to the person’s last known mailing 
address on or before the subpoena is served 
on the financial institution unless a delay of 
notice has been obtained under Appendix H 
of this part. 

C. The notice to the customer shall be in a 
format similar to Appendix L to this part 
and shall be personally served at least 10 
days or mailed at least 14 days prior to the 
date on which access is sought. 

D. The customer shall have 10 days to chal-
lenge a notice request when personal service 
is made and 14 days when service is by mail. 

E. No access to financial records shall be 
attempted before the expiration of the perti-
nent time period while awaiting receipt of a 
potential customer challenge, or prior to the 
adjudication of any challenge made. 

F. The official who signs the customer no-
tice shall be designated to receive any chal-
lenge from the customer. 

G. When a customer fails to file a chal-
lenge to access to financial records within 
the above pertinent time periods, or after a 
challenge is adjudicated in favor of the law 
enforcement office, the head of the office, or 
a designee, shall certify in writing to the fi-
nancial institution that such office has com-
plied with the requirements of 12 U.S.C. 
Chapter 35. No access to any financial 
records shall be made before such certifi-
cation (Appendix M to this part) is provided 
the financial institution. 

APPENDIX D TO PART 275—OBTAINING 
ACCESS BY SEARCH WARRANT 

A. A Government authority may obtain fi-
nancial records by using a search warrant 
obtained under Rule 41 of the Federal Rules 
of Criminal Procedure. 

B. Unless a delay of notice has been ob-
tained under provisions of Appendix H to 
this part, the law enforcement office shall, 
no later than 90 days after serving the search 
warrant, mail to the customer’s last known 
address a copy of the search warrant to-
gether with the following notice: 
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