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charts for the OIG elements and mail-
ing addresses of all OIG operating loca-
tions and will be made available to the 
public upon written request. 

(c) As an independent and objective 
office in the Department of Defense 
(DoD) the mission of the OIG is to: 

(1) Conduct, supervise, monitor, and 
initiate audits, inspections and inves-
tigations relating to programs and op-
erations of the DoD. 

(2) Provide leadership and coordina-
tion and recommend policies for activi-
ties designed to promote economy, effi-
ciency, and effectiveness in the admin-
istration of, and to prevent and detect 
fraud and abuse in, such programs and 
operations. 

(3) Provide a means for keeping the 
Secretary of Defense and the Congress 
fully and currently informed about 
problems and deficiencies relating to 
the administration of such programs 
and operations and the necessity for 
and progress of corrective action. 

(4) Further information regarding the 
responsibilities and functions of the IG 
is encompassed in Public Law 95–452, 
the ‘‘Inspector General Act of 1978,’’ as 
amended and 32 CFR part 373. 

APPENDIX A TO PART 295—FOR OFFICIAL 
USE ONLY (FOUO) 

I. General Provisions 

A. General 

Information that has not been given a se-
curity classification pursuant to the criteria 
of an Executive Order, but which may be 
withheld from the public for one or more of 
the reasons cited in FOIA exemptions (b)(2) 
through (b)(9) shall be considered as being 
for official use only. No other material shall 
be considered or marked ‘‘For Official Use 
Only’’ (FOUO), and FOUO is not authorized 
as an anemic form of classification to pro-
tect national security interests. 

B. Prior FOUO Application 

The prior application of FOUO markings is 
not a conclusive basis for withholding a 
record that is requested under the FOIA. 
When such a record is requested, the infor-
mation in it shall be evaluated to determine 
whether, under current circumstances, FOIA 
exemptions apply in withholding the record 
or portions of it. If any exemption or exemp-
tions apply or applies, it may nonetheless be 
released when it is determined that no gov-
ernmental interest will be jeopardized by its 
release. 

C. Historical Papers 

Records such as notes, working papers, and 
drafts retained as historical evidence of ac-
tions enjoy no special status apart from the 
exemptions under the FOIA. 

D. Time To Mark Records 

The marking of records at the time of their 
creation provides notice of FOUO content 
and facilitates review when a record is re-
quested under the FOIA. Records requested 
under the FOIA that do not bear such mark-
ings, shall not be assumed to be releasable 
without examination for the presence of in-
formation that requires continued protection 
and qualifies as exempt from public release. 

E. Distribution Statement 

Information in a technical document that 
requires a distribution statement pursuant 
to DoD Directive 5230.24, 1 ‘‘Distribution 
Statements on Technical Documents’’, shall 
bear that statement and may be marked 
FOUO, as appropriate. 

II. Markings 

A. Location of Markings 

(1) An unclassified document containing 
FOUO information shall be marked ‘‘For Of-
ficial Use Only’’ at the bottom on the out-
side of the front cover (if any), on each page 
continuing FOUO information, and on the 
outside of the back cover (if any). 

(2) Within a classified document, an indi-
vidual page that contains both FOUO and 
classified information shall be marked at the 
top and bottom with the highest security 
classification of information appearing on 
the page. 

(3) Within a classified document, an indi-
vidual page that contains FOUO information 
but no classified information shall be 
marked ‘‘For Official Use Only’’ at the bot-
tom of the page. 

(4) Other records, such as, photographs, 
films, tapes, or slides, shall be marked ‘‘For 
Official Use Only’’ or ‘‘FOUO’’ in a manner 
that ensures that a recipient or viewer is 
aware of the status of the information there-
in. 

(5) The FOUO material transmitted outside 
the Department of Defense requires applica-
tion of an expanded marking to explain the 
significance of the FOUO marking. This may 
be accomplished by typing or stamping the 
following statement on the record prior to 
transfer: 
This document contains information 
EXEMPT FROM MANDATORY DISCLO-

SURE 
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under the FOIA. Exemptions . . . . . apply 

III. Dissemination and Transmission 

A. Release and Transmission Procedures 

Until FOUO status is terminated, the re-
lease and transmission instructions that fol-
low apply: 

(1) The FOUO information may be dissemi-
nated within DoD Components and between 
officials of DoD Components and DoD con-
tractors, consultants, and grantees to con-
duct official business for the Department of 
Defense. Recipients shall be made aware of 
the status of such information, and trans-
mission shall be by means that preclude un-
authorized public disclosure. Transmittal 
documents shall call attention to the pres-
ence of FOUO attachments. 

(2) The DoD holders of FOUO information 
are authorized to convey such information to 
officials in other departments and agencies 
of the executive and judicial branches to ful-
fill a Government function, except to the ex-
tent prohibited by the Privacy Act. Records 
thus transmitted shall be marked ‘‘For Offi-
cial Use Only’’, and the recipient shall be ad-
vised that the information has been exempt-
ed from public disclosure, pursuant to the 
FOIA, and that special handling instructions 
do or do not apply. 

(3) Release of FOUO information to Mem-
bers of Congress is governed by DoD Direc-
tive 5400.4, 2 ‘‘Provision of Information to 
Congress’’. Release to the GAO is governed 
by DoD Directive 7650.1, 3 ‘‘General Account-
ing Office Access to Records’’. Records re-
leased to the Congress or GAO should be re-
viewed to determine whether the informa-
tion warrants FOUO status. If not, prior 
FOUO markings shall be removed or effaced. 
If withholding criteria are met, the records 
shall be marked FOUO and the recipient pro-
vided an explanation for such exemption and 
marking. Alternatively, the recipient may 
be requested, without marking the record, to 
protect against its public disclosure for rea-
sons that are explained. 

B. Transporting FOUO Information 

Records containing FOUO information 
shall be transported in a manner that pre-
cludes disclosure of the contents. When not 
commingled with classified information, 
FOUO information may be sent via first- 
class mail or parcel post. Bulky shipments, 
such as distributions of FOUO Directives or 
testing materials, that otherwise qualify 
under postal regulations may be sent by 
fourth-class mail. 

C. Electrically Transmitted Messages 

Each part of electrically transmitted mes-
sages containing FOUO information shall be 
marked appropriately. Unclassified messages 
containing FOUO information shall contain 
the abbreviated ‘‘FOUO’’ before the begin-
ning of the text. Such messages shall be 
transmitted in accordance with communica-
tions security procedures in ACP–121 (United 
States Supplement 1) for FOUO information. 

IV. Safeguarding FOUO Information 

A. During Duty Hours 

During normal working hours, records de-
termined to be FOUO shall be placed in an 
out-of-sight location if the work area is ac-
cessible to non-governmental personnel. 

B. During Non-Duty Hours 

At the close of business, FOUO records 
shall be stored so as to preclude unauthor-
ized access. Filing such material with other 
unclassified records in unlocked files or 
desks, etc., is adequate when normal U.S. 
Government or government-contractor inter-
nal building security is provided during 
nonduty hours. When such internal security 
control is not exercised, locked buildings or 
rooms normally provide adequate after- 
hours protection. If such protection is not 
considered adequate, FOUO material shall be 
stored in locked receptacles such as file cabi-
nets, desks, or bookcases. FOUO records that 
are subject to the provisions of Public Law 
86–36, National Security Agency Act shall 
meet the safeguards outlined for that group 
of records. 

V. Termination, Disposal and Unauthorized 
Disclosures 

A. Termination 

The originator or other component author-
ity, e.g., initial denial and appellate authori-
ties, shall terminate ‘‘For Official Use Only’’ 
markings or status when circumstances indi-
cate that the information no longer requires 
protection from public disclosure. When 
FOUO status is terminated, all known hold-
ers shall be notified, to the extent practical. 
Upon notification, holders shall efface or re-
move the ‘‘For Official Use Only’’ markings, 
but records in file or storage need not be re-
trieved solely for that purpose. 

B. Disposal 

(1) Nonrecord copies of FOUO materials 
may be destroyed by tearing each copy into 
pieces to preclude reconstructing, and plac-
ing them in regular trash containers. When 
local circumstances or experience indicates 
that this destruction method is not suffi-
ciently protective of FOUO information, 
local authorities may direct other methods 
but give due consideration to the additional 
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expense balanced against the degree of sensi-
tivity of the type of FOUO information con-
tained in the records. 

(2) Record copies of FOUO documents shall 
be disposed of in accordance with the dis-
posal standards established under 44 U.S.C. 
chapter 33, as implemented by Inspector 
General Defense Manual (IGDM) 5015.2, 4 
‘‘Records Management Program’’. 

C. Unauthorized Disclosure 

The unauthorized disclosure of FOUO 
records does not constitute an unauthorized 
disclosure of DoD information classified for 
security purposes. Appropriate administra-
tive action shall be taken, however, to fix re-
sponsibility for unauthorized disclosure 
whenever feasible, and appropriate discipli-
nary action shall be taken against those re-
sponsible. Unauthorized disclosure of FOUO 
information that is protected by the Privacy 
Act may also result in civil and criminal 
sanctions against responsible persons. The 
DoD Component that originated the FOUO 
information shall be informed of its unau-
thorized disclosure. 

APPENDIX B TO PART 295—EXEMPTIONS 

I. General 

The exemptions listed apply to categories 
of records that may be withheld in whole or 
in part from public disclosure, unless other-
wise prescribed by law. A discretionary re-
lease (see also § 295.5(e) of this part) to one 
requester may preclude the withholding of 
the same record under a FOIA exemption if 
the record is subsequently requested by 
someone else. In applying the exemptions, 
the identity of the requester and the purpose 
for which the record is sought are irrelevant 
with the exception that an exemption may 
not be invoked where the particular interest 
to be protected is the requester’s interest. 
The examples provided of the types of 
records that may be exempted from release 
are not at all inclusive. 

II. FOIA Exemptions 

A. Exemption (b)(1). 

Those properly and currently classified in 
the interest of national defense or foreign 
policy, as specifically authorized under the 
criteria established by executive order and 
implemented by regulations, such as DoD 
5200.1–R 1 (32 CFR part 159a), ‘‘Information 

Security Program Regulation’’. Although 
material is not classified at the time of the 
FOIA request, a classification review may be 
undertaken to determine whether the infor-
mation should be classified. The procedures 
in DoD 5200.1–R, section 2–204f, apply, In ad-
dition, this exemption shall be invoked when 
the following situations are apparent: 

(1) The fact of the existence or nonexist-
ence of a record would itself reveal classified 
information. In this situation, the OIG shall 
neither confirm nor deny the existence or 
nonexistence of the record being requested. 
A ‘‘refusal to confirm or deny’’ response will 
be used consistently, not only when a record 
exists, but also when a record does not exist. 
Otherwise, the pattern of using a ‘‘no 
record’’ response when a record does not 
exist will itself disclose national security in-
formation. 

(2) Information that concerns one or more 
of the classification categories established 
by executive order and DoD 5200.1–R (32 CFR 
part 159a) shall be classified if its unauthor-
ized disclosure, either by itself or in the con-
text of other information, reasonably could 
be expected to cause damage to the national 
security. 

B. Exemption (b)(2) 

Those related solely to the internal per-
sonnel rules and practices of DoD or the OIG. 
This exemption has two profiles, high (b)(2) 
and low (b)(2). 

(1) Records qualifying under high (b)(2) are 
those containing or constituting statutes, 
rules, regulations, orders, manuals, direc-
tives, and instructions the release of which 
would allow circumvention of these records, 
thereby substantially hindering the effective 
performance of a significant function of the 
DoD or OIG. Examples include: 

(a) Those operating rules, guidelines, and 
manuals, for DoD and OIG investigators, in-
spectors, auditors, or examiners that must 
remain privileged in order for the OIG to ful-
fill a legal requirement. 

(b) Personnel and other administrative 
matters, such as examination questions and 
answers used in training courses or in the de-
termination of the qualification of can-
didates for employment, entrance on duty, 
advancement, or promotion. 

(c) Computer software meeting the stand-
ards of § 295.3(c) of this part, the release of 
which would allow circumvention of a stat-
ute or DoD rules, regulations, orders, manu-
als, directives, or instructions. In this situa-
tion, the use of the software must be closely 
examined to ensure a circumvention possi-
bility exists. 

(2) Records qualifying under the low (b)(2) 
profile are those that are trivial and house-
keeping in nature for which there is no le-
gitimate public interest or benefit to be 
gained by release, and it would constitute an 
administrative burden to process the request 
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