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for participation in a matching pro-
gram (either as a matching agency or a 
source agency) be submitted to the 
DPO for review and compliance. The 
WHS-Serviced Components shall sub-
mit a courtesy copy to the OSD/JS Pri-
vacy Office at the time of transmittal 
to the DPO. 

§ 311.7 OSD/JS Privacy Office Proc-
esses. 

The OSD/JS Privacy Office shall: 
(a) Exercise oversight and adminis-

trative control of the OSD/JS Privacy 
Program for the WHS-Serviced Compo-
nents. 

(b) Provide guidance and training to 
the WHS-Serviced Components as re-
quired by 32 CFR 310.37. 

(c) Collect and consolidate data from 
the WHS-Serviced Components and 
submit reports to the DPO, as required 
by 32 CFR 310.40 or otherwise requested 
by the DPO. 

(d) Coordinate and consolidate infor-
mation for reporting all record sys-
tems, as well as changes to approved 
systems, to the DPO for final proc-
essing to the Office of Management and 
Budget, the Congress, and the FEDERAL 
REGISTER, as required by 32 CFR part 
310. 

(e) In coordination with DPO, serve 
as the appellate authority for the 
WHS-Serviced Components when a re-
quester appeals a denial for access as 
well as when a requester appeals a de-
nial for amendment or initiates legal 
action to correct a record. 

(f) Refer all matters about amend-
ments of records and general and spe-
cific exemptions under 32 CFR 310.19, 
310.28 and 310.29 to the proper WHS- 
Serviced Components. 

§ 311.8 Procedures for exemptions. 
(a) General information. The Secretary 

of Defense designates those Office of 
the Secretary of Defense (OSD) sys-
tems of records which will be exempt 
from certain provisions of the Privacy 
Act. There are two types of exemp-
tions, general and specific. The general 
exemption authorizes the exemption of 
a system of records from all but a few 
requirements of the Act. The specific 
exemption authorizes exemption of a 
system of records or portion thereof, 
from only a few specific requirements. 

If an OSD Component originates a new 
system of records for which it proposes 
an exemption, or if it proposes an addi-
tional or new exemption for an existing 
system of records, it shall submit the 
recommended exemption with the 
records system notice as outlined in 
§ 311.6. No exemption of a system of 
records shall be considered automatic 
for all records in the system. The sys-
tems manager shall review each re-
quested record and apply the exemp-
tions only when this will serve signifi-
cant and legitimate Government pur-
pose. 

(b) General exemptions. The general 
exemption provided by 5 U.S.C. 
552a(j)(2) may be invoked for protection 
of systems of records maintained by 
law enforcement activities. Certain 
functional records of such activities 
are not subject to access provisions of 
the Privacy Act of 1974. Records identi-
fying criminal offenders and alleged of-
fenders consisting of identifying data 
and notations of arrests, the type and 
disposition of criminal charges, sen-
tencing, confinement, release, parole, 
and probation status of individuals are 
protected from disclosure. Other 
records and reports compiled during 
criminal investigations, as well as any 
other records developed at any stage of 
the criminal law enforcement process 
from arrest to indictment through the 
final release from parole supervision 
are excluded from release. 

(1) System identifier and name: DWHS 
P42.0, DPS Incident Reporting and In-
vestigations Case Files. 

(i) Exemption. Portions of this system 
that fall within 5 U.S.C. 552a(j)(2) are 
exempt from the following provisions 
of 5 U.S.C. 552a, Sections (c)(3) and (4); 
(d)(1) through (d)(5); (e)(1) through 
(e)(3); (e)(5); (f)(1) through (f)(5); (g)(1) 
through (g)(5); and (h) of the Act. 

(ii) Authority: 5 U.S.C. 552a(j)(2). 
(iii) Reason: The Defense Protective 

Service is the law enforcement body for 
the jurisdiction of the Pentagon and 
immediate environs. The nature of cer-
tain records created and maintained by 
the DPS requires exemption from ac-
cess provisions of the Privacy Act of 
1974. The general exemption, 5 U.S.C. 
552a(j)(2), is invoked to protect ongoing 
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