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(D) From subsection (e)(1) because it is not 
always possible for NGA or other agencies to 
know in advance what information is both 
relevant and necessary for it to complete an 
identity comparison between individuals and 
a known or suspected terrorist. In addition, 
because NGA and other agencies may not al-
ways know what information about an en-
counter with a known or suspected terrorist 
will be relevant to law enforcement for the 
purpose of conducting an operational re-
sponse. 

(E) From subsection (e)(2) because applica-
tion of this provision could present a serious 
impediment to counterterrorism, law en-
forcement, or intelligence efforts in that it 
would put the subject of an investigation, 
study or analysis on notice of that fact, 
thereby permitting the subject to engage in 
conduct designed to frustrate or impede that 
activity. The nature of counterterrorism, 
law enforcement, or intelligence investiga-
tions is such that vital information about an 
individual frequently can be obtained only 
from other persons who are familiar with 
such individual and his/her activities. In 
such investigations, it is not feasible to rely 
upon information furnished by the individual 
concerning his own activities. 

(F) From subsection (e)(3), to the extent 
that this subsection is interpreted to require 
NGA to provide notice to an individual if 
NGA or another agency receives or collects 
information about that individual during an 
investigation or from a third party. Should 
the subsection be so interpreted, exemption 
from this provision is necessary to avoid im-
peding counterterrorism, law enforcement, 
or intelligence efforts by putting the subject 
of an investigation, study or analysis on no-
tice of that fact, thereby permitting the sub-
ject to engage in conduct intended to frus-
trate or impede that activity. 

(G) From subsections (e)(4)(G) and (H) and 
(I) (Agency Requirements) and (f) (Agency 
Rules), because this system is exempt from 
the access provisions of 5 U.S.C. 552a(d). 

(H) From subsection (e)(5) because many of 
the records in this system coming from other 
system of records are derived from other 
agency record systems and therefore it is not 
possible for NGA to ensure their compliance 
with this provision, however, NGA has im-
plemented internal quality assurance proce-
dures to ensure that data used in the match-
ing process is as thorough, accurate, and cur-
rent as possible. In addition, in the collec-
tion of information for law enforcement, 
counterterrorism, and intelligence purposes, 
it is impossible to determine in advance 
what information is accurate, relevant, 
timely, and complete. With the passage of 
time, seemingly irrelevant or untimely in-
formation may acquire new significance as 
further investigation brings new details to 
light. The restrictions imposed by (e)(5) 
would limit the ability of those agencies’ 

trained investigators and intelligence ana-
lysts to exercise their judgment in con-
ducting investigations and impede the devel-
opment of intelligence necessary for effec-
tive law enforcement and counterterrorism 
efforts. However, NGA has implemented in-
ternal quality assurance procedures to en-
sure that the data used in the matching 
process is as thorough, accurate, and current 
as possible. 

(I) From subsection (e)(8) because to re-
quire individual notice of disclosure of infor-
mation due to compulsory legal process 
would pose an impossible administrative 
burden on NGA and other agencies and could 
alert the subjects of counterterrorism, law 
enforcement, or intelligence investigations 
to the fact of those investigations when not 
previously known. 

(J) From subsection (f) (Agency Rules) be-
cause portions of this system are exempt 
from the access and amendment provisions 
of subsection (d). 

(K) From subsection (g) to the extent that 
the system is exempt from other specific 
subsections of the Privacy Act. 

* * * * * 
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§ 321.1 Purpose and applicability. 
(a) This part establishes rules, poli-

cies and procedures for the disclosure 
of personal records in the custody of 
the Defense Security Service (DSS) to 
the individual subjects, the handling of 
requests for amendment or correction 
of such records, appeal and review of 
DSS decisions on these matters, and 
the application of general and specific 
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exemptions, under the provisions of the 
Privacy Act of 1974. It also prescribes 
other policies and procedures to effect 
compliance with the Privacy Act of 
1974 and DoD Directive 5400.11 1. 

(b) The procedures set forth in this 
part do not apply to DSS personnel 
seeking access to records pertaining to 
themselves which previously have been 
available. DSS personnel will continue 
to be granted ready access to their per-
sonnel, security, and other records by 
making arrangements directly with the 
maintaining office. DSS personnel 
should contact the Office of Freedom of 
Information and Privacy, DSSHQ, for 
access to investigatory records per-
taining to themselves or any assistance 
in obtaining access to other records 
pertaining to themselves, and may fol-
low the procedures outlined in these 
rules in any case. 

§ 321.2 Definitions. 
(a) All terms used in this part which 

are defined in 5 U.S.C. 552a shall have 
the same meaning herein. 

(b) As used in this part, the term 
agency means the Defense Security 
Service. 

§ 321.3 Information and procedures for 
requesting notification. 

(a) General. Any individual may re-
quest and receive notification of 
whether he is the subject of a record in 
any system of records maintained by 
DSS using the information and proce-
dures described in this section. 

(1) Paragraphs (b) and (c) of this sec-
tion give information that will assist 
an individual in determining in what 
systems of DSS records (if any) he may 
be the subject. This information is pre-
sented as a convenience to the indi-
vidual in that he may avoid consulting 
the lengthy systems notices elsewhere 
in the FEDERAL REGISTER. 

(2) Paragraph (d) of this section de-
tails the procedure an individual 
should use to contact DSS and request 
notification. It will be helpful if the in-
dividual states what his connection 
with DSS has or may have been, and 
about what record system(s) he is in-
quiring. Such information is not re-

quired, but its absence may cause some 
delay. 

(b) DSS Records Systems. A list of DSS 
records systems is available by con-
tacting Defense Security Service, Of-
fice of FOI and Privacy, 1340 Braddock 
Place, Alexandria, VA, 22314-1551. 

(c) Categories of individuals in DSS 
Record Systems. (1) Any person who is 
the subject or co-subject of an ongoing 
or completed investigation by DSS 
should have an investigative case file/ 
record in system V5-01, if the record 
meets retention criteria. An index to 
such files should be in V5-02. 

(2) If an individual has ever made a 
formal request to DSS under the Free-
dom of Information Act or the Privacy 
Act of 1974, a record pertaining to that 
request under the name of the re-
quester, or subject matter, will be in 
system V1-01. 

(3) Persons of Counterintelligence in-
terest who have solicited from indus-
trial contractors/DoD installations in-
formation which may appear to be sen-
sitive in nature may have a record in 
system V5-04. 

(4) Individuals who have been appli-
cants for employment with DSS, or 
nominees for assignment to DSS, but 
who have not completed their DSS af-
filiation, may be subjects in systems 
V4-04, V5-01, V5-02, V5-03, or V6-01. 

(5) Any individual who is a subject, 
victim or cross-referenced personally 
in an investigation by an investigative 
element of any DoD component, may 
be referenced in the Defense Clearance 
and Investigations Index, system V5-02, 
in an index to the location, file num-
ber, and custodian of the case record. 

(6) Individuals who have ever pre-
sented a complaint to or have been 
connected with a DSS Inspector Gen-
eral inquiry may be subjects of records 
in system V2-01. 

(7) If an individual has ever attended 
the Defense Industrial Security Insti-
tute or completed training with the 
DSS Training Office he should be sub-
ject of a record in V7-01. 

(8) If an individual has ever been a 
guest speaker or instructor at the De-
fense Industrial Security Institute, he 
should be the subject of a record in V7- 
01. 

(9) If an individual is an employee or 
major stockholder of a government 
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