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(k) NGB offices and personnel, in-
cluding contractors, maintaining and 
having access to records and informa-
tion about individuals will manage 
them and conduct themselves so as to 
avoid the civil liability and criminal 
penalties provided for under 5 U.S.C. 
552a. 

§ 329.5 Responsibilities. 

(a) Chief of the National Guard Bureau 
(CNGB). The CNGB, under the author-
ity, direction, and control of the Sec-
retary of Defense (SecDef), approves 
and establishes overall policy, direc-
tion, and guidance for the NGB privacy 
program and promulgates privacy pol-
icy for the non-Federalized National 
Guard. 

(b) NGB Chief Counsel. The NGB Chief 
Counsel, under the authority, direc-
tion, and control of the CNGB, shall: 

(1) Serve as the National Guard Com-
ponent Senior Official for Privacy 
(CSOP) pursuant to part 32 CFR part 
310, subpart A. 

(2) Direct and administer the Privacy 
Program for the NGB as well as the Na-
tional Guard of the States, Territories, 
and the District of Columbia as it per-
tains to the maintenance of records 
protected by 5 U.S.C. 552a, other Fed-
eral laws on privacy, and OMB and DoD 
Privacy policies. 

(3) Ensure implementation of and 
compliance with standards and proce-
dures established by 5 U.S.C. 552a, OMB 
A–130, 32 CFR part 310, and this part. 

(4) Serve as the appellate authority 
on denials of access or amendment. 

(5) Direct the implementation all as-
pects of 5 U.S.C. 552a, OMB A–130, 32 
CFR part 310, this part, and other Fed-
eral laws on privacy, and OMB and DoD 
Privacy policies. 

(c) Chief of the Office of Information 
and Privacy (OIP). The Chief of the OIP, 
under the authority, direction, and 
control of the NGB Chief Counsel, 
shall: 

(1) Oversee the National Guard’s 
compliance with 5 U.S.C. 552a, OMB A– 
130, 32 CFR part 310, this part, and 
other Federal laws on privacy, and 
OMB and DoD Privacy policies. 

(2) Issue policy and guidance as it re-
lates to 5 U.S.C. 552a and other Federal 
and DoD Privacy requirements. 

(3) Collect, consolidate, and submit 
Privacy reports to the Defense Privacy 
and Civil Liberties Office (DPCLO), or 
the respective service (Air Force or 
Army) that the reporting of informa-
tion pertains to. This includes, but is 
not limited to: 

(i) Personally Identifiable Informa-
tion (PII) Breach Reports required by 
32 CFR part 310, subpart B, 

(ii) Quarterly Training Reports, 
SORN Reviews, and Privacy Com-
plaints; and, 

(iii) Reports pursuant Public Law 17– 
347. 

(4) Submit all approved SORNs to the 
DPCLO or the respective service that 
has the statutory authority to publish 
the SORN for publication in the FR. 

(5) Refer inquiries about access, 
amendments of records, and general 
and specific exemptions listed in a 
SORN to the appropriate System Man-
ager. 

(6) Review all instructions, direc-
tives, publications, policies, Memoran-
dums of Agreement (MOA), Memoran-
dums of Understanding (MOU), data 
sharing agreements, data transfer 
agreements, data use agreements, sur-
veys (including web-based or elec-
tronic), and forms that involve or dis-
cuss the collection, retention, access, 
use, sharing, or maintenance of PII are 
to ensure compliance with this part. 

(7) Make training resources available 
to NGB personnel, including contrac-
tors, regarding 5 U.S.C. 552a, OMB A– 
130, 32 CFR part 310, compliance with 
this part, and other Federal and DoD 
Privacy requirements. 

(d) Chief of Administrative Law. The 
Chief of Administrative Law shall 
serve as the initial denial authority 
(IDA) to deny official requests for ac-
cess or amendment to an individual’s 
record pursuant to a published NGB 
SORN under 5 U.S.C. 552a or amend-
ments to such records. 

(e) Chief of Litigation and Employment 
Law. The Chief of Litigation and Em-
ployment Law will notify the Chief of 
the OIP of any complaint citing 5 
U.S.C. 552a is filed in a U.S. District 
Court against the NGB, or any em-
ployee of NGB using the procedures 
outlined in § 329.6 of this part. 

(f) NGB Comptroller/Director of Admin-
istration and Management (DA&M). The 

VerDate Mar<15>2010 16:20 Aug 26, 2014 Jkt 232130 PO 00000 Frm 01091 Fmt 8010 Sfmt 8010 Q:\32\32V2.TXT 31



1082 

32 CFR Ch. I (7–1–14 Edition) § 329.5 

NGB Comptroller/DA&M shall ensure 
appropriate Federal Acquisition Regu-
lation (FAR) (Available at https:// 
www.acquisition.gov/far/) and Defense 
Federal Acquisition Regulation Sup-
plement (DFARS) (Available at http:// 
www.acq.osd.mil/dpap/dars/dfarspgi/ 
current/index.html) clauses (FAR Sub-
part 24.1 related to 5 U.S.C. 552a and 
FAR subpart 24.2 related to 5 U.S.C. 
552, as well as DFARS clauses 52.224–1 
and/or 52.224–2) are included in all con-
tracts that provide for contractor per-
sonnel to have access or maintain 
records, including records in informa-
tion systems, that are covered by 5 
U.S.C. 552a or that contain PII. 

(g) NGB Directorates/Divisions. All 
NGB directorates/divisions maintain-
ing records containing PII or that have 
personnel that have access to PII shall: 

(1) Ensure that a SORN is published 
in the FR before collection of any in-
formation subject to 5 U.S.C. 552a is 
scheduled to begin. 

(2) Ensure System Managers comply 
with all responsibilities outlined in 
paragraph (h) of this section. This in-
cludes referring any proposed denials of 
access or amendment under 5 U.S.C. 
552a to the Chief of the OIP within 10 
working days. 

(3) Evaluate Privacy requirements 
for information systems and electronic 
collection or maintenance of PII in the 
early stages of system acquisition/de-
velopment. This includes completing a 
PIA in accordance with the require-
ments of Public Law 107–347, section 
208 of the E-Government Act of 2002, 
and DoD 5400.16–R. 

(4) Ensure personnel, including con-
tractors, who have access to PII com-
plete appropriate Privacy training as 
required by 5 U.S.C. 552a, 32 CFR part 
310, subpart H, and Part II of DoD Pol-
icy ‘‘Safeguarding Against and Re-
sponding to Breaches of PII’’ (http:// 
www.dod.mil/pubs/foi/privacy/docs/DAl 

M6l5l2009RespondingltoBreachlofl 

PII.pdf) as follows: 
(i) Orientation Training: Training 

that provides individuals with a basic 
understanding of the requirements of 5 
U.S.C. 552a as it applies to the individ-
ual’s job performance. The training is 
for all personnel, as appropriate, and 
should be a prerequisite to all other 
levels of training. 

(ii) Specialized Training: Training 
that provides information as to the ap-
plication of specific provisions of this 
part to specialized areas of job per-
formance. Personnel of particular con-
cern include, but are not limited to 
personnel specialists, finance officers, 
special investigators, paperwork man-
agers, public affairs officials, informa-
tion technology professionals, and any 
other personnel responsible for imple-
menting or carrying out functions 
under this part. 

(iii) Management Training: Training 
that provides managers and decision 
makers considerations that they 
should take into account when making 
management decisions regarding the 
Privacy program. 

(iv) Privacy Act (5 U.S.C. 552a) SOR 
Training: All individuals who work 
with a Privacy Act (5 U.S.C. 552a) SOR 
are trained on the provisions of the 5 
U.S.C. 552a SORN(s) they work with, 32 
CFR part 310, and this part. 

(5) Ensure all instructions, direc-
tives, publications, policies, MOAs, 
MOUs, data sharing agreements, data 
transfer agreements, data use agree-
ments, surveys (including Web-based or 
electronic surveys), and forms that in-
volve the collection, retention, use, ac-
cess, sharing, or maintenance of PII 
are coordinated with the Chief of the 
OIP. 

(6) Ensure that any suspected or con-
firmed breaches of PII, or potential 
breaches of PII, are immediately re-
ported to the Chief of the OIP in ac-
cordance with NGB Memorandum 380– 
16/33–361. (Available at http://www. 

nationalguard.mil/sitelinks/links/NGB 

%20Memorandum%20380-16%2033-361, 

%20PII%20Incident%20Response%20 

Handling.pdf). 
(7) Ensure policies and administra-

tive processes within their directorates 
are evaluated to ensure compliance 
with the procedures in this part. 

(h) System Managers. System Man-
agers will: 

(1) Report any changes to their exist-
ing SORN(s) to the Chief of the OIP for 
publishing in the FR at least 90 work-
ing days before the intended change to 
the system. 

VerDate Mar<15>2010 16:20 Aug 26, 2014 Jkt 232130 PO 00000 Frm 01092 Fmt 8010 Sfmt 8010 Q:\32\32V2.TXT 31



1083 

Office of the Secretary of Defense § 329.6 

(2) Review their published SORN(s) 
on a biennial basis and submit updates 
to the Chief of the OIP as necessary. 

(3) Ensure appropriate training is 
provided for all users, to include con-
tractors, which have access to records 
covered by their published system no-
tice. 

(4) Ensure safeguards are in place to 
protect all records containing PII 
(electronic, paper, etc.) from unauthor-
ized access, use, disclosure, alteration, 
and/or destruction using guidelines 
found in 32 CFR part 310, subpart B, 32 
CFR part 310, appendix A, and DoDM 
5200.01, Volume 4. 

(5) Assist in responding to any com-
plaints and inquiries regarding the col-
lection or maintenance of, or access to 
information covered by their published 
SORN(s). 

(6) Process all 5 U.S.C. 552a requests 
for access and amendment, as outlined 
in § 329.6 of this part. 

(7) Maintain a record of disclosures 
for any records covered by a SORN 
using a method that complies with 32 
CFR part 310, subpart E when dis-
closing records outside of the agency 
(DoD). Such disclosures will only be 
made when permitted by a Routine Use 
published in the SORN. 

(i) As required by 5 U.S.C. 552a and 32 
CFR part 310, subpart E, the disclosure 
accounting will be maintained for 5 
years after the disclosure, or for the 
life of the record, whichever is longer. 
The record may be maintained with the 
record disclosed, or in a separate file 
within the office’s official record keep-
ing system. 

(ii) Pursuant to 5 U.S.C. 552a and 32 
CFR part 310, subpart E, the disclosure 
accounting will include the release 
date, a description of the information 
released, the reason for the release; 
and, the name and address of the re-
cipient. 

§ 329.6 Procedures. 

(a) Publication of notice in the FR. (1) 
A SORN shall be published in the FR of 
any record system meeting the defini-
tion of a SOR, as defined by 5 U.S.C. 
552a. 

(2) System Managers shall submit no-
tices for new or revised SORNs through 
their Director to the Chief of the OIP 

for review at least 90 working days 
prior to implementation. 

(3) The Chief of the OIP shall forward 
complete SORNs to the Defense Pri-
vacy and Civil Liberties Office 
(DPCLO), or the respective service that 
has the statutory authority to publish 
the SORN, for review and publication 
in the FR in accordance with 32 CFR 
part 310, subpart G. Following the OMB 
comment period, the public is given 30 
days to submit written data, views, or 
arguments for consideration before a 
SOR is established or modified. 

(b) Access to Systems of Records Infor-
mation. (1) As provided by 5 U.S.C. 552a, 
records shall be disclosed to the indi-
vidual they pertain to and under whose 
individual name or identifier they are 
filed, unless exempted by the provi-
sions in 32 CFR part 310, subpart F, and 
§ 329.7 of this part. If an individual is 
accompanied by a third party, or re-
quests a release to a third party, the 
individual shall be required to furnish 
a signed access authorization granting 
the third party access conditions ac-
cording to 32 CFR part 310, subpart D. 

(2) Individuals seeking access to 
records that pertain to themselves, and 
that are filed by their name or other 
personal identifier, may submit the re-
quest in person, by mail, or by email. 
All requests for access must be in ac-
cordance with these procedures: 

(i) Any individual making a request 
for access to records in person shall 
show personal identification to the ap-
propriate System Manager, as identi-
fied in the SORN published in the FR, 
to verify his or her identity, according 
to 32 CFR part 310, subpart D. 

(ii) Any individual making a request 
for access to records by mail or email 
shall address such request to the Sys-
tem Manager. If the System Manager is 
unknown, the individual may inquire 
to NGB–JA/OIP: AHS-Bldg 2, Suite 
T319B, 111 S. George Mason Drive, Ar-
lington, VA 22204–1382, or email 
ng.ncr.arng.mbx.ngb-privacy-office@mail 
.mil for assistance in locating the Sys-
tem Manager. 

(iii) Requests for access shall include 
a mailing address where the records 
should be sent and include either a 
signed notarized statement or a signed 
unsworn declaration to verify his or 
her identity to ensure that they are 
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