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(e) Declassification instructions. (1) The
derivative classifier shall carry for-
ward the instructions on the ‘‘Declas-
sify On”’ line from the source document
to the derivative document, or the du-
ration instruction from the classifica-
tion or declassification guide, unless it
contains one of the declassification in-
structions as listed in paragraph (e)(3)
of this section. If the source document
is missing the declassification instruc-
tion, then a calculated date of 25 years
from the date of the source document
(if available) or the current date (if the
source document date is not available)
shall be carried forward by the deriva-
tive classifier.

(2) When a document is classified de-
rivatively on the basis of more than
one source document or more than one
element of a classification guide, the
“Declassify On’’ line shall reflect the
longest duration of any of its sources.

(3) When a document is classified de-
rivatively either from a source docu-
ment(s) or a classification guide that
contains one of the following declas-
sification instructions, ‘‘Originating
Agency’s Determination Required,”
“OADR,” or ‘“Manual Review,” ‘“MR,”
or any of the exemption markings X1,
X2, X3, X4, X5, X6, X7, and X8, the de-
rivative classifier shall calculate a
date that is 256 years from the date of
the source document when determining
a derivative document’s date or event
to be placed in the ‘‘Declassify On”
line.

(i) If a document is marked with the
declassification instructions “DCI
Only” or “DNI Only”’ and does not con-
tain information described in E.O.
12951, ‘‘Release of Imagery Acquired by
Space-Based National Intelligence Re-
connaissance Systems,’’ the derivative
classifier shall calculate a date that is
25 years from the date of the source
document when determining a deriva-
tive document’s date or event to be
placed in the ‘“‘Declassify On’’ line.

(ii) If a document is marked with
“DCI Only” or “DNI Only” and the in-
formation is subject to E.O. 12951, the
derivative classifier shall use a date or
event as prescribed by the Director of
National Intelligence.

(4) When determining the most re-
strictive declassification instruction
among multiple source documents, ad-

32 CFR Ch. XX (7-1-14 Edition)

here to the following hierarchy for de-
termining the declassification instruc-
tions for the ‘‘Declassify On’’ line:

(i) 50X1-HUM or 50X2-WMD, or an
ISOO-approved designator reflecting
the Panel approval for classification
beyond 50 years in accordance with sec-
tion 3.3(h)(2) of the Order;

(ii) 256X1 through 256X9, with a date or
event;

(iii) A specific declassification date
or event within 25 years;

(iv) Absent guidance from an original
classification authority with jurisdic-
tion over the information, a calculated
25-year date from the date of the
source document.

(6) When declassification dates are
displayed numerically, the following
format shall be used: YYYYMMDD.

(f) Owerall marking. The derivative
classifier shall conspicuously mark the
classified document with the highest
level of classification of information
included in the document, as provided
in §2001.21(b).

(g) Portion marking. Each portion of a
derivatively classified document shall
be marked immediately preceding the
portion to which it applies, in accord-
ance with its source, and as provided in
§2001.21(c).

(h) Dissemination control and handling
markings. Many agencies require addi-
tional control and handling markings
that supplement the overall classifica-
tion markings. See §2001.24(j) for spe-
cific guidance.

(i) Date of origin of document. The
date of origin of the document shall be
indicated in a manner that is imme-
diately apparent.

§2001.23 Classification marking in the
electronic environment.

(a) General. Classified national secu-
rity information in the electronic envi-
ronment shall be:

(1) Subject to all requirements of the
Order.

(2) Marked with proper classification
markings to the extent that such
marking is practical, including portion
marking, overall classification, ‘‘Clas-
sified By,” ‘“‘Derived From,” ‘‘Reason”’
for classification (originally classified
information only), and ‘‘Declassify
On.”
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(3) Marked with proper classification
markings when appearing in an elec-
tronic output (e.g., database query) in
which users of the information will
need to be alerted to the classification
status of the information.

(4) Marked in accordance with deriv-
ative classification procedures, main-
taining traceability of classification
decisions to the original classification
authority. In cases where classified in-
formation in an electronic environ-
ment cannot be marked in this man-
ner, a warning shall be applied to alert
users that the information may not be
used as a source for derivative classi-
fication and providing a point of con-
tact and instructions for users to re-
ceive further guidance on the use and
classification of the information.

(5) Prohibited from use as source of
derivative classification if it is dy-
namic in nature (e.g., wikis and blogs)
and where information is not marked
in accordance with the Order.

(b) Markings on classified e-mail mes-
sages. (1) E-mail transmitted on or pre-
pared for transmission on classified
systems or networks shall be config-
ured to display the overall classifica-
tion at the top and bottom of the body
of each message. The overall classifica-
tion marking string for the e-mail
shall reflect the classification of the
header and body of the message. This
includes the subject line, the text of
the e-mail, a classified signature block,
attachments, included messages, and
any other information conveyed in the
body of the e-mail. A single linear text
string showing the overall classifica-
tion and markings shall be included in
the first line of text and at the end of
the body of the message after the sig-
nature block.

(2) Classified e-mail shall be portion
marked. Each portion shall be marked
to reflect the highest level of informa-
tion contained in that portion. A text
portion containing a uniform resource
locator (URL) or reference (i.e., link) to
another document shall be portion
marked based on the classification of
the content of the URL or link text,
even if the content to which it points
reflects a higher classification mark-
ing.

(3) A classified signature block shall
be portion marked to reflect the high-
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est classification level markings of the
information contained in the signature
block itself.

(4) Subject lines shall be portion
marked to reflect the sensitivity of the
information in the subject line itself
and shall not reflect any classification
markings for the e-mail content or at-
tachments. Subject lines and titles
shall be portion marked before the sub-
ject or title.

(5) For a classified e-mail, the classi-
fication authority block shall be placed
after the signature block, but before
the overall classification marking
string at the end of the e-mail. These
blocks may appear as single linear text
strings instead of the traditional ap-
pearance of three lines of text.

(6) When forwarding or replying to an
e-mail, individuals shall ensure that, in
addition to the markings required for
the content of the reply or forward e-
mail itself, the markings shall reflect
the overall classification and declas-
sification instructions for the entire
string of e-mails and attachments. This
will include any newly drafted mate-
rial, material received from previous
senders, and any attachments.

(c) Marking Web pages with classified
content. (1) Web pages shall be classi-
fied and marked on their own content
regardless of the classification of the
pages to which they link. Any presen-
tation of information to which the web
materials link shall also be marked
based on its own content.

(2) The overall classification marking
string for every web page shall reflect
the overall classification markings
(and any dissemination control or han-
dling markings) for the information on
that page. Linear text appearing on
both the top and bottom of the page is
acceptable.

(3) If any graphical representation is
utilized, a text equivalent of the over-
all classification marking string shall
be included in the hypertext statement
and page metadata. This will enable
users without graphic display to be
aware of the classification level of the
page and allows for the use of text
translators.

(4) Classified Web pages shall be por-
tion marked. Each portion shall be
marked to reflect the highest level of
information contained in that portion.
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A portion containing a URL or ref-
erence to another document shall be
portion marked based on the classifica-
tion of the content of the URL itself,
even if the content to which it points
reflects a higher classification mark-
ing.

(5) Classified Web pages shall include
the classification authority block on
either the top or bottom of the page.
These blocks may appear as single lin-
ear text strings instead of the tradi-
tional appearance of three lines of text.

(6) Electronic media files such as
video, audio, images, or slides shall
carry the overall classification and
classification authority block, unless
the addition of such information would
render them inoperable. In such cases,
another procedure shall be used to en-
sure recipients are aware of the classi-
fication status of the information and
the declassification instructions.

(d) Marking classified URLs. URLs
provide unique addresses in the elec-
tronic environment for web content
and shall be portion marked based on
the classification of the content of the
URL itself. The URL shall not be por-
tion marked to reflect the classifica-
tion of the content to which it points.
URLs shall be developed at an unclassi-
fied level whenever possible. When a
URL is classified, a classification por-
tion mark shall be used in the text of
the URL string in a way that does not
make the URL inoperable to identify
the URL as a classified portion in any
textual references to that URL. An ex-
ample may appear as:

hitp://www.center.xyz/SECRET/

filename  (S).html
hitp://www.center.xyz/filename2  (TS).html
hitp://www.center.xyz/filename  (TS/NF).html

(e) Marking classified dynamic docu-
ments and relational databases. (1) A dy-
namic page contains electronic infor-
mation derived from a changeable
source or ad hoc query, such as a rela-
tional database. The classification lev-
els of information returned may vary
depending upon the specific request.

(2) If there is a mechanism for deter-
mining the actual classification mark-
ings for dynamic documents, the appro-
priate classification markings shall be
applied to and displayed on the docu-
ment. If such a mechanism does not
exist, the default should be the highest
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level of information in the database
and a warning shall be applied at the
top of each page of the document. Such
content shall not be used as a basis for
derivative classification. An example
of such an applied warning may appear
as:

This content is classified at the [insert sys-
tem-high classification level] level and may
contain elements of information that are un-
classified or classified at a lower level than
the overall classification displayed. This
content may not be used as a source of deriv-
ative classification; refer instead to the per-
tinent classification guide(s).

(3) This will alert the users of the in-
formation that there may be elements
of information that may be either un-
classified or classified at a lower level
than the highest possible classification
of the information returned. Users
shall be encouraged to make further in-
quiries concerning the status of indi-
vidual elements in order to avoid un-
necessary classification and/or impedi-
ments to information sharing. Re-
sources such as classification guides
and points of contact shall be estab-
lished to assist with these inquiries.

(4) Users developing a document
based on query results from a database
must properly mark the document in
accordance with §2001.22. If there is
doubt about the correct markings,
users should contact the database orig-
inating agency for guidance.

(f) Marking classified bulletin board
postings and blogs. (1) A blog, an abbre-
viation of the term ‘‘web log,” is a Web
site consisting of a series of entries,
often commentary, description of
events, or other material such as
graphics or video, created by the same
individual as in a journal or by many
individuals. While the content of the
overall blog is dynamic, entries are
generally static in nature.

(2) The overall classification marking
string for every bulletin board or blog
shall reflect the overall classification
markings for the highest level of infor-
mation allowed in that space. Linear
text appearing on both the top and bot-
tom of the page is acceptable.

(3) Subject lines of bulletin board
postings, blog entries, or comments
shall be portion marked to reflect the
sensitivity of the information in the
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subject line itself, not the content of
the post.

(4) The overall classification marking
string for the bulletin board posting,
blog entry, or comment shall reflect
the classification markings for the sub-
ject line, the text of the posting, and
any other information in the posting.
These strings shall be entered manu-
ally or utilizing an electronic classi-
fication tool in the first line of text
and at the end of the body of the post-
ing. These strings may appear as single
linear text.

(5) Bulletin board postings, blog en-
tries, or comments shall be portion
marked. Each portion shall be marked
to reflect the highest level of informa-
tion contained in that portion.

(g8) Marking classified wikis. (1) Initial
wiki submissions shall include the
overall classification marking string,
portion marking, and the classification
authority block string in the same
manner as mentioned above for bul-
letin boards and blogs. All of these
strings may appear as single line text.

(2) When users modify existing en-
tries which alter the classification
level of the content or add new con-
tent, they shall change the required
markings to reflect the classification
markings for the resulting informa-
tion. Systems shall provide a means to
log the identity of each wuser, the
changes made, and the time and date of
each change.

(3) Wiki articles and entries shall be
portion marked. Each portion shall be
marked to reflect the highest level of
information contained in that portion.

(h) Instant messaging, chat, and chat
rooms. (1) Instant messages and chat
conversations generally consist of brief
textual messages but may also include
URLs, images, or graphics. Chat dis-
cussions captured for retention or
printing shall be marked at the top and
bottom of each page with the overall
classification reflecting all of the in-
formation within the discussion and,
for classified discussions, portion
markings and the classification au-
thority block string shall also appear.

(2) Chat rooms shall display system-
high overall classification markings
and shall contain instructions inform-
ing users that the information may not
be used as a source for derivative clas-
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sification unless it is portion marked,
contains an overall classification
marking, and a classification authority
block.

(i) Attached files. When files are at-
tached to another electronic message
or document, the overall classification
of the message or document shall ac-
count for the classification level of the
attachment and the message or docu-
ment shall be marked in accordance
with §2001.24(b).

(ii) Reserved.

§2001.24 Additional requirements.

(a) Marking prohibitions. Markings
other than ‘“‘Top Secret,” ‘‘Secret,”
and ‘‘Confidential”’ shall not be used to
identify classified national security in-
formation.

(b) Transmittal documents. A trans-
mittal document shall indicate on its
face the highest classification level of
any classified information attached or
enclosed. The transmittal shall also in-
clude conspicuously on its face the fol-
lowing or similar instructions, as ap-
propriate:

Unclassified When Classified Enclosure Re-
moved or

Upon Removal of Attachments, This Docu-
ment is (Classification Level)

(c) Foreign government information.
Unless otherwise evident, documents
that contain foreign government infor-
mation should include the marking,
“This Document Contains (indicate
country of origin) Information.” Agen-
cies may also require that the portions
of the documents that contain the for-
eign government information be
marked to indicate the government
and classification level, using accepted
country code standards, e.g., ‘‘(Country
code—C).” If the identity of the spe-
cific government must be concealed,
the document shall be marked, ‘‘This
Document Contains Foreign Govern-
ment Information,” and pertinent por-
tions shall be marked ‘“FGI” together
with the classification level, e.g.,
“(FGI-C).” In such cases, a separate
record that identifies the foreign gov-
ernment shall be maintained in order
to facilitate subsequent declassifica-
tion actions. If the fact that informa-
tion is foreign government information
must be concealed, the markings de-
scribed in this paragraph shall not be

493



		Superintendent of Documents
	2020-01-29T19:08:43-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




