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(1) Equipment in service. Combinations 
to dial-type locks shall be changed 
only by persons authorized access to 
the level of information protected un-
less other sufficient controls exist to 
prevent access to the lock or knowl-
edge of the combination. Combinations 
shall be changed under the following 
conditions: 

(i) Whenever such equipment is 
placed into use; 

(ii) Whenever a person knowing the 
combination no longer requires access 
to it unless other sufficient controls 
exist to prevent access to the lock; or 

(iii) Whenever a combination has 
been subject to possible unauthorized 
disclosure. 

(2) Equipment out of service. When se-
curity equipment is taken out of serv-
ice, it shall be inspected to ensure that 
no classified information remains and 
the combination lock should be reset 
to a standard combination of 50–25–50 
for built-in combination locks or 10–20– 
30 for combination padlocks. 

(d) Key operated locks. When special 
circumstances exist, an agency head 
may approve the use of key operated 
locks for the storage of Secret and Con-
fidential information. Whenever such 
locks are used, administrative proce-
dures for the control and accounting of 
keys and locks shall be included in im-
plementing regulations required under 
section 5.4(d)(2) of the Order. 

(e) Repairs. The neutralization and 
repair of GSA-approved security con-
tainers and vault doors will be in ac-
cordance with FED STD 809. 

§ 2001.44 Reciprocity of use and in-
spection of facilities. 

(a) Once a facility is authorized, ap-
proved, certified, or accredited for clas-
sified use, then all agencies desiring to 
conduct classified work in the des-
ignated space(s) at the same security 
level shall accept the authorization, 
approval, certification, or accredita-
tion without change, enhancements, or 
upgrades provided that no waiver, ex-
ception, or deviation has been issued or 
approved. In the event that a waiver 
exception, or deviation was granted in 
the original accreditation of the des-
ignated space(s), an agency seeking to 
utilize the designated facility space 
may require that a risk mitigation 

strategy be implemented or agreed 
upon prior to using the space(s). 

(b) Subsequent security inspections 
or reviews for authorization, approval, 
certification, or accreditation purposes 
shall normally be conducted no more 
frequently than annually unless other-
wise required due to a change in the 
designated facility space(s) or due to a 
change in the use or ownership of the 
facility space(s). This does not imply a 
formal one-year inspection or review 
requirement or establish any other for-
mal period for inspections or review. 

§ 2001.45 Information controls. 
(a) General. Agency heads shall estab-

lish a system of control measures 
which assure that access to classified 
information is provided to authorized 
persons. The control measures shall be 
appropriate to the environment in 
which the access occurs and the nature 
and volume of the information. The 
system shall include technical, phys-
ical, and personnel control measures. 
Administrative control measures which 
may include records of internal dis-
tribution, access, generation, inven-
tory, reproduction, and disposition of 
classified information shall be required 
when technical, physical and personnel 
control measures are insufficient to 
deter and detect access by unauthor-
ized persons. 

(1) Combinations. Combinations to 
locks used to secure vaults, open stor-
age areas, and security containers that 
are approved for the safeguarding of 
classified information shall be pro-
tected in the same manner as the high-
est level of classified information that 
the vault, open storage area, or secu-
rity container is used to protect. 

(2) Computer and information system 
passwords. Passwords shall be protected 
in the same manner as the highest 
level of classified information that the 
computer or system is certified and ac-
credited to process. Passwords shall be 
changed on a frequency determined to 
be sufficient to meet the level of risk 
assessed by the agency. 

(b) Reproduction. Reproduction of 
classified information shall be held to 
the minimum consistent with oper-
ational requirements. The following 
additional control measures shall be 
taken: 
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