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agency head may petition the Presi-
dent through the National Security 
Advisor to overrule the Panel’s deci-
sion. The information at issue remains 
classified until the President has 
issued a decision. 

(i) Protection of classified information. 
All persons involved in the appeal will 
make every effort to minimize the in-
clusion of classified information in the 
appeal file. Any classified information 
contained in the appeal file is handled 
and protected in accordance with the 
Order and its implementing directives. 
Information being challenged for clas-
sification remains classified unless and 
until a final decision is made to declas-
sify it. 

(j) Maintenance and disposition of file. 
The Executive Secretary maintains the 
appeal file among the ISCAP’s records 
in accordance with 44 U.S.C. 2201–2207 
(the Presidential Records Act). 

§ 2003.12 Review of agency exemptions 
from automatic declassification 
under section 3.3 of the Order. 

All classified records that are more 
than 25 years old and have been deter-
mined to have permanent historical 
value under title 44, United States 
Code, are automatically declassified 
whether or not the records have been 
reviewed. However, agency heads may 
exempt information that would other-
wise fall into this category on specific 
bases set out in section 3.3 of the 
Order. The ISCAP reviews and ap-
proves, denies, or amends agency pro-
posals to exempt such information 
from automatic declassification. 

(a) Agency notification of exemptions. 
The agency head or designated senior 
agency official notifies the Executive 
Secretary of proposed agency exemp-
tions in accordance with the require-
ments of the Order and its imple-
menting directives. Agencies provide 
any additional information or jus-
tification that the Executive Secretary 
believes is necessary or helpful in order 
for the ISCAP to review and decide on 
the exemption. 

(b) Preparation of the exemptions files. 
The Executive Secretary notifies the 
Chair of an agency’s submission. At the 
direction of the ISCAP, the Executive 
Secretary supervises the preparation of 
an exemption file, pertinent portions of 

which are presented to the members of 
the Panel for review prior to a vote on 
the exemptions. The exemption file 
eventually includes all records per-
taining to the ISCAP’s consideration of 
the agency’s exemptions. 

(c) Resolution. The Panel may vote to 
approve an agency exemption, to deny 
an agency exemption, to amend an 
agency exemption, or to remand the 
matter to the agency for further con-
sideration. A decision to deny or 
amend an agency exemption requires 
the affirmative vote of a majority of 
the members present. 

(d) Notification. The Executive Sec-
retary promptly notifies the designated 
senior agency official in writing of the 
Panel’s decision. 

(e) Agency appeals. Within 60 days of 
receipt of an ISCAP decision that de-
nies or amends an agency exemption, 
the agency head may petition the 
President through the National Secu-
rity Advisor to overrule the Panel’s de-
cision. 

(f) Protection of classified information. 
All persons involved in the appeal will 
make every effort to minimize the in-
clusion of classified information in the 
appeal file. Any classified information 
contained in the exemption file is han-
dled and protected in accordance with 
the Order and its implementing direc-
tives. Information that the agency 
maintains is exempt from declassifica-
tion remains classified unless and until 
a final decision is made to declassify it. 

(g) Maintenance and disposition of file. 
The Executive Secretary maintains the 
exemption file among the ISCAP’s 
records in accordance with 44 U.S.C. 
2201–2207 (the Presidential Records 
Act). 

§ 2003.13 Appeals of agency decisions 
denying declassification under 
mandatory review provisions in 
section 3.5 of the Order. 

Section 3.5 of the Order requires 
agencies to conduct a mandatory de-
classification review, upon request, of 
classified information that meets the 
requirements set out in the Order. An 
agency may deny such a review for spe-
cific reasons set out in section 5.3(a) of 
the Order. If an agency denies a request 
for such review, a person may appeal 
the denial through the agency’s appeal 
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process. After that process, a person 
may further appeal to the ISCAP. 

(a) Jurisdiction. The ISCAP considers 
and decides appeals from denials of 
mandatory review for declassification 
requests that otherwise meet the 
standards of the Order if: 

(1) The appeal is filed in accordance 
with these procedures; 

(2) The appellant has previously filed 
a request for mandatory declassifica-
tion review at the agency that origi-
nated, or is otherwise responsible for, 
the information in question, and filed 
an appeal at the agency level. The re-
quest and appeal must have followed 
the agency’s established procedures or, 
if the agency has failed to establish 
procedures, the appellant must have 
filed a written request directly with 
the agency head or designated senior 
agency official; 

(3) The appellant has: 
(i) Received a final agency decision 

denying his or her request; or 
(ii) Not received— 
(A) An initial decision on the request 

for mandatory declassification review 
from the agency within one year of its 
filing, or 

(B) A final decision on an agency 
level appeal within 180 days of the fil-
ing of the appeal; 

(4) There is no action pending in the 
federal courts regarding the informa-
tion in question; 

(5) The information in question has 
not been the subject of an access re-
view by the Federal courts or the 
ISCAP within the past two years; and 

(6) The information in question is not 
the subject of a prepublication review 
or other administrative process pursu-
ant to an approved nondisclosure 
agreement. 

(b) Submission of appeals. Appeals may 
be submitted to the Panel by email or 
mail. Appeals should be sent via email 
to: ISCAP@nara.gov or by mail to: Ex-
ecutive Secretary, Interagency Secu-
rity Classification Appeals Panel; Attn: 
Mandatory Declassification Review Ap-
peals; c/o Information Security Over-
sight Office; National Archives and 
Records Administration; 700 Pennsyl-
vania Avenue NW., Room 503; Wash-
ington, DC 20408. 

(1) The appeal must contain enough 
information for the Executive Sec-

retary to be able to obtain all perti-
nent documents about the mandatory 
declassification review appeal from the 
affected agency. 

(2) No classified information should 
be included within the initial appeal 
correspondence. The Executive Sec-
retary will arrange for the transmittal 
of classified information from the 
agency after receiving the appeal. If it 
is impossible for the appellant to file 
an appeal without including classified 
information, prior arrangements must 
be made by contacting the Panel in one 
of the two methods listed above. 

(c) Timeliness of appeals. An appeal to 
the ISCAP must be filed within 60 days 
of: 

(1) The date of the final agency deci-
sion; or 

(2) The agency’s failure to meet the 
time frames established in paragraph 
(a)(3)(i) and (ii) of this section. 

(d) Rejection of appeals. If the Execu-
tive Secretary determines that an ap-
peal does not meet the requirements of 
the Order or these bylaws, the Execu-
tive Secretary notifies the appellant in 
writing that the appeal will not be con-
sidered by the ISCAP. The notification 
includes an explanation of why the ap-
peal is deficient. 

(e) Preparation of appeals and creation 
of appeals files. The Executive Sec-
retary notifies the senior agency offi-
cial or primary member, alternate, or 
liaison of the affected agency(ies) when 
an appeal is lodged. Under the direc-
tion of the ISCAP, the Executive Sec-
retary supervises the preparation of an 
appeal file, pertinent portions of which 
are presented to the members of the 
Panel for review prior to a vote on the 
appeal. The appeal file eventually in-
cludes all records pertaining to the ap-
peal. 

(f) Narrowing appeals. To expedite the 
resolution of appeals and minimize 
backlogs, the Executive Secretary 
consults as relevant with appellants 
and agencies to narrow or prioritize 
the information subject to the appeal. 

(g) Resolution of appeals. The Panel 
may vote to affirm the agency’s deci-
sion, to reverse the agency’s decision 
in whole or in part, or to remand the 
matter to the agency for further con-
sideration. A decision to reverse an 
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agency’s decision requires the affirma-
tive vote of at least a majority of the 
members present. In circumstances in 
which members abstain from voting, a 
Panel decision to reverse an agency’s 
classification decision requires the af-
firmative vote of at least a majority of 
the members present. 

(h) Notification. The Executive Sec-
retary promptly notifies the appellant 
and designated senior agency official in 
writing of the Panel’s decision. 

(i) Agency appeals. Within 60 days of 
receipt of an ISCAP decision that re-
verses a final agency decision, the 
agency head may petition the Presi-
dent through the National Security 
Advisor to overrule the Panel’s deci-
sion. 

(j) Protection of classified information. 
All persons involved in the appeal will 
make every effort to minimize the in-
clusion of classified information in the 
appeal file. Any classified information 
contained in the appeal file is handled 
and protected in accordance with the 
Order and its implementing directives. 
Information that is subject to an ap-
peal from an agency decision denying 
declassification under the mandatory 
review provisions of the Order remains 
classified unless and until a final deci-
sion is made to declassify it. 

(k) Maintenance and disposition of file. 
The Executive Secretary shall main-
tain the appeal file among the ISCAP’s 
records in accordance with 44 U.S.C. 
2201–2207 (Presidential Records Act). 

§ 2003.14 Dissemination of ISCAP deci-
sions. 

The Executive Secretary informs sen-
ior agency officials and the public of 
final ISCAP decisions on appeals under 
sections 1.8 and 3.5 of the Order. 

§ 2003.15 Additional functions. 

As directed by the President through 
the National Security Advisor, the 
ISCAP performs such additional advi-
sory functions as are consistent with, 
and supportive of, the successful imple-
mentation of the Order. 

PART 2004—NATIONAL INDUSTRIAL 
SECURITY PROGRAM DIRECTIVE 
NO. 1 

Subpart A—Implementation and Oversight 

Sec. 
2004.5 Definitions. 
2004.10 Responsibilities of the Director, In-

formation Security Oversight Office 
(ISOO) [102(b)]. 

2004.11 Agency Implementing Regulations, 
Internal Rules, or Guidelines [102(b)(3)]. 

2004.12 Reviews by ISOO [102(b)(4)]. 

Subpart B—Operations 

2004.20 National Industrial Security Pro-
gram Operating Manual (NISPOM) 
[201(a)]. 

2004.21 Protection of Classified Information 
[201(e)]. 

2004.22 Operational Responsibilities [202(a)]. 
2004.23 Cost Reports [203(d)]. 
2004.24 Definitions. 

AUTHORITY: Executive Order 12829, January 
6, 1993, 58 FR 3479, as amended by Executive 
Order 12885, December 14, 1993, 58 FR 65863. 

SOURCE: 71 FR 18007, Apr. 10, 2006, unless 
otherwise noted. 

Subpart A—Implementation and 
Oversight 

§ 2004.5 Definitions. 

(a) ‘‘Cognizant Security Agencies 
(CSAs)’’ means the Executive Branch 
departments and agencies authorized 
in EO 12829, as amended, to establish 
industrial security programs: The De-
partment of Defense, designated as the 
Executive Agent; the Department of 
Energy; the Nuclear Regulatory Com-
mission; and the Central Intelligence 
Agency. 

(b) ‘‘Cognizant Security Office 
(CSO)’’ means the organizational enti-
ty delegated by the Head of a CSA to 
administer industrial security on be-
half of the CSA. 

(c) ‘‘Contractor’’ means any indus-
trial, education, commercial, or other 
entity, to include licensees or grantees 
that has been granted access to classi-
fied information. Contractor does not 
include individuals engaged under per-
sonal services contracts. 
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