
409 

Coast Guard, DHS § 106.270 

to or movement within restricted 
areas; or 

(5) Designating temporary restricted 
areas to accommodate OCS facility op-
erations. If temporary restricted areas 
are designated, the FSP must include 
security requirements to conduct a se-
curity sweep of the designated tem-
porary restricted areas both before and 
after the area has been established. 

(e) MARSEC Level 2. In addition to 
the security measures required for 
MARSEC Level 1 in this section, at 
MARSEC Level 2, the OCS facility 
owner or operator must also ensure the 
implementation of additional security 
measures, as specified for MARSEC 
Level 2 in their approved FSP. These 
additional security measures may in-
clude: 

(1) Enhancing the effectiveness of the 
barriers surrounding restricted areas, 
for example, by the use of patrols or 
automatic intrusion detection devices; 

(2) Reducing the number of access 
points to restricted areas, and enhanc-
ing the controls applied at the remain-
ing accesses; 

(3) Further restricting access to the 
restricted areas and movements and 
storage within them; 

(4) Using continuously monitored and 
recorded surveillance equipment; 

(5) Increasing the number and fre-
quency of patrols, including the use of 
waterborne patrols; or 

(6) Restricting access to areas adja-
cent to the restricted areas. 

(f) MARSEC Level 3. In addition to the 
security measures required for 
MARSEC Level 1 and MARSEC Level 2, 
at MARSEC Level 3, the OCS facility 
owner or operator must ensure the im-
plementation of additional security 
measures, as specified for MARSEC 
Level 3 in their approved FSP. These 
additional security measures may in-
clude: 

(1) Restricting access to additional 
areas; 

(2) Prohibiting access to restricted 
areas; or 

(3) Searching restricted areas as part 
of a security sweep of all or part of the 
OCS facility. 

[USCG–2003–14759, 68 FR 39345, July 1, 2003, as 
amended at 68 FR 60558, Oct. 22, 2003] 

§ 106.270 Security measures for deliv-
ery of stores and industrial sup-
plies. 

(a) General. The OCS facility owner 
or operator must ensure that security 
measures relating to the delivery of 
stores or industrial supplies to the OCS 
facility are implemented to: 

(1) Check stores or industrial supplies 
for package integrity; 

(2) Prevent stores or industrial sup-
plies from being accepted without in-
spection; 

(3) Deter tampering; and 
(4) Prevent stores and industrial sup-

plies from being accepted unless or-
dered. For any vessels that routinely 
use an OCS facility, an OCS facility 
owner or operator may establish and 
implement standing arrangements be-
tween the OCS facility, its suppliers, 
and any vessel delivering stores or in-
dustrial supplies regarding notification 
and the timing of deliveries and their 
documentation. 

(b) MARSEC Level 1. At MARSEC 
Level 1, the OCS facility owner or oper-
ator must ensure the implementation 
of measures to: 

(1) Inspect stores or industrial sup-
plies before being accepted; and 

(2) Check that stores or industrial 
supplies match the order prior to being 
brought on board. 

(c) MARSEC Level 2. In addition to 
the security measures required for 
MARSEC Level 1 in this section, at 
MARSEC Level 2, the OCS facility 
owner or operator must also ensure the 
implementation of additional security 
measures, as specified for MARSEC 
Level 2 in the approved Facility Secu-
rity Plan (FSP). These additional secu-
rity measures may include: 

(1) Intensifying inspection of the 
stores or industrial supplies during de-
livery; or 

(2) Checking stores or industrial sup-
plies prior to receiving them on board. 

(d) MARSEC Level 3. In addition to 
the security measures for MARSEC 
Level 1 and MARSEC Level 2, at 
MARSEC Level 3, the OCS facility 
owner or operator must ensure the im-
plementation of additional security 
measures, as specified for MARSEC 
Level 3 in the approved FSP. These ad-
ditional security measures may in-
clude: 
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(1) Checking all OCS facility stores 
or industrial supplies more extensively; 

(2) Restricting or suspending delivery 
of stores or industrial supplies; or 

(3) Refusing to accept stores or indus-
trial supplies on board. 

§ 106.275 Security measures for moni-
toring. 

(a) General. (1) The OCS facility 
owner or operator must ensure the im-
plementation of security measures in 
this section and have the capability to 
continuously monitor, through a com-
bination of lighting, watchkeepers, se-
curity guards, deck watches, water-
borne patrols, automatic intrusion-de-
tection devices, or surveillance equip-
ment as specified in their approved Fa-
cility Security Plan (FSP), the: 

(i) OCS facility; 
(ii) Restricted areas on board the 

OCS facility; and 
(iii) The area surrounding the OCS 

facility. 
(2) The following must be considered 

when establishing the appropriate level 
and location of lighting: 

(i) OCS facility personnel should be 
able to detect activities on and around 
OCS facilities; 

(ii) Coverage should facilitate per-
sonnel identification at access points; 
and 

(iii) Lighting effects, such as glare, 
and their impact on safety, navigation, 
and other security activities. 

(b) MARSEC Level 1. At MARSEC 
Level 1, the OCS facility owner or oper-
ator must ensure the implementation 
of security measures, which may be im-
plemented in coordination with a ves-
sel interfacing with the OCS facility, 
to: 

(1) Monitor the OCS facility, particu-
larly OCS facility access points and re-
stricted areas; 

(2) Be able to conduct emergency 
searches of the OCS facility; 

(3) Ensure that equipment or system 
failures or malfunctions are identified 
and corrected; 

(4) Ensure that any automatic intru-
sion detection device, sets off an audi-
ble or visual alarm, or both, at a loca-
tion that is continuously attended or 
monitored; and 

(5) Light deck and OCS facility ac-
cess points during the period between 

sunset and sunrise and periods of lim-
ited visibility sufficiently to allow vis-
ual identification of persons seeking 
access to the OCS facility. 

(c) MARSEC Level 2. In addition to 
the security measures required for 
MARSEC Level 1 in this section, at 
MARSEC Level 2, the OCS facility 
owner or operator must also ensure the 
implementation of additional security 
measures, as specified for MARSEC 
Level 2 in the approved FSP. These ad-
ditional security measures may in-
clude: 

(1) Increasing the frequency and de-
tail of security patrols; 

(2) Using (if not already in use) or in-
creasing the use of security and sur-
veillance equipment; 

(3) Assigning additional personnel as 
security lookouts; or 

(4) Coordinating with boat patrols, 
when provided. 

(d) MARSEC Level 3. In addition to 
the security measures for MARSEC 
Level 1 and MARSEC Level 2, at 
MARSEC Level 3, the OCS facility 
owner or operator must ensure the im-
plementation of additional security 
measures, as specified for MARSEC 
Level 3 in the approved FSP. These ad-
ditional security measures may in-
clude: 

(1) Cooperating with responders; 
(2) Switching on all lights; 
(3) Switching on all surveillance 

equipment capable of recording activi-
ties on, or in the vicinity of, the OCS 
facility; 

(4) Maximizing the length of time 
such surveillance equipment (if not al-
ready in use) can continue to record; or 

(5) Preparing for underwater inspec-
tion of the OCS facility. 

[USCG–2003–14759, 68 FR 39345, July 1, 2003; 68 
FR 41917, July 16, 2003, as amended at 68 FR 
60558, Oct. 22, 2003] 

§ 106.280 Security incident procedures. 

For each MARSEC Level, the OCS fa-
cility owner or operator must ensure 
the Facility Security Officer (FSO) and 
OCS facility security personnel are 
able to: 

(a) Respond to security threats or 
breaches of security and maintain crit-
ical OCS facility and OCS facility-to- 
vessel interface operations; 
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