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Information technology, in lieu of the 
definition at FAR 2.1, and supply chain 
risk, are defined in the clause at 
252.239–7018, Supply Chain Risk. 

239.7303 Authorized individuals. 

(a) Subject to 239.7304, the following 
individuals are authorized to take the 
actions authorized by 239.7305: 

(1) The Secretary of Defense. 
(2) The Secretary of the Army. 
(3) The Secretary of the Navy. 
(4) The Secretary of the Air Force. 
(b) The individuals authorized at 

paragraph (a) may not delegate the au-
thority to take the actions at 239.7305 
or the responsibility for making the de-
termination required by 239.7304 to an 
official below the level of— 

(1) For the Department of Defense, 
the Under Secretary of Defense for Ac-
quisition, Technology, and Logistics; 
and, 

(2) For the military departments, the 
senior acquisition executive for the de-
partment concerned. 

239.7304 Determination and notifica-
tion. 

The individuals authorized in 239.7303 
may exercise the authority provided in 
239.7305 only after— 

(a) Obtaining a joint recommenda-
tion by the Under Secretary of Defense 
for Acquisition, Technology, and Logis-
tics and the Chief Information Officer 
of the Department of Defense, on the 
basis of a risk assessment by the Under 
Secretary of Defense for Intelligence, 
that there is a significant supply chain 
risk to a covered system; 

(b) Making a determination in writ-
ing, in unclassified or classified form, 
with the concurrence of the Under Sec-
retary of Defense for Acquisition, 
Technology, and Logistics, that— 

(1) Use of the authority in 
239.7305(a)(b) or (c) is necessary to pro-
tect national security by reducing sup-
ply chain risk; 

(2) Less intrusive measures are not 
reasonably available to reduce such 
supply chain risk; and 

(3) In a case where the individual au-
thorized in 239.7303 plans to limit dis-
closure of information under 
239.7305(d), the risk to national secu-
rity due to the disclosure of such infor-

mation outweighs the risk due to not 
disclosing such information; and 

(c)(1) Providing a classified or unclas-
sified notice of the determination made 
under paragraph (b) of this section— 

(i) In the case of a covered system in-
cluded in the National Intelligence 
Program or the Military Intelligence 
Program, to the Select Committee on 
Intelligence of the Senate, the Perma-
nent Select Committee on Intelligence 
of the House of Representatives, and 
the congressional defense committees; 
and 

(ii) In the case of a covered system 
not otherwise included in paragraph (a) 
of this section, to the congressional de-
fense committees; and 

(2) The notice shall include— 
(i) The following information (see 10 

U.S.C. 2304(f)(3)): 
(A) A description of the agency’s 

needs. 
(B) An identification of the statutory 

exception from the requirement to use 
competitive procedures and a dem-
onstration, based on the proposed con-
tractor’s qualifications or the nature of 
the procurement, of the reasons for 
using that exception. 

(C) A determination that the antici-
pated cost will be fair and reasonable. 

(D) A description of the market sur-
vey conducted or a statement of the 
reasons a market survey was not con-
ducted. 

(E) A listing of the sources, if any, 
that expressed in writing an interest in 
the procurement. 

(F) A statement of the actions, if 
any, the agency may take to remove or 
overcome any barrier to competition 
before a subsequent procurement for 
such needs; 

(ii) The joint recommendation by the 
Under Secretary of Defense for Acquisi-
tion, Technology, and Logistics and 
the Chief Information Officer of the 
Department of Defense as specified in 
paragraph (a); 

(iii) A summary of the risk assess-
ment by the Under Secretary of De-
fense for Intelligence that serves as the 
basis for the joint recommendation 
specified in paragraph (a); and 

(iv) A summary of the basis for the 
determination, including a discussion 
of less intrusive measures that were 
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considered and why they were not rea-
sonably available to reduce supply 
chain risk. 

239.7305 Exclusion and limitation on 
disclosure. 

Subject to 239.7304, the individuals 
authorized in 239.7303 may, in the 
course of conducting a covered procure-
ment— 

(a) Exclude a source that fails to 
meet qualification standards estab-
lished in accordance with the require-
ments of 10 U.S.C. 2319, for the purpose 
of reducing supply chain risk in the ac-
quisition of covered systems; 

(b) Exclude a source that fails to 
achieve an acceptable rating with re-
gard to an evaluation factor providing 
for the consideration of supply chain 
risk in the evaluation of proposals for 
the award of a contract or the issuance 
of a task or delivery order; 

(c) Withhold consent for a contractor 
to subcontract with a particular source 
or direct a contractor for a covered 
system to exclude a particular source 
from consideration for a subcontract 
under the contract; and 

(d) Limit, notwithstanding any other 
provision of law, in whole or in part, 
the disclosure of information relating 
to the basis for carrying out any of the 
actions authorized by paragraphs (a) 
through (c) of this section, and if such 
disclosures are so limited— 

(1) No action undertaken by the indi-
vidual authorized under such authority 
shall be subject to review in a bid pro-
test before the Government Account-
ability Office or in any Federal court; 
and 

(2) The authorized individual shall— 
(i) Notify appropriate parties of a 

covered procurement action and the 
basis for such action only to the extent 
necessary to effectuate the covered 
procurement action; 

(ii) Notify other Department of De-
fense components or other Federal 
agencies responsible for procurements 
that may be subject to the same or 
similar supply chain risk, in a manner 
and to the extent consistent with the 
requirements of national security; and 

(iii) Ensure the confidentiality of any 
such notifications. 

239.7306 Solicitation provision and 
contract clause. 

(a) Insert the provision at 252.239– 
7017, Notice of Supply Chain Risk, in 
all solicitations, including solicita-
tions using FAR part 12 procedures for 
the acquisition of commercial items, 
that involve the development or deliv-
ery of any information technology 
whether acquired as a service or as a 
supply. 

(b) Insert the clause at 252.239–7018, 
Supply Chain Risk, in all solicitations 
and contracts, including solicitations 
and contracts using FAR part 12 proce-
dures for the acquisition of commercial 
items, that involve the development or 
delivery of any information technology 
whether acquired as a service or as a 
supply. 

Subpart 239.74— 
Telecommunications Services 

239.7400 Scope. 
This subpart prescribes policy and 

procedures for acquisition of tele-
communications services and mainte-
nance of telecommunications security. 
Telecommunications services meet the 
definition of information technology. 

[62 FR 1060, Jan. 8, 1997, as amended at 71 FR 
39011, July 11, 2006] 

239.7401 Definitions. 
As used in this subpart— 
(a) Common carrier means any entity 

engaged in the business of providing 
telecommunications services which are 
regulated by the Federal Communica-
tions Commission or other govern-
mental body. 

(b) Foreign carrier means any person, 
partnership, association, joint-stock 
company, trust, governmental body, or 
corporation not subject to regulation 
by a U.S. governmental regulatory 
body and not doing business as a cit-
izen of the United States, providing 
telecommunications services outside 
the territorial limits of the United 
States. 

(c) Governmental regulatory body 
means the Federal Communications 
Commission, any statewide regulatory 
body, or any body with less than state-
wide jurisdiction when operating under 
the State authority. The following are 
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