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(3) Provide a copy of the notification to the 
Contracting Officer. 

(b) After receipt of a notification sub-
mitted in accordance with paragraph (a) of 
this clause, the DoD Program Manager will— 

(1) Conduct a security assessment to deter-
mine if and by what means access may be 
granted to the IAEA; or 

(2) Provide written justification to the 
component or agency treaty office for a na-
tional security exclusion, in accordance with 
DoD Instruction 2060.03, Application of the 
National Security Exclusion to the Agree-
ments Between the United States of America 
and the International Atomic Energy Agen-
cy for the Application of Safeguards in the 
United States of America. DoD will notify 
the Contractor if a national security exclu-
sion is applied at the Contractor’s location 
to prohibit access by the IAEA. 

(c) If the DoD Program Manager deter-
mines that a security assessment is re-
quired— 

(1) DoD will, at a minimum— 
(i) Notify the Contractor that DoD officials 

intend to conduct an assessment of 
vulnerabilities to IAEA inspections or visits; 

(ii) Notify the Contractor of the time at 
which the assessment will be conducted, at 
least 30 days prior to the assessment; 

(iii) Provide the Contractor with advance 
notice of the credentials of the DoD officials 
who will conduct the assessment; and 

(iv) To the maximum extent practicable, 
conduct the assessment in a manner that 
does not impede or delay operations at the 
Contractor’s facility; and 

(2) The Contractor shall provide access to 
the site and shall cooperate with DoD offi-
cials in the assessment of vulnerabilities to 
IAEA inspections or visits. 

(d) Following a security assessment of the 
Contractor’s facility, DoD officials will no-
tify the Contractor as to— 

(1) Whether the Contractor’s facility has 
any vulnerabilities where potentially declar-
able activities under the U.S.-IAEA AP are 
taking place; 

(2) Whether additional security measures 
are needed; and 

(3) Whether DoD will apply a national se-
curity exclusion. 

(e) If DoD applies a national security ex-
clusion, the Contractor shall not grant ac-
cess to IAEA inspectors. 

(f) If DoD does not apply a national secu-
rity exclusion, the Contractor shall apply 
managed access to prevent disclosure of pro-

gram activities, locations, or information in 
the U.S. declaration. 

(g) The Contractor shall not delay submis-
sion of any reports required by the Depart-
ment of Commerce or the Nuclear Regu-
latory Commission while awaiting a DoD re-
sponse to a notification provided in accord-
ance with this clause. 

(h) The Contractor shall incorporate the 
substance of this clause, including this para-
graph (h), in all subcontracts that are sub-
ject to the provisions of the U.S.-IAEA AP. 

(End of clause) 

[74 FR 2412, Jan. 15, 2009] 

252.204–7011 Alternative Line Item 
Structure. 

As prescribed in 204.7109(b), insert the 
following provision: 

ALTERNATIVE LINE-ITEM STRUCTURE (SEP 
2011) 

(a) Line items are the basic structural ele-
ments in a solicitation or contract that pro-
vide for the organization of contract require-
ments to facilitate pricing, delivery, inspec-
tion, acceptance and payment. Line items 
are organized into contract line items, 
subline items, and exhibit line items. Sepa-
rate line items should be established to ac-
count for separate pricing, identification 
(see section 211.274 of the Defense Federal 
Acquisition Regulation Supplement), deliv-
eries, or funding. The Government recognizes 
that the line item structure in this solicita-
tion may not conform to every offeror’s 
practices. Failure to correct these issues can 
result in difficulties in accounting for deliv-
eries and processing payments. Therefore, 
offerors are invited to propose an alternative 
line item structure for items on which bids, 
proposals, or quotes are requested in this so-
licitation to ensure that the resulting con-
tract structure is economically and adminis-
tratively advantageous to the Government 
and the Contractor. 

(b) If an alternative line item structure is 
proposed, the structure must be consistent 
with subpart 204.71 of the Defense Federal 
Acquisition Regulation Supplement and PGI 
204.71. A sample solicitation line-item struc-
ture and a corresponding offer of a proposed 
alternative line-item structure follow. 

Solicitation: 

Item No. Supplies/Service Quantity Unit Unit 
price Amount 

0001 .............................. Computer, Desktop with CPU, Monitor, Keyboard 
and Mouse.

20 EA ..............
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Alternative line-item structure offer where 
monitors are shipped separately: 

Item No. Supplies/Service Quantity Unit Unit 
Price Amount 

0001 .............................. Computer, Desktop with CPU, Keyboard and 
Mouse.

20 EA .

0002 .............................. Monitor .................................................................. 20 EA ..............

(End of provision) 

[76 FR 58139, Sept. 20, 2011] 

252.204–7012 Safeguarding of unclassi-
fied controlled technical informa-
tion. 

As prescribed in 204.7303, use the fol-
lowing clause: SAFEGUARDING OF 
UNCLASSIFIED CONTROLLED TECH-
NICAL INFORMATION (NOV 2013) 

(a) Definitions. As used in this 
clause— 

Adequate security means protective 
measures that are commensurate with 
the consequences and probability of 
loss, misuse, or unauthorized access to, 
or modification of information. 

Attribution information means infor-
mation that identifies the Contractor, 
whether directly or indirectly, by the 
grouping of information that can be 
traced back to the Contractor (e.g., 
program description or facility loca-
tions). 

Compromise means disclosure of infor-
mation to unauthorized persons, or a 
violation of the security policy of a 
system, in which unauthorized inten-
tional or unintentional disclosure, 
modification, destruction, or loss of an 
object, or the copying of information 
to unauthorized media may have oc-
curred. 

Contractor information system means 
an information system belonging to, or 
operated by or for, the Contractor. 

Controlled technical information means 
technical information with military or 
space application that is subject to 
controls on the access, use, reproduc-
tion, modification, performance, dis-
play, release, disclosure, or dissemina-
tion. Controlled technical information 
is to be marked with one of the dis-
tribution statements B-through-F, in 
accordance with DoD Instruction 
5230.24, Distribution Statements on 
Technical Documents. The term does 
not include information that is law-

fully publicly available without re-
strictions. 

Cyber incident means actions taken 
through the use of computer networks 
that result in an actual or potentially 
adverse effect on an information sys-
tem and/or the information residing 
therein. 

Exfiltration means any unauthorized 
release of data from within an informa-
tion system. This includes copying the 
data through covert network channels 
or the copying of data to unauthorized 
media. 

Media means physical devices or 
writing surfaces including, but is not 
limited to, magnetic tapes, optical 
disks, magnetic disks, large-scale inte-
gration memory chips, and printouts 
onto which information is recorded, 
stored, or printed within an informa-
tion system. 

Technical information means technical 
data or computer software, as those 
terms are defined in the clause at 
DFARS 252.227–7013, Rights in Tech-
nical Data—Non Commercial Items, re-
gardless of whether or not the clause is 
incorporated in this solicitation or 
contract. Examples of technical infor-
mation include research and engineer-
ing data, engineering drawings, and as-
sociated lists, specifications, stand-
ards, process sheets, manuals, tech-
nical reports, technical orders, catalog- 
item identifications, data sets, studies 
and analyses and related information, 
and computer software executable code 
and source code. 

(b) Safeguarding requirements and pro-
cedures for unclassified controlled tech-
nical information. The Contractor shall 
provide adequate security to safeguard 
unclassified controlled technical infor-
mation from compromise. To provide 
adequate security, the Contractor 
shall— 

(1) Implement information systems 
security in its project, enterprise, or 
company-wide unclassified information 
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