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to 30 days or until normal operations can be
resumed;

(2) Address in the plan, at a minimum—

(i) Challenges associated with maintaining
essential contractor services during an ex-
tended event, such as a pandemic that occurs
in repeated waves;

(ii) The time lapse associated with the ini-
tiation of the acquisition of essential per-
sonnel and resources and their actual avail-
ability on site;

(iii) The components, processes, and re-
quirements for the identification, training,
and preparedness of personnel who are capa-
ble of relocating to alternate facilities or
performing work from home;

(iv) Any established alert and notification
procedures for mobilizing identified ‘‘essen-
tial contractor service’ personnel; and

(v) The approach for communicating expec-
tations to contractor employees regarding
their roles and responsibilities during a cri-
sis.

(End of provision)

[75 FR 66683, Oct. 29, 2010]

252.239-7000 Protection against com-
promising emanations.

As prescribed in 239.7103(a), use the
following clause:

PROTECTION AGAINST COMPROMISING
EMANATIONS (JUN 2004)

(a) The Contractor shall provide or use
only information technology, as specified by
the Government, that has been accredited to
meet the appropriate information assurance
requirements of—

(1) The National Security Agency National
TEMPEST Standards (NACSEM No. 5100 or
NACSEM No. 5100A, Compromising Ema-
nations Laboratory Test Standard,
Electromagnetics (U)); or

(2) Other standards specified by this con-
tract, including the date through which the
required accreditation is current or valid for
the contract.

(b) Upon request of the Contracting Offi-
cer, the Contractor shall provide documenta-
tion supporting the accreditation.

(c) The Government may, as part of its in-
spection and acceptance, conduct additional
tests to ensure that information technology
delivered under this contract satisfies the in-
formation assurance standards specified. The
Government may conduct additional tests—

(1) At the installation site or contractor’s
facility; and

(2) Notwithstanding the existence of valid
accreditations of information technology
prior to the award of this contract.

(d) Unless otherwise provided in this con-
tract under the Warranty of Supplies or War-
ranty of Systems and Equipment clause, the

48 CFR Ch. 2 (10-1-14 Edition)

Contractor shall correct or replace accepted
information technology found to be deficient
within 1 year after proper installations.

(1) The correction or replacement shall be
at no cost to the Government.

(2) Should a modification to the delivered
information technology be made by the Con-
tractor, the 1l-year period applies to the
modification upon its proper installation.

(3) This paragraph (d) applies regardless of
f.0.b. point or the point of acceptance of the
deficient information technology.

(End of clause)

[69 FR 35535, June 25, 2004, as amended at 73
FR 1829, Jan. 10, 2008]

252.239-7001 Information Assurance
Contractor Training and Certifi-
cation.

As prescribed in 239.7103(b), use the
following clause:

INFORMATION ASSURANCE CONTRACTOR
TRAINING AND CERTIFICATION (JAN 2008)

(a) The Contractor shall ensure that per-
sonnel accessing information systems have
the proper and current information assur-
ance certification to perform information as-
surance functions in accordance with DoD
8570.01-M, Information Assurance Workforce
Improvement Program. The Contractor shall
meet the applicable information assurance
certification requirements, including—

(1) DoD-approved information assurance
workforce certifications appropriate for each
category and level as listed in the current
version of DoD 8570.01-M; and

(2) Appropriate operating system certifi-
cation for information assurance technical
positions as required by DoD 8570.01-M.

(b) Upon request by the Government, the
Contractor shall provide documentation sup-
porting the information assurance certifi-
cation status of personnel performing infor-
mation assurance functions.

(c) Contractor personnel who do not have
proper and current certifications shall be de-
nied access to DoD information systems for
the purpose of performing information assur-
ance functions.

(End of clause)

[73 FR 1829, Jan. 10, 2008]

252.239-7002 Access.
As prescribed in 239.7411(a), use the
following clause:
Access (DEC 1991)

(a) Subject to military security regula-
tions, the Government shall permit the Con-
tractor access at all reasonable times to
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