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952.250 Clauses related to indemnification of 
contractors. 

952.250–70 Nuclear hazards indemnity agree-
ment. 

952.250–71—952.250–72 [Reserved] 
952.251–70 Contractor employee travel dis-

counts. 

AUTHORITY: 42 U.S.C. 2201; 2282a; 2282b; 
2282c; 42 U.S.C. 7101 et seq.; 50 U.S.C. 2401 et 
seq. 

SOURCE: 49 FR 12042, Mar. 28, 1984, unless 
otherwise noted. 

Subpart 952.0—General 
952.000 Scope of part. 

This part implements FAR part 52 
which sets forth contract clauses for 
use in connection with the acquisition 
of personal property and nonpersonal 
services (including construction), and 
supplements, as well as modifies, FAR 
part 52 by prescribing certain modifica-
tions to be made to FAR clauses when 
used in Department of Energy (DOE) 
contracts and specifying certain De-
partment of Energy Acquisition Regu-
lation clauses to be used in addition to 
or in place of such FAR clauses. 

[49 FR 12042, Mar. 28, 1984, as amended at 74 
FR 36368, July 22, 2009] 

952.001 General policy. 
It is DOE policy to use the prescribed 

FAR and DOE contract clauses wher-
ever practicable. Uniformity in the use 
of contract clauses helps to ensure im-
partial treatment of all contractors, 
expedites negotiation and contract re-
view, and facilitates contract adminis-
tration. 

Subpart 952.2—Text of Provisions 
and Clauses 

952.202 Clauses related to definitions. 

952.202–1 Definitions. 
As prescribed in 902.201, insert the 

clause at 48 CFR 52.202–1, Definitions, 
in all contracts. The following shall be 
added to the clause as paragraph (c): 

(c) When a solicitation provision or 
contract clause uses a word or term 
that is defined in the Department of 
Energy Acquisition Regulation (DEAR) 
(48 CFR chapter 9), the word or term 
has the same meaning as the definition 
in 48 CFR 902.101 or the definition in 

the part, subpart, or section of 48 CFR 
chapter 9 where the provision or clause 
is prescribed in effect at the time the 
solicitation was issued, unless an ex-
ception in (a) applies. 

[76 FR 7693, Feb. 11, 2011] 

952.203–70 Whistleblower protection 
for contractor employees. 

As prescribed in 903.971, insert the 
following clause: 

WHISTLEBLOWER PROTECTION FOR 
CONTRACTOR EMPLOYEES (DEC 2000) 

(a) The Contractor shall comply with the 
requirements of ‘‘DOE Contractor Employee 
Protection Program’’ at 10 CFR part 708 for 
work performed on behalf of DOE directly re-
lated to activities at DOE-owned or -leased 
sites. 

(b) The Contractor shall insert or have in-
serted the substance of this clause, including 
this paragraph (b), in subcontracts at all 
tiers, for subcontracts involving work per-
formed on behalf of DOE directly related to 
activities at DOE-owned or leased sites. 

(End of clause) 

[65 FR 81008, Dec. 22, 2000, as amended at 74 
FR 36368, 36378, July 22, 2009] 

952.204 Clauses related to administra-
tive matters. 

952.204–2 Security. 
As prescribed in 904.404(d)(1), the fol-

lowing clause shall be included in con-
tracts entered into under section 31 (re-
search assistance, 42 U.S.C. 2051), or 
section 41 (ownership and operation of 
production facilities, 42 U.S.C. 2061) of 
the Atomic Energy Act of 1954, and in 
other contracts and subcontracts 
which involve or are likely to involve 
classified information or special nu-
clear material: 

SECURITY (MAR 2011) 

(a) Responsibility. It is the Contractor’s 
duty to protect all classified information, 
special nuclear material, and other DOE 
property. The Contractor shall, in accord-
ance with DOE security regulations and re-
quirements, be responsible for protecting all 
classified information and all classified mat-
ter (including documents, material and spe-
cial nuclear material) which are in the Con-
tractor’s possession in connection with the 
performance of work under this contract 
against sabotage, espionage, loss or theft. 
Except as otherwise expressly provided in 
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this contract, the Contractor shall, upon 
completion or termination of this contract, 
transmit to DOE any classified matter or 
special nuclear material in the possession of 
the Contractor or any person under the Con-
tractor’s control in connection with perform-
ance of this contract. If retention by the 
Contractor of any classified matter is re-
quired after the completion or termination 
of the contract, the Contractor shall identify 
the items and classification levels and cat-
egories of matter proposed for retention, the 
reasons for the retention, and the proposed 
period of retention. If the retention is ap-
proved by the Contracting Officer, the secu-
rity provisions of the contract shall continue 
to be applicable to the classified matter re-
tained. Special nuclear material shall not be 
retained after the completion or termination 
of the contract. 

(b) Regulations. The Contractor agrees to 
comply with all security regulations and 
contract requirements of DOE as incor-
porated into the contract. 

(c) Definition of classified information. The 
term Classified Information means informa-
tion that is classified as Restricted Data or 
Formerly Restricted Data under the Atomic 
Energy Act of 1954, or information deter-
mined to require protection against unau-
thorized disclosure under Executive Order 
12958, Classified National Security Information, 
as amended, or prior executive orders, which 
is identified as National Security Information. 

(d) Definition of restricted data. The term 
Restricted Data means all data concerning de-
sign, manufacture, or utilization of atomic 
weapons; production of special nuclear mate-
rial; or use of special nuclear material in the 
production of energy, but excluding data de-
classified or removed from the Restricted 
Data category pursuant to 42 U.S.C. 2162 
[Section 142, as amended, of the Atomic En-
ergy Act of 1954]. 

(e) Definition of formerly restricted data. The 
term ’’Formerly Restricted Data’’ means infor-
mation removed from the Restricted Data 
category based on a joint determination by 
DOE or its predecessor agencies and the De-
partment of Defense that the information— 
(1) Relates primarily to the military utiliza-
tion of atomic weapons; and (2) can be ade-
quately protected as National Security In-
formation. However, such information is sub-
ject to the same restrictions on transmission 
to other countries or regional defense orga-
nizations that apply to Restricted Data. 

(f) Definition of national security informa-
tion. The term ‘‘National Security Informa-
tion’’ means information that has been deter-
mined, pursuant to Executive Order 12958, 
Classified National Security Information, as 
amended, or any predecessor order, to re-
quire protection against unauthorized disclo-
sure, and that is marked to indicate its clas-
sified status when in documentary form. 

(g) Definition of special nuclear material. The 
term ‘‘special nuclear material’’ means—(1) 
Plutonium, uranium enriched in the isotope 
233 or in the isotope 235, and any other mate-
rial which, pursuant to 42 U.S.C. 2071 [section 
51 as amended, of the Atomic Energy Act of 
1954] has been determined to be special nu-
clear material, but does not include source 
material; or (2) any material artificially en-
riched by any of the foregoing, but does not 
include source material. 

(h) Access authorizations of personnel. (1) 
The Contractor shall not permit any indi-
vidual to have access to any classified infor-
mation or special nuclear material, except in 
accordance with the Atomic Energy Act of 
1954, and the DOE’s regulations and contract 
requirements applicable to the particular 
level and category of classified information 
or particular category of special nuclear ma-
terial to which access is required. 

(2) The Contractor must conduct a thor-
ough review, as defined at 48 CFR 904.401, of 
an uncleared applicant or uncleared em-
ployee, and must test the individual for ille-
gal drugs, prior to selecting the individual 
for a position requiring a DOE access author-
ization. 

(i) A review must—Verify an uncleared ap-
plicant’s or uncleared employee’s edu-
cational background, including any high 
school diploma obtained within the past five 
years, and degrees or diplomas granted by an 
institution of higher learning; contact listed 
employers for the last three years and listed 
personal references; conduct local law en-
forcement checks when such checks are not 
prohibited by state or local law or regulation 
and when the uncleared applicant or 
uncleared employee resides in the jurisdic-
tion where the Contractor is located; and 
conduct a credit check and other checks as 
appropriate. 

(ii) Contractor reviews are not required for 
an applicant for DOE access authorization 
who possesses a current access authorization 
from DOE or another Federal agency, or 
whose access authorization may be re-
approved without a federal background in-
vestigation pursuant to Executive Order 
12968, Access to Classified Information (Au-
gust 4, 1995), Sections 3.3(c) and (d). 

(iii) In collecting and using this informa-
tion to make a determination as to whether 
it is appropriate to select an uncleared appli-
cant or uncleared employee to a position re-
quiring an access authorization, the Con-
tractor must comply with all applicable 
laws, regulations, and Executive Orders, in-
cluding those—(A) Governing the processing 
and privacy of an individual’s information, 
such as the Fair Credit Reporting Act, Amer-
icans with Disabilities Act (ADA), and 
Health Insurance Portability and Account-
ability Act; and (B) prohibiting discrimina-
tion in employment, such as under the ADA, 
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Title VII and the Age Discrimination in Em-
ployment Act, including with respect to pre- 
and post-offer of employment disability re-
lated questioning. 

(iv) In addition to a review, each candidate 
for a DOE access authorization must be test-
ed to demonstrate the absence of any illegal 
drug, as defined in 10 CFR 707.4. All positions 
requiring access authorizations are deemed 
testing designated positions in accordance with 
10 CFR part 707. All employees possessing ac-
cess authorizations are subject to applicant, 
random or for cause testing for use of illegal 
drugs. DOE will not process candidates for a 
DOE access authorization unless their tests 
confirm the absence from their system of 
any illegal drug. 

(v) When an uncleared applicant or 
uncleared employee receives an offer of em-
ployment for a position that requires a DOE 
access authorization, the Contractor shall 
not place that individual in such a position 
prior to the individual’s receipt of a DOE ac-
cess authorization, unless an approval has 
been obtained from the head of the cognizant 
local security office. If the individual is 
hired and placed in the position prior to re-
ceiving an access authorization, the 
uncleared employee may not be afforded ac-
cess to classified information or matter or 
special nuclear material (in categories re-
quiring access authorization) until an access 
authorization has been granted. 

(vi) The Contractor must furnish to the 
head of the cognizant local DOE Security Of-
fice, in writing, the following information 
concerning each uncleared applicant or 
uncleared employee who is selected for a po-
sition requiring an access authorization— 

(A) The date(s) each Review was con-
ducted; 

(B) Each entity that provided information 
concerning the individual; 

(C) A certification that the review was con-
ducted in accordance with all applicable 
laws, regulations, and Executive Orders, in-
cluding those governing the processing and 
privacy of an individual’s information col-
lected during the review; 

(D) A certification that all information 
collected during the review was reviewed and 
evaluated in accordance with the Contrac-
tor’s personnel policies; and 

(E) The results of the test for illegal drugs. 
(i) Criminal liability. It is understood that 

disclosure of any classified information re-
lating to the work or services ordered here-
under to any person not entitled to receive 
it, or failure to protect any classified infor-
mation, special nuclear material, or other 
Government property that may come to the 
Contractor or any person under the Contrac-
tor’s control in connection with work under 
this contract, may subject the Contractor, 
its agents, employees, or Subcontractors to 
criminal liability under the laws of the 
United States (see the Atomic Energy Act of 

1954, 42 U.S.C. 2011 et seq.; 18 U.S.C. 793 and 
794). 

(j) Foreign ownership, control, or influence. 
(1) The Contractor shall immediately provide 
the cognizant security office written notice 
of any change in the extent and nature of 
foreign ownership, control or influence over 
the Contractor which would affect any an-
swer to the questions presented in the Stand-
ard Form (SF) 328, Certificate Pertaining to 
Foreign Interests , executed prior to award of 
this contract. Contractors are encouraged to 
submit this information through the use of 
the online tool at https://foci.td.anl.gov. When 
completed the Contractor must print and 
sign one copy of the SF 328 and submit it to 
the Contracting Officer. In addition, any no-
tice of changes in ownership or control 
which are required to be reported to the Se-
curities and Exchange Commission, the Fed-
eral Trade Commission, or the Department 
of Justice, shall also be furnished concur-
rently to the Contracting Officer. 

(2) If a Contractor has changes involving 
foreign ownership, control, or influence, DOE 
must determine whether the changes will 
pose an undue risk to the common defense 
and security. In making this determination, 
DOE will consider proposals made by the 
Contractor to avoid or mitigate foreign in-
fluences. 

(3) If the cognizant security office at any 
time determines that the Contractor is, or is 
potentially, subject to foreign ownership, 
control, or influence, the Contractor shall 
comply with such instructions as the Con-
tracting Officer shall provide in writing to 
protect any classified information or special 
nuclear material. 

(4) The Contracting Officer may terminate 
this contract for default either if the Con-
tractor fails to meet obligations imposed by 
this clause or if the Contractor creates a for-
eign ownership, control, or influence situa-
tion in order to avoid performance or a ter-
mination for default. The Contracting Offi-
cer may terminate this contract for conven-
ience if the Contractor becomes subject to 
foreign ownership, control, or influence and 
for reasons other than avoidance of perform-
ance of the contract, cannot, or chooses not 
to, avoid or mitigate the foreign ownership, 
control, or influence problem. 

(k) Employment announcements. When plac-
ing announcements seeking applicants for 
positions requiring access authorizations, 
the Contractor shall include in the written 
vacancy announcement, a notification to 
prospective applicants that reviews, and 
tests for the absence of any illegal drug as 
defined in 10 CFR 707.4, will be conducted by 
the employer and a background investiga-
tion by the Federal government may be re-
quired to obtain an access authorization 
prior to employment, and that subsequent 
reinvestigations may be required. If the posi-
tion is covered by the Counterintelligence 
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Evaluation Program regulations at 10 CFR 
part 709, the announcement should also alert 
applicants that successful completion of a 
counterintelligence evaluation may include 
a counterintelligence-scope polygraph exam-
ination. 

(l) Flow down to subcontracts. The Con-
tractor agrees to insert terms that conform 
substantially to the language of this clause, 
including this paragraph, in all subcontracts 
under its contract that will require subcon-
tractor employees to possess access author-
izations. Additionally, the Contractor must 
require such subcontractors to have an exist-
ing DOD or DOE facility clearance or submit 
a completed SF 328, Certificate Pertaining to 
Foreign Interests, as required in 48 CFR 
952.204–73, Facility Clearance, and obtain a 
foreign ownership, control and influence de-
termination and facility clearance prior to 
award of a subcontract. Information to be 
provided by a subcontractor pursuant to this 
clause may be submitted directly to the Con-
tracting Officer. For purposes of this clause, 
subcontractor means any subcontractor at 
any tier and the term ‘‘Contracting Officer’’ 
means the DOE Contracting Officer. When 
this clause is included in a subcontract, the 
term ‘‘Contractor’’ shall mean subcontractor 
and the term ‘‘contract’’ shall mean sub-
contract. 

(End of clause) 

[74 FR 23124, May 18, 2009, as amended at 74 
FR 36368, 36370, July 22, 2009; 76 FR 7694, Feb. 
11, 2011] 

952.204–70 Classification/Declassifica-
tion. 

As prescribed in 904.404(d)(2), the fol-
lowing clause shall be included in all 
contracts which involve classified in-
formation: 

CLASSIFICATION/DECLASSIFICATION (SEP 1997) 

In the performance of work under this con-
tract, the Contractor or subcontractor shall 
comply with all provisions of the Depart-
ment of Energy’s regulations and mandatory 
DOE directives which apply to work involv-
ing the classification and declassification of 
information, documents, or material. In this 
section, ‘‘information’’ means facts, data, or 
knowledge itself; ‘‘document’’ means the 
physical medium on or in which information 
is recorded; and ‘‘material’’ means a product 
or substance which contains or reveals infor-
mation, regardless of its physical form or 
characteristics. Classified information is 
‘‘Restricted Data’’ and ‘‘Formerly Restricted 
Data’’ (classified under the Atomic Energy 
Act of 1954, as amended) and ‘‘National Secu-
rity Information’’ (classified under Execu-
tive Order 12958 or prior Executive Orders). 

The original decision to classify or declas-
sify information is considered an inherently 
Governmental function. For this reason, 
only Government personnel may serve as 
original classifiers, i.e., Federal Government 
Original Classifiers. Other personnel (Gov-
ernment or Contractor) may serve as deriva-
tive classifiers which involves making classi-
fication decisions based upon classification 
guidance which reflect decisions made by 
Federal Government Original Classifiers. 

The Contractor or subcontractor shall en-
sure that any document or material that 
may contain classified information is re-
viewed by either a Federal Government or a 
Contractor Derivative Classifier in accord-
ance with classification regulations includ-
ing mandatory DOE directives and classifica-
tion/declassification guidance furnished to 
the Contractor by the Department of Energy 
to determine whether it contains classified 
information prior to dissemination. For in-
formation which is not addressed in classi-
fication/declassification guidance, but whose 
sensitivity appears to warrant classification, 
the Contractor or subcontractor shall ensure 
that such information is reviewed by a Fed-
eral Government Original Classifier. 

In addition, the Contractor or subcon-
tractor shall ensure that existing classified 
documents (containing either Restricted 
Data or Formerly Restricted Data or Na-
tional Security Information) which are in its 
possession or under its control are periodi-
cally reviewed by a Federal Government or 
Contractor Derivative Declassifier in accord-
ance with classification regulations, manda-
tory DOE directives and classification/de-
classification guidance furnished to the Con-
tractor by the Department of Energy to de-
termine if the documents are no longer ap-
propriately classified. Priorities for declas-
sification review of classified documents 
shall be based on the degree of public and re-
searcher interest and the likelihood of de-
classification upon review. Documents which 
no longer contain classified information are 
to be declassified. Declassified documents 
then shall be reviewed to determine if they 
are publicly releasable. Documents which 
are declassified and determined to be pub-
licly releasable are to be made available to 
the public in order to maximize the public’s 
access to as much Government information 
as possible while minimizing security costs. 

The Contractor or subcontractor shall in-
sert this clause in any subcontract which in-
volves or may involve access to classified in-
formation. 

(End of clause) 

[49 FR 12042, Mar. 28, 1984, as amended at 59 
FR 9108, Feb. 25, 1994; 62 FR 51802, Oct. 3, 1997; 
74 FR 36370, 36378, July 22, 2009] 
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