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personnel receive early dismissal instruc-
tions.

(b) In cases of contract performance at a
Government facility when the facility is
closed, the vendor may arrange for perform-
ance to continue during the closure at the
contractor’s site, if appropriate.

(End of clause)

3452.239-70 Internet protocol version
6 (IPv6).

As prescribed in 3439.701, insert the
following clause in all solicitations and
resulting contracts for hardware and
software:

INTERNET PROTOCOL VERSION 6 (MAR 2011)

(a) Any system hardware, software,
firmware, or networked component (voice,
video, or data) developed, procured, or ac-
quired in support or performance of this con-
tract shall be capable of transmitting, re-
ceiving, processing, forwarding, and storing
digital information across system bound-
aries utilizing system packets that are for-
matted in accordance with commercial
standards of Internet protocol (IP) version 6
(IPv6) as set forth in Internet Engineering
Task Force (IETF) Request for Comments
(RFC) 2460 and associated IPv6-related IETF
RFC standards. In addition, this system
shall maintain interoperability with IPv4
systems and provide at least the same level
of performance and reliability capabilities of
IPv4 products.

(b) Specifically, any new IP product or sys-
tem developed, acquired, or produced must—

(1) Interoperate with both IPv6 and IPv4
systems and products; and

(2) Have available contractor/vendor IPv6
technical support for development and im-
plementation and fielded product manage-
ment.

(c) Any exceptions to the use of IPv6 re-
quire the agency’s CIO to give advance, writ-
ten approval.

(End of clause)

3452.239-71 Notice to offerors of De-
partment security requirements.

As prescribed in 3439.702, include the
following provision in solicitations
when the offeror’s employees would
have access to Department-controlled
facilities or space, or when the work
(wherever located) would involve the
design, operation, repair, or mainte-
nance of information systems and ac-
cess to sensitive but unclassified infor-
mation:

3452.239-72

NOTICE TO OFFERORS OF DEPARTMENT
SECURITY REQUIREMENTS (MAR 2011)

(a) The offeror and any of its future sub-
contractors will have to comply with Depart-
ment security policy requirements as set
forth in the ‘“‘Bidder’s Security Package: Se-
curity Requirements for Contractors Doing
Business with the Department of Education’
at: http://www.ed.gov/fund/contract/about/
bsp.html.

(b) All contractor employees must undergo
personnel security screening if they will be
employed for 30 days or more, in accordance
with Departmental Directive OM:5-101,
‘““Contractor Employee Personnel Security
Screenings,” available at: http:/www.ed.gov/
fund/contract/about/acs/acsomb101.doc.

(c) The offeror shall indicate the following
employee positions it anticipates to employ
in performance of this contract and their
proposed risk levels based on the guidance
provided in Appendix I of Departmental Di-
rective OM:5-101:

High Risk (HR): [Specify HR positions.].

Moderate Risk (MR): [Specify MR posi-
tions.].

Low Risk (LR): [Specify LR positions.].

(d) In the event the Department disagrees
with a proposed risk level assignment, the
issue shall be subject to negotiation. How-
ever, if no agreement is reached, the Depart-
ment’s risk level assignment shall be used.
The type of screening and the timing of the
screening will depend upon the nature of the
contractor position, the type of data to be
accessed, and the type of information tech-
nology (IT) system access required. Per-
sonnel security screenings will be commen-
surate with the risk and magnitude of harm
the individual could cause.

(End of provision)

3452.239-72 Department security re-
quirements.

As prescribed in 3439.702, include the
following clause in contracts when the
contractor’s employees will have ac-
cess to Department-controlled facili-
ties or space, or when the work (wher-
ever located) would involve the design,
operation, repair, or maintenance of in-
formation systems and access to sen-
sitive but unclassified information:

DEPARTMENT SECURITY REQUIREMENTS (MAR
2011)

(a) The contractor and its subcontractors
shall comply with Department security pol-
icy requirements as set forth in the ‘“‘Bid-
der’s Security Package: Security Require-
ments for Contractors Doing Business with
the Department of Education” at http:/
www.ed.gov/fund/contract/about/bsp.html.
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