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or a personal identification number or password that would permit access to the customer’s account. Sensitive customer information also includes any combination of components of customer information that would
allow someone to log onto or access the customer’s account, such as user name and password or password and account number.
2. Affected Customers
If a financial institution, based upon its investigation, can determine from its logs or
other data precisely which customers’ information has been improperly accessed, it may
limit notification to those customers with
regard to whom the institution determines
that misuse of their information has occurred or is reasonably possible. However,
there may be situations where the institution determines that a group of files has
been accessed improperly, but is unable to
identify which specific customers’ information has been accessed. If the circumstances
of the unauthorized access lead the institution to determine that misuse of the information is reasonably possible, it should notify all customers in the group.
B. Content of Customer Notice
1. Customer notice should be given in a
clear and conspicuous manner. The notice
should describe the incident in general terms
and the type of customer information that
was the subject of unauthorized access or
use. It also should generally describe what
the institution has done to protect the customers’ information from further unauthorized access. In addition, it should include a
telephone number that customers can call
for further information and assistance. 14 The
notice also should remind customers of the
need to remain vigilant over the next twelve
to twenty-four months, and to promptly report incidents of suspected identity theft to
the institution. The notice should include
the following additional items, when appropriate:
a. A recommendation that the customer
review account statements and immediately
report any suspicious activity to the institution;
b. A description of fraud alerts and an explanation of how the customer may place a
fraud alert in the customer’s consumer reports to put the customer’s creditors on notice that the customer may be a victim of
fraud;
c. A recommendation that the customer
periodically obtain credit reports from each
nationwide credit reporting agency and have
14 The institution should, therefore, ensure
that it has reasonable policies and procedures in place, including trained personnel,
to respond appropriately to customer inquiries and requests for assistance.

information relating to fraudulent transactions deleted;
d. An explanation of how the customer
may obtain a credit report free of charge;
and
e. Information about the availability of the
FTC’s online guidance regarding steps a consumer can take to protect against identity
theft. The notice should encourage the customer to report any incidents of identity
theft to the FTC, and should provide the
FTC’s Web site address and toll-free telephone number that customers may use to obtain the identity theft guidance and report
suspected incidents of identity theft. 15
2. The Agencies encourage financial institutions to notify the nationwide consumer
reporting agencies prior to sending notices
to a large number of customers that include
contact information for the reporting agencies.
C. Delivery of Customer Notice
Customer notice should be delivered in any
manner designed to ensure that a customer
can reasonably be expected to receive it. For
example, the institution may choose to contact all customers affected by telephone or
by mail, or by electronic mail for those customers for whom it has a valid e-mail address and who have agreed to receive communications electronically.
[Reg. H, 66 FR 8634, Feb. 1, 2001, as amended
at 69 FR 77617, Dec. 28, 2004; 70 FR 15753, Mar.
29, 2005; 71 FR 5780, Feb. 3, 2006; 79 FR 37166,
July 1, 2014]

APPENDICES E–F TO PART 208
[RESERVED]

PART 209—ISSUE AND CANCELLATION OF FEDERAL RESERVE BANK
CAPITAL STOCK (REGULATION I)
Sec.
209.1 Authority, purpose, and scope.
209.2 Banks desiring to become member
banks.
209.3 Cancellation of Reserve Bank stock.
209.4 Amounts and payments.
209.5 The share register.
AUTHORITY: 12 U.S.C. 222, 248, 282, 286–288,
321, 323, 327–328, 333, 466.
15 Currently, the FTC Web site for the ID
Theft brochure and the FTC Hotline phone
number are http://www.consumer.gov/idtheft
and 1–877–IDTHEFT. The institution may
also refer customers to any materials developed pursuant to section 151(b) of the FACT
Act (educational materials developed by the
FTC to teach the public how to prevent identity theft).
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