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§740.1 Introduction.

In this part, references to the EAR
are references to 15 CFR chapter VII,
subchapter C.

(a) Scope. A ‘“‘License Exception” is
an authorization contained in this part
that allows you to export or reexport
under stated conditions, items subject

§740.1

to the Export Administration Regula-
tions (EAR) that would otherwise re-
quire a license under General Prohibi-
tion One, Two, Three, or Eight, as indi-
cated under one or more of the Export
Control Classification Numbers
(ECCNs) in the Commerce Control List
(CCL) in Supplement No. 1 to part 774
of the EAR and items subject to the
EAR that would require a license based
on the embargo policies described in
part 746 of the EAR. If your export or
reexport is subject to General Prohibi-
tion Six for embargoed destinations,
refer to part 746 of the EAR to deter-
mine the availability of any License
Exceptions. Special commodity con-
trols apply to short supply items. Li-
cense Exceptions for items listed on
the CCL as controlled for Short Supply
reasons are found in part 754 of the
EAR. If your export or reexport is sub-
ject to General Prohibition Five, con-
sult part 744 of the EAR. If your export
or reexport is subject to General Prohi-
bitions Four, Seven, Nine, or Ten, then
no License Exceptions apply. Any li-
cense exception authorizing reexports
also authorizes in-country transfers,
provided the terms and conditions for
reexports under that license exception
are met.

(b) Certification. By using any of the
License Exceptions you are certifying
that the terms, provisions, and condi-
tions for the use of the License Excep-
tion described in the EAR have been
met. Please refer to part 7568 of the
EAR for clearance of shipments and
documenting the use of License Excep-
tions.

(c) License Exception symbols. Each Li-
cense Exception bears a three letter
symbol that will be used for export
clearance purposes (see paragraph (d)
of this section).

(d) Electronic Export Information (EEI)
filing. You must enter on any required
EEI filing the correct License Code
that corresponds to the appropriate li-
cense exception symbol (e.g., LVS,
GBS, CIV) and the correct Export Con-
trol Classification Number (ECCN)
(e.g., 4A003, 5A002) for all exports of
items under a license exception. Items
temporarily in the United States meet-
ing the provisions of License Exception
TMP, under §740.9(b)(3), are excepted
from this requirement. See §758.1 of the

265



§740.2

EAR and 15 CFR part 30 of the FTR for
EEI requirements.

(e) Destination Control Statement. You
may be required to enter an appro-
priate Destination Control Statement
on commercial documents in accord-
ance with Destination Control State-
ment requirements of §758.6 of the
EAR.

(f) Recordkeeping. Records of trans-
actions involving exports under any of
the License Exceptions must be main-
tained in accordance with the record-
keeping requirements of part 762 of the
EAR.

[61 FR 12768, Mar. 25, 1996, as amended at 61
FR 64274, Dec. 4, 1996; 62 FR 25457, May 9,
1997; 65 FR 42568, July 10, 2000; 66 FR 36680,
July 12, 2001; 66 FR 42109, Aug. 10, 2001; 68 FR
50472, Aug. 21, 2003; 78 FR 22708, Apr. 16, 2013;
79 FR 4615, Jan. 29, 2014]

§740.2 Restrictions on all License Ex-
ceptions.

(a) You may not use any License Ex-
ception if any one or more of the fol-
lowing apply:

(1) Your authorization to use a Li-
cense Exception has been suspended or
revoked, or your intended export does
not qualify for a License Exception.

(2) The export or reexport is subject
to one of the ten General Prohibitions,
is not eligible for a License Exception,
and has not been authorized by BIS.

(3) The item is primarily useful for
surreptitious interception of wire, oral,
or electronic communications, or re-
lated software, controlled under ECCNs
5A001.f.1, 5A980, 5D001 (for 5A001.f.1 or
for 5E001.a (for 5A001.f.1, or for 5D001.a
(for 5A001.f.1))), or 5D980, unless the
item is consigned to and for the official
use of an agency of the U.S. Govern-
ment (see §740.11(b)(2)(ii) of this part,
Governments (GOV)). No license excep-
tions apply for 5E001.a (for 5A001.f.1, or
for 5D001.a (for 5A001.f.1)) or for 5E980.

(4) The item being exported or reex-
ported is subject to the license require-
ments described in §742.7 of the EAR
and the export or reexport is not:

(i) Being made to Australia, Japan,
New Zealand, or a NATO (North Atlan-
tic Treaty Organization) member state
(see NATO membership listing in §772.1
of the EAR);

15 CFR Ch. VII (1-1-15 Edition)

(ii) Authorized by §740.11(b)(2)(ii) (of-
ficial use by personnel and agencies of
the U.S. government);

(iii) Authorized by §740.14(e) of the
EAR (certain shotguns and shotgun
shells for personal use); or

(iv) Authorized by §740.20 of the EAR
(License Exception STA).

(5)(1) The item is controlled for mis-
sile technology (MT) reasons, except
that the items described in ECCNs
6A008, 7TA001, 7TA002, TA004, 7TA101, TA102,
7TA103, 7A104, TA105, 7B001, 7D001, 7D002,
7D003, 7D101, 7D102, 7E003, 7E101 or
9A515, may be exported as part of a
spacecraft, manned aircraft, land vehi-
cle or marine vehicle or in quantities
appropriate for replacement parts for
such applications under §740.9(a)(4) (Li-
cense Exception TMP for Kkits con-
sisting of replacement parts), §740.10
(License Exception RPL), §740.13 (Li-
cense Exception TSU), or §740.15(b) (Li-
cense Exception AVS for equipment
and spare parts for permanent use on a
vessel, aircraft or spacecraft).

(ii) MT controlled commodities de-
scribed in ECCNs 2A001 or 2A101 may be
exported or reexported under
§740.9(a)(4) (License Exception TMP) or
§740.10 (License Exception RPL) as one-
for-one replacement for equipment pre-
viously legally exported or reexported.

(6) The export or reexport is to a
sanctioned destination (Cuba, Iran,
North Korea, and Syria) or a license is
required based on a limited sanction
(Russia) unless a license exception or
portion thereof is specifically listed in
the license exceptions paragraph per-
taining to a particular sanctioned
country in part 746 of the EAR.

(7) [Reserved]

(8) The item is controlled under
ECCNs 2A983, 2A984, 2D983, 2D984, 2E983
or 2E984 and the License Exception is
other than:

(i) RPL, under the provisions of
§740.10, including §740.10(a)(3)(v), which
prohibits exports and reexports of re-
placement parts to countries in Coun-
try Group E:1 (see Supplement 1 to
part 740));

(ii) GOV, restricted to eligibility
under the provisions of §740.11(b)(2)(ii);
or

(iii) TSU, under the provisions of
§740.13(a) and (c).
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(9) The item is a QRS11-00100-100/101
Micromachined Angular Rate Sensor
controlled for RS reasons under ECCN
TA994.

(10) The commodity being exported or
reexported is subject to the license re-
quirements of §742.11 of the EAR.

(11) The item is a ‘“‘military com-
modity”’ subject to ECCN 0A919, except
that such military commodities may
be reexported in accordance with
§740.11(b)(2)(ii) (official use by per-
sonnel and agencies of the U.S. Govern-
ment).

(12) The item is described in a 9x515
or ‘600 series’ ECCN and is destined to,
shipped from, or was manufactured in a
destination listed in Country Group D:5
(see Supplement No. 1 to part 740 of the
EAR), except that:

(i) 9x515 or ‘600 series” items des-
tined to, or in, Country Group D:5 are
eligible for License Exception GOV
(§740.11(b)(2) of the EAR); and

(ii) 1A613.c or .d items destined to, or
in, Country Group D:5 are eligible for
License Exception TMP (§740.9(a)(11) of
the EAR) or License Exception BAG
(§740.14(h)(2) of the EAR).

(13) ‘600 series” items that are con-
trolled for missile technology (MT)
reasons may not be exported, reex-
ported, or transferred (in-country)
under License Exception STA (§740.20
of the EAR). Items controlled under
ECCNs 9D610.b, 9D619.b, 9E610.b, or
9E619.b or .c are not eligible for license
exceptions except for License Excep-
tion GOV (§740.11(b)(2) of the EAR).
Only the following license exceptions
may be used to export 600 series”
items to destinations other than those
identified in Country Group D:5 (see
Supplement No.1 to part 740 of the
EAR):

(i) License Exception LVS (§740.3 of
the EAR);

(ii) License Exception TMP (§740.9 of
the EAR);

(iii) License Exception RPL (§740.10
of the EAR);

(iv) License Exception TSU
(§740.13(a), (b), (f) and (g) of the EAR);

(v) License Exception GOV (§740.11(b)
or (¢) of the EAR);

(vi) License Exception BAG (§740.14);
and

(vii) License Exception STA under
§740.20(c)(1) of the EAR, provided all of

§740.2

the applicable terms and conditions,
including those specific to the ‘600 se-
ries’’ are met.

(14) Items classified under ECCNs
0A521, 0B521, 0C521, 0D521 and O0E521
may only be authorized by License Ex-
ception GOV (§740.11(b)(2)(ii)) or an
item-specific license exception identi-
fied in supplement no. 5 to part 774 for
a particular ECCN 0Y521 item.

NOTE TO PARAGRAPH (a)(14): Item-specific
license exception availability is specific to
each ECCN 0Y521 entry in supplement no. 5
to part 774 and may not be used for any other
ECCN 0Y521 entries in the supplement. The
U.S. Government makes a determination at
the time items are classified under ECCNs
0A521, 0B521, 0C521, 0D521 and 0E521 regarding
whether any license exceptions will be avail-
able, in addition to License Exception GOV
(§740.11(b)(2)({i)).

(15) If they are sold under a contract
that includes $14,000,000 or more of ‘600
Series Major Defense Equipment’ (as
defined in §772.1), exports of ‘600 se-
ries” items to a country not listed in
Country Group A:5 (see supplement no.
1 to part 740 of the EAR), are not eligi-
ble for any license exception except to
U.S. Government end users under Li-
cense Exception GOV (§740.11(b) of the
EAR).

(16) If they are sold under a contract
that includes $25,000,000 or more of ‘600
Series Major Defense Equipment’” (as
defined in §772.1), exports of ‘600 se-
ries’’ items to a country listed in Coun-
try Group A:5 (see supplement no. 1 to
part 740 of the EAR), are not eligible
for any license exception except to U.S.
Government end users under License
Exception GOV (§740.11(b) of the EAR).

(17) A party to the transaction, as de-
scribed in §748.5 of the EAR, is listed
on the Unverified List in supplement
no. 6 to part 744, see §744.15 of the EAR.

(18) 9x515 items that are controlled
for missile technology (MT) reasons
may not be exported, reexported, or
transferred (in-country) under License
Exception STA (§740.20 of the EAR).

NOTE TO PARAGRAPH (a): Items subject to
the exclusive export control jurisdiction of
another agency of the U.S. Government may
not be authorized by a license exception or
any other authorization under the EAR. If
your item is subject to the exclusive juris-
diction of another agency of the U.S. Gov-
ernment, you must determine your export li-
censing requirements pursuant to the other
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agency’s regulations. See §734.3(b) and Sup-
plement No. 3 to part 730 of the EAR for
other U.S. Government departments and
agencies with export control responsibilities.

(b) All License Exceptions are sub-
ject to revision, suspension, or revoca-
tion, in whole or in part, without no-
tice. It may be necessary for BIS to
stop a shipment or an export trans-
action at any stage of its progress, e.g.,
in order to prevent an unauthorized ex-
port or reexport. If a shipment is al-
ready en route, it may be further nec-
essary to order the return or unloading
of the shipment at any port of call.

(c) BIS may by informing the ex-
porter, suspend or revoke any License
Exception in order to comply with U.S.
Wassenaar obligations. In addition, BIS
may inform an exporter, that before
using any License Exception, a notice
be submitted with BIS concerning the
proposed export.

(d) See §746.3 for restrictions on cer-
tain transfers within Iraq of items ex-
ported or reexported to Iraq pursuant
to a License Exception.

[61 FR 12768, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.2, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.fdsys.gov.

§740.3 Shipments
(LVS).

(a) Scope. License Exception LLVS au-
thorizes the export and reexport in a
single shipment of eligible commod-
ities as identified by “LVS - $(value
limit)”’ on the CCL.

(b) Eligible Destinations. This License
Exception is available for all destina-
tions in Country Group B (see Supple-
ment No. 1 to part 740), provided that
the net value of the commodities in-
cluded in the same order and controlled
under the same ECCN entry on the CCL
does not exceed the amount specified
in the LLVS paragraph for that entry.

(c) Definitions—(1) Order. The term
order as used in this §740.3 means a
communication from a person in a for-
eign country, or that person’s rep-
resentative, expressing an intent to im-
port commodities from the exporter.
Although all of the details of the order
need not be finally determined at the
time of export, terms relating to the

of limited value

15 CFR Ch. VII (1-1-15 Edition)

kinds and quantities of the commod-
ities to be exported, as well as the sell-
ing prices of these commodities, must
be finalized before the goods can be ex-
ported under License Exception LLVS.

(2) Net value: for LVS shipments. The
actual selling price of the commodities
that are included in the same order and
are controlled under the same entry on
the CCL, less shipping charges, or the
current market price of the commod-
ities to the same type of purchaser in
the United States, whichever is the
larger. In determining the actual sell-
ing price or the current market price of
the commodity, the value of containers
in which the commodity is being ex-
ported may be excluded. The value for
LVS purposes is that of the controlled
commodity that is being exported, and
may not be reduced by subtracting the
value of any content that would not, if
shipped separately, be subject to 1li-
censing. Where the total value of the
containers and their contents must be
shown on Shipper’s Export Declara-
tions under one Schedule B Number,
the exporter, in effecting a shipment
under this License Exception, must in-
dicate the ‘‘net value’ of the contained
commodity immediately below the de-
scription of the commodity.

(3) Single shipment. All commodities
moving at the same time from one ex-
porter to one consignee or inter-
mediate consignee on the same export-
ing carrier even though these commod-
ities will be forwarded to one or more
ultimate consignees. Commodities
being transported in this manner will
be treated as a single shipment even if
the commodities represent more than
one order or are in separate containers.

(d) Additional eligibility requirements
and restrictions—(1) Eligible orders. To be
eligible for this License Exception, or-
ders must meet the following criteria:

(1) Orders must not exceed the applica-
ble “LVS’’ dollar value limits. An order is
eligible for shipment under LLVS when
the ‘‘net value’” of the commodities
controlled under the same entry on the
CCL does not exceed the amount speci-
fied in the “LVS” paragraph for that
entry. An LVS shipment may include
more than one eligible order.

(ii) Orders may not be split to meet the
applicable LVS dollar limits. An order
that exceeds the applicable LLVS dollar
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value limit may not be misrepresented
as two or more orders, or split among
two or more shipments, to give the ap-
pearance of meeting the applicable
LVS dollar value limit. However an
order that meets all the LVS eligibility
requirements, including the applicable
LVS dollar value limit, may be split
among two or more shipments.

(iii) Orders must be legitimate. Export-
ers and consignees may not, either col-
lectively or individually, structure or
adjust orders to meet the applicable
LVS dollar value limits.

(2) Restriction on annual value of LVS
orders. The total value of exports per
calendar year to the same ultimate or
intermediate consignee of commodities
classified under a single ECCN may not
exceed 12 times the LLVS value limit for
that ECCN; however, there is no re-
striction on the number of shipments
provided that value is not exceeded.
This annual value limit applies to ship-
ments to the same ultimate consignee
even though the shipments are made
through more than one intermediate
consignee. There is no restriction on
the number of orders that may be in-
cluded in a shipment, except that the
annual value limit per ECCN must not
be exceeded.

(38) Orders where two or more LVS dol-
lar value limits apply. An order may in-
clude commodities that are controlled
under more than one entry on the CCL.
In this case, the net value of the entire
order may exceed the LVS dollar value
for any single entry on the CCL. How-
ever, the net value of the commodities
controlled under each ECCN entry
shall not exceed the LVS dollar value
limit specified for that entry.

Example to paragraph (d)(3): An order in-
cludes commodities valued at $8,000. The
order consists of commodities controlled
under two ECCN entries, each having an LLVS
value limit of $5000. Commodities in the
order controlled under one ECCN are valued
at $3,600 while those controlled under the
other ECCN are valued at $4,500. Since the
net value of the commodities controlled
under each entry falls within the LL'VS dollar
value limits applicable to that entry, the
order may be shipped under this License Ex-
ception.

(4) Prohibition against evasion of li-
cense requirements. Any activity involv-
ing the use of this License Exception to
evade license requirements is prohib-

§740.5

ited. Such devices include, but are not
limited to, the splitting or structuring
of orders to meet applicable LLVS dollar
value limits, as prohibited by para-
graphs (d)(1) (ii) and (iii) of this sec-
tion.

(5) Exports and reexports of encryption
components or spare parts. For compo-
nents or spare parts controlled for
“EI” reasons under ECCN 5A002, ex-
ports and reexports under this License
Exception must be destined to support
a commodity previously authorized for
export or reexport.

(e) Reexports. Commodities may be
reexported under this License Excep-
tion, provided that they could be ex-
ported from the United States to the
new country of destination under LVS.

(f) Reporting requirements. See §743.1 of
the EAR for reporting requirements for
exports of certain commodities under
License Exception LVS.

[61 FR 64274, Dec. 4, 1996, as amended at 63
FR 2456, Jan. 15, 1998; 63 FR 50520, Sept. 22,
1998; 73 FR 57504, Oct. 3, 2008]

§740.4 Shipments to Country Group B
countries (GBS).

License Exception GBS authorizes
exports and reexports to Country
Group B (see Supplement No. 1 to part
740) of those commodities where the
Commerce Country Chart (Supplement
No. 1 to part 738 of the EAR) indicates
a license requirement to the ultimate
destination for national security rea-
sons only and identified by “GBS—
Yes’ on the CCL. See §743.1 of the EAR
for reporting requirements for exports
of certain commodities under License
Exception GBS.

[63 FR 2456, Jan. 15, 1998, as amended at 69
FR 5690, Feb. 6, 2004]

§740.5 Civil end-users (CIV).

(a) Scope. License Exception CIV au-
thorizes exports and reexports of items
on the Commerce Control List (CCL)
(Supplement No. 1 to part 774 of the
EAR) that have a license requirement
to the ultimate destination pursuant
to the Commerce Country Chart (Sup-
plement No. 1 to part 738 of the EAR)
for NS reasons only; and identified by
“CIV—Yes” in the License Exception
section of the Export Control Classi-
fication Number (ECCN), provided the
items are destined to civil end-users
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for civil end-uses in Country Group D:1,
except North Korea (Supplement No. 1
to part 740 of this part).

(b) Restrictions—(1) Restricted end-
users and end-uses. You may not use
CIV if you ‘‘know’ the item will be or
is intended to be exported, reexported,
or transferred (in-country) to military
uses or military end-users. Such ex-
ports, reexports, and transfers (in-
country) will continue to require a li-
cense. In addition to conventional mili-
tary activities, military uses include
any proliferation activities described
and prohibited by part 744 of the EAR.

(2) Visa status. Deemed exports under
License Exception CIV are not author-
ized to foreign nationals in an expired
visa status. It is the responsibility of
the exporter to ensure that, in the case
of deemed exports, the foreign national
maintains a valid U.S. visa, if required
to hold a visa from the United States.

(c) Reporting requirement. See §743.1 of
the EAR for reporting requirements for
exports of certain items under this Li-
cense Exception.

(d) Foreign National Review (FNR) re-
quirement for deemed exports—(1) Submis-
sion requirement. Prior to disclosing eli-
gible technology to a foreign national
under this License Exception, you
must submit a Foreign National Re-
view (FNR) request to BIS, as required
under §748.8(s) of the EAR. Your FNR
request must include information
about the foreign national required
under §748.8(t) of the EAR and set forth
in Supplement No. 2 of part 748 of the
EAR.

(2) Confirmation of eligibility. You may
not use License Exception CIV for a
deemed export until you have obtained
confirmation of eligibility by checking
the System for Tracking Export Li-
cense Applications (hittps://
snapr.bis.doc.gov /stela) or through the
Simplified Network Application Proce-
dure (https:/snapr.bis.doc.gov).

(3) Action by BIS. Within nine busi-
ness days of the registration of the
FNR request, BIS will refer the FNR
request electronically, along with all
necessary documentation for inter-
agency review, or if necessary return
the FNR request without action (e.g., if
the information provided is incom-
plete). Processing time starts at the

15 CFR Ch. VII (1-1-15 Edition)

point at which the notification is reg-
istered into BIS’s electronic system.

(4) Review by other departments or
agencies. The Departments of Defense,
State, Energy, and other agencies, as
appropriate, may review the FNR re-
quest. Within 30 calendar days of re-
ceipt of the BIS referral, the reviewing
agency will provide BIS with a rec-
ommendation either to approve or deny
the FNR request. A reviewing agency
that fails to provide a recommendation
within 30 days shall be deemed to have
no objection to the final decision of
BIS.

(5) Action on the FNR Request. After
the interagency review period, BIS will
promptly notify the applicant regard-
ing the FNR request, i.e., whether the
FNR request is approved, denied, or
more time is needed to consider the re-
quest.

[69 FR 64493, Nov. 5, 2004, as amended at 73
FR 68324, Nov. 18, 2008; 75 FR 31680, June 4,
2010]

§740.6 Technology and software under
restriction (TSR).

(a) Scope. License Exception TSR per-
mits exports and reexports of tech-
nology and software where the Com-
merce Country Chart (Supplement No.
1 to part 738 of the EAR) indicates a li-
cense requirement to the ultimate des-
tination for national security reasons
only and identified by “TSR—Yes’’ in
entries on the CCL, provided the soft-
ware or technology is destined to Coun-
try Group B. (See Supplement No. 1 to
part 740.) A written assurance is re-
quired from the consignee before ex-
porting or reexporting under this Li-
cense Exception.

(1) Required assurance for export of
technology. You may not export or re-
export technology under this License
Exception until you have received from
the importer a written assurance that,
without a BIS license or License Ex-
ception, the importer will not:

(i) Reexport or release the tech-
nology to a national of a country in
Country Groups D:1 or E:1; or

(ii) Export to Country Groups D:1 or
E:1 the direct product of the tech-
nology, if such foreign produced direct
product is subject to national security
controls as identified on the CCL (See
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General Prohibition Three, §736.2(b)(3)
of the EAR); or

(iii) If the direct product of the tech-
nology is a complete plant or any
major components of a plant, export to
Country Groups D:1 or E:1 of the direct
product of the plant or major compo-
nents thereof, if such foreign produced
direct product is subject to national se-
curity controls as identified on the
CCL or is ‘‘subject to the ITAR” (see 22
CFR parts 120 through 130).

(2) Required assurance for export of
software. You may not export or reex-
port software under this License Ex-
ception until you have received from
the importer a written assurance that,
without a BIS license or License Ex-
ception, the importer will neither:

(i) Reexport or release the software
or the source code for the software to a
national of a country in Country
Groups D:1 or E:1; nor

(ii) Export to Country Groups D:1 or
E:1 the direct product of the software,
if such foreign produced direct product
is subject to national security controls
as identified on the CCL. (See General
Prohibition Three, §736.2(b)(3) of the
EAR).

(3) Form of written assurance. The re-
quired assurance may be made in the
form of a letter or any other written
communication from the importer, in-
cluding communications via facsimile,
or the assurance may be incorporated
into a licensing agreement that specifi-
cally includes the assurances. An as-
surance included in a licensing agree-
ment is acceptable only if the agree-
ment specifies that the assurance will
be honored even after the expiration
date of the licensing agreement. If such
a written assurance is not received, Li-
cense Exception TSR is not applicable
and a license is required. The license
application must include a statement
explaining why assurances could not be
obtained.

(4) Other License Ezxceptions. The re-
quirements in this License Exception
do not apply to the export of tech-
nology or software under other License
Exceptions, or to the export of tech-
nology or software included in an ap-
plication for the foreign filing of a pat-
ent, provided the filing is in accord-
ance with the regulations of the U.S.
Patent Office.
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(b) Reporting requirements. See §743.1
of the EAR for reporting requirements
for exports of certain items under Li-
cense Exception TSR. Note that re-
ports are not required for release of
technology or source code subject to
the EAR to foreign nationals in the
U.S. under the provisions of License
Exception TSR.

[61 FR 64275, Dec. 4, 1996, as amended at 63
FR 50520, Sept. 22, 1998; 63 FR 55019, Oct. 14,
1998; 69 FR 5690, Feb. 6, 2004; 75 FR 44890, July
30, 2010; 78 FR 61901, Oct. 4, 2013]

§740.7 Computers (APP).

(a) Scope—(1) Commodities. License
Exception APP authorizes exports and
reexports of computers, including
“‘electronic assemblies” and specially
designed components therefor con-
trolled by ECCN 4A003, except ECCN
4A003.e (equipment performing analog-
to-digital conversions exceeding the
limits in ECCN 3A001.a.5.a), exported or
reexported separately or as part of a
system for consumption in Computer
Tier countries as provided by this sec-
tion. When evaluating your computer
to determine License Exception APP
eligibility, use the APP parameter to
the exclusion of other technical param-
eters in ECCN 4A003.

(2) Technology and software. License
Exception APP authorizes exports of
technology and software controlled by
ECCNs 4D001 and 4E001 specially de-
signed or modified for the ‘‘develop-
ment”’, ‘“production’, or ‘‘use’ of com-
puters, including ‘‘electronic assem-
blies” and specially designed compo-
nents therefor classified in ECCN
4A003, ercept ECCN 4A003.e (equipment
performing analog-to-digital conver-
sions exceeding the limits in ECCN
3A001.a.5.a), to Computer Tier coun-
tries as provided by this section.

(b) Restrictions. (1) Related equipment
controlled under ECCN 4A003.g may
not be exported or reexported under
this License Exception when exported
or reexported separately from eligible
computers authorized under this Li-
cense Exception.

(2) Access and release restrictions. (1)
[Reserved]
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(ii) Technology and source code. Tech-
nology and source code eligible for Li-
cense Exception APP may not be re-
leased to nationals of Cuba, Iran, North
Korea, Sudan, or Syria.

(3) Computers and software eligible
for License Exception APP may not be
reexported or transferred (in country)
without prior authorization from BIS,
i.e., a license, a permissive reexport,
another License Exception, or ‘“No Li-
cense Required’”. This restriction must
be conveyed to the consignee, via the
Destination Control Statement, see
§758.6 of the EAR. Additionally, the
end-use and end-user restrictions in
paragraph (b)(5) of this section must be
conveyed to any consignee in Computer
Tier 3.

(4) You may not use this License Ex-
ception to export or reexport items
that you know will be used to enhance
the APP beyond the eligibility limit
allowed to your country of destination.

(5) License Exception APP does not
authorize exports, reexports and trans-
fers (in-country) for nuclear, chemical,
biological, or missile end-users and
end-uses subject to license require-
ments under §744.2, §744.3, §744.4, and
§744.5 of the EAR. Such exports, reex-
ports and transfers (in-country) will
continue to require a license and will
be considered on a case-by-case basis.
Reexports and transfers (in-country) to
these end-users and end-uses in eligible
countries are strictly prohibited with-
out prior authorization.

(6) Foreign nationals in an expired
visa status are not eligible to receive
deemed exports of technology or source
code under this License Exception. It is
the responsibility of the exporter to en-
sure that, in the case of deemed ex-
ports, the foreign national maintains a
valid U.S. visa, if required to hold a
visa from the United States.

(c) Computer Tier 1 destinations—(1) El-
igible destinations. The destinations
that are eligible to receive exports and
reexports under paragraph (c) of this
section include: Albania, Antigua and
Barbuda, Argentina, Aruba, Australia,
Austria, Bahamas (The), Bangladesh,
Barbados, Belgium, Belize, Benin, Bhu-
tan, Bolivia, Botswana, Brazil, Brunei,
Bulgaria, Burkina Faso, Burundi, Cam-
eroon, Cape Verde, Central African Re-
public, Chad, Chile, Colombia, Congo
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(Democratic Republic of the), Congo
(Republic of the), Costa Rica, Cote
d’Ivoire, Croatia, Curac¢ao, Cyprus,
Czech Republic, Denmark, Dominica,
Dominican Republic, Ecuador, El1 Sal-
vador, Equatorial Guinea, Eritrea, Es-
tonia, Ethiopia, Fiji, Finland, France,
Gabon, Gambia (The), Germany,
Ghana, Greece, Grenada, Guatemala,
Guinea, Guinea-Bissau, Guyana, Haiti,
Honduras, Hong Kong, Hungary, Ice-
land, Indonesia, Ireland, Italy, Ja-
maica, Japan, Kenya, Kiribati, Korea
(Republic of), Latvia, Lesotho, Liberia,
Lithuania, Luxembourg, Madagascar,
Malawi, Malaysia, Maldives, Mali,
Malta, Marshall Islands, Mauritius,
Mexico, Micronesia (Federated States
of), Monaco, Mozambique, Namibia,
Nauru, Nepal, Netherlands, New Zea-
land, Nicaragua, Niger, Nigeria, Nor-
way, Palau, Panama, Papua New Guin-
ea, Paraguay, Peru, Philippines, Po-
land, Portugal, Romania, Rwanda, St.
Kitts & Nevis, St. Lucia, St. Vincent
and the Grenadines, Sao Tome & Prin-
cipe, Samoa, San Marino, Senegal,
Seychelles, Sierra Leone, Singapore,
Sint Maarten (the Dutch two-fifths of
the island of Saint Martin), Slovakia,
Slovenia, Solomon Islands, Somalia,
South Africa, Spain, Sri Lanka, Suri-
nam, Swaziland, Sweden, Switzerland,
Taiwan, Tanzania, Togo, Tonga, Thai-
land, Timor-Leste, Trinidad and To-
bago, Turkey, Tuvalu, Uganda, United
Kingdom, Uruguay, Vatican City, Ven-
ezuela, Western Sahara, Zambia, and
Zimbabwe.

(2) Eligible commodities. All com-
puters, including electronic assemblies
and specially designed components
therefore are eligible for export or re-
export under License Exception APP to
Tier 1 destinations, subject to the re-
strictions in paragraph (b) of this sec-
tion.

(3) Eligible technology and software. (1)
Technology and software described in
paragraph (a)(2) of this section for com-
puters of unlimited APP are eligible
for export or reexport under License
Exception APP to: Australia, Austria,
Belgium, Canada, Denmark, Finland,
France, Germany, Greece, Ireland,
Italy, Japan, Luxembourg, Nether-
lands, New Zealand, Norway, Portugal,
Spain, Sweden, Switzerland, Turkey, or
the United Kingdom; and
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(ii) “‘Development’ and ‘‘production”
technology and source code described
in paragraph (a)(2) of this section for
computers with an APP less than or
equal to 26 Weighted TeraFLOPS (WT)
are eligible for deemed exports under
License Exception APP to foreign na-
tionals of Tier 1 destinations, other
than the destinations that are listed in
paragraph (c)(3)(i) of this section, sub-
ject to the restrictions in paragraph (b)
of this section.

(iii) “‘Use” technology and source
code described in paragraph (a)2) of
this section for computers with an APP
less than or equal to 120 WT are eligi-
ble for deemed exports under License
Exception APP to foreign nationals of
Tier 1 destinations, other than the des-
tinations that are listed in paragraph
(¢)(3)(i) of this section, subject to the
restrictions in paragraph (b) of this
section.

(d) Computer Tier 3 destinations—(1)
Eligible destinations. Eligible destina-
tions under paragraph (d) of this sec-
tion are: Afghanistan, Algeria, An-
dorra, Angola, Armenia, Azerbaijan,

Bahrain, Belarus, Bosnia &
Herzegovina, Burma, Cambodia, China
(People’s Republic of), Comoros,

Djibouti, Egypt, Georgia, India, Iraq,
Israel, Jordan, Kazakhstan, Kosovo,
Kuwait, Kyrgyzstan, Laos, Lebanon,
Libya, Macau, Macedonia (The Former
Yugoslav Republic of), Mauritania,
Moldova, Mongolia, Montenegro, Mo-
rocco, Oman, Pakistan, Qatar, Russia,
Saudi Arabia, Serbia, Tajikistan, Tuni-
sia, Turkmenistan, Ukraine, United
Arab Emirates, Uzbekistan, Vanuatu,
Vietnam, and Yemen.

(2) Eligible commodities. None.

(3) Eligible technology and source code.
(i) ‘““Development,” and ‘‘production”
technology and source code described
in paragraph (a)(2) of this section for
computers with an APP less than or
equal to 12 Weighted TeraFLOPs (WT)
are eligible for deemed exports under
License Exception APP to foreign na-
tionals of Tier 3 destinations as de-
scribed in paragraph (d)(1) of this sec-
tion, subject to the restrictions in
paragraph (b) and the provisions of
paragraph (d)(4) of this section.

(ii) ““Use”’ technology and source code
described in paragraph (a)(2) of this
section for computers with an APP less
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than or equal to 26 WT are eligible for
deemed exports under License Excep-
tion APP to foreign nationals of Tier 3
destinations as described in paragraph
(d)(1) of this section, subject to the re-
strictions in paragraph (b) and the pro-
visions of paragraph (d)(4) of this sec-
tion.

(4) Foreign National Review (FNR) re-
quirement for deemed exports—(i) Submis-
sion requirement. Prior to disclosing eli-
gible technology or source code to a
foreign national of a Computer Tier 3
country that is not also a country list-
ed in Country Group B in Supplement
No. 1 to part 740 of the EAR under this
License Exception, you must submit a
Foreign National Review (FNR) re-
quest to BIS, as required under
§748.8(s) of the EAR. Your FNR request
must include information about the
foreign national required under
§748.8(t) of the EAR and set forth in
Supplement No. 2 of part 748 of the
EAR.

(ii) Confirmation of eligibility. You
may not use License Exception APP,
until you have obtained confirmation
of eligibility via either BIS’s System
for Tracking Export License Applica-
tions (STELA) (https:./snapr.bis.doc.gov
/stela) from BIS’s Simplified Network
Application Procedure (SNAP). See
hitp://www.bis.doc.gov  /SNAP/index.htm
for more information about SNAP.

(iii) Action by BIS. Within nine busi-
ness days of the registration of the
FNR request, BIS will electronically
refer the FNR request for interagency
review, or if necessary return the FNR
request without action (e.g., if the in-
formation provided is incomplete).
Processing time starts at the point at
which the notification is registered
into BIS’s electronic system.

(iv) Review by other departments or
agencies. The Departments of Defense,
State, Energy, and other agencies, as
appropriate, may review the FNR re-
quest. Within 30 calendar days of re-
ceipt of the BIS referral, the reviewing
agency will provide BIS with a rec-
ommendation either to approve or deny
the FNR request. A reviewing agency
that fails to provide a recommendation
within 30 days shall be deemed to have
no objection to the final decision of
BIS.
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(v) Action on the FNR Request. After
the interagency review period, BIS will
promptly notify the applicant regard-
ing the FNR request, i.e., whether the
FNR request is approved, denied, or
more time is needed to consider the re-
quest.

(e) Reporting requirements. See §743.1
of the EAR for reporting requirements
of certain items under License Excep-
tion APP.

[71 FR 20883, Apr. 24, 2006, as amended at 71
FR 51717, Aug. 31, 2006; 71 FR 68439, Nov. 27,
2006; 72 FR 13441, Mar. 22, 2007; 72 FR 60249,
Oct. 24, 2007; 73 FR 51218, Sept. 2, 2008; 73 FR
68324, Nov. 18, 2008; 75 FR 31680, June 4, 2010;
75 FR 36514, June 28, 2010; 76 FR 36988, June
24, 2011; 76 FR 54930, Sept. 6, 2011; 76 FR 70339,
Nov. 14, 2011; 77 FR 39367, July 2, 2012]

§740.8 [Reserved]

§740.9 Temporary imports, exports, re-
exports, and transfers (in-country)
(TMP).

This License Exception authorizes
various temporary exports and reex-
ports; exports and reexports of items
temporarily in the United States; and
exports and reexports of beta test soft-
ware.

(a) Temporary exports, reexports, and
transfers (in-country). License Excep-
tion TMP authorizes exports, reex-
ports, and transfers (in-country) of
items for temporary use abroad (in-
cluding use in or above international
waters) subject to the conditions speci-
fied in this paragraph (a). No item may
be exported, reexported, or transferred
(in-country) under this paragraph (a) if
an order to acquire the item, such as a
purchase order, has been received be-
fore shipment; with prior knowledge
that the item will stay abroad beyond
the terms of this License Exception; or
when the item is for subsequent lease
or rental abroad. The references to var-
ious countries and country groups in
these TMP-specific provisions do not
limit or amend the prohibitions in
§740.2 of the EAR on the use of license
exceptions generally, such as for ex-
ports of 9x515 or ‘600 series’ items to
destinations in Country Group D:5.

(1) Tools of trade. Exports, reexports,
or transfers (in-country) of commod-
ities and software as tools of trade for
use by the exporter or employees of the
exporter may be made only to destina-
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tions other than Country Group E:1; for
Sudan, see paragraph (a)(2) of this sec-
tion. The tools of trade must remain
under the ‘“‘effective control” of the ex-
porter or the exporter’s employee. Eli-
gible items are usual and reasonable
kinds and quantities of tools of trade
for use in a lawful enterprise or under-
taking of the exporter. Tools of trade
include, but are not limited to, com-
modities and software as is necessary
to commission or service items, pro-
vided that the commodity or software
is appropriate for this purpose and that
all items to be commissioned or serv-
iced are of foreign origin, or if subject
to the EAR, have been lawfully ex-
ported, reexported, or transferred.
Tools of trade may accompany the in-
dividual departing from the United
States or may be shipped unaccom-
panied within one month before the in-
dividual’s departure from the United
States, or at any time after departure.
Software used as a tool of trade must
be protected against unauthorized ac-
cess. Examples of security precautions
to help prevent unauthorized access in-
clude the following:

(1) Use of secure connections, such as
Virtual Private Network connections,
when accessing IT networks for activi-
ties that involve the transmission and
use of the software authorized under
this license exception;

(i1) Use of password systems on elec-
tronic devices that store the software
authorized under this license excep-
tion; and

(iii) Use of personal firewalls on elec-
tronic devices that store the software
authorized under this license excep-
tion.

(2) Sudan: Tools of Trade—(i) Permis-
sible users. A non-governmental organi-
zation or an individual staff member,
employee or contractor of such organi-
zation traveling to Sudan at the direc-
tion or with the knowledge of such or-
ganization may export, reexport, or
transfer (in-country) under this para-
graph (a)(2).

(ii) Authorized purposes. Any tools of
trade exported, reexported, or trans-
ferred (in-country) under this para-
graph must be used to support activi-
ties to implement the Doha Document
for Peace in Darfur; to provide humani-
tarian or development assistance in
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Sudan, to support activities to relieve
human suffering in Sudan, or to sup-
port the actions in Sudan for humani-
tarian or development purposes; by an
organization authorized by the Depart-
ment of the Treasury, Office of Foreign
Assets Control (OFAC) pursuant to 31
CFR 538.521 in support of its OFAC-au-
thorized activities; or to support the
activities to relieve human suffering in
Sudan in areas that are exempt from
the Sudanese Sanctions Regulations by
virtue of the Darfur Peace and Ac-
countability Act and Executive Order
13412.

(iii) Method of export and maintenance
of control. The tools of trade must ac-
company (either hand carried or as
checked baggage) a traveler who is a
permissible user of this provision or be
shipped or transmitted to such user by
a method reasonably calculated to as-
sure delivery to the permissible user of
this provision. The permissible user of
this provision must maintain ‘‘effec-
tive control” of the tools of trade while
in Sudan.

(iv) Eligible items. The only tools of
trade that may be exported, reexported
or transferred (in-country) to Sudan
under this paragraph (a)(2) are:

(A) Commodities controlled under
ECCNs 4A994.b and ‘‘software” con-
trolled under ECCNs 4D994 or 5D992 to
be used on such commodities. Software
must either be loaded onto the com-
modities prior to export, reexport, or
transfer (in-country) or be exported, re-
exported, or transferred (in-country)
solely for servicing or in-kind replace-
ment of legally exported or reexported
software. All such software must re-
main loaded on the commodities while
in Sudan;

(B) Telecommunications equipment
controlled under ECCN 5A991 and
“‘software’” controlled under ECCN
5D992 to be used in the operation of
such equipment. Software must be
loaded onto such equipment prior to
export or be exported or reexported
solely for servicing or in-kind replace-
ment of legally exported or reexported
software. All such software must re-
main loaded on such equipment while
in Sudan;

(C) Global positioning systems (GPS)
or similar satellite receivers controlled
under ECCN 7A994; and
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(D) Commodities that are controlled
under ECCN 5A992, including commod-
ities that are installed with, or con-
tained in, commodities in paragraphs
(a)(2)(iv)(A) and (B) of this section and
that remain installed with or con-
tained in such commodities while in
Sudan.

(38) Tools of trade: temporary exports,
reexports, and transfers (in-country) of
technology by U.S. persons. (i) This para-
graph authorizes exports, reexports,
and transfers (in-country) of usual and
reasonable kinds and quantities of
technology for use in a lawful enter-
prise or undertaking of a U.S. person to
destinations other than Country Group
E:1. Only U.S. persons or their employ-
ees traveling or on temporary assign-
ment abroad may export, reexport,
transfer (in-country) or receive tech-
nology under the provisions of this
paragraph (a)(3).

(A) Because this paragraph (a)(3) does
not authorize any new release of tech-
nology, employees traveling or on tem-
porary assignment abroad who are not
U.S. persons may only receive under
TMP such technology abroad that they
are already eligible to receive through
a current license, a license exception
other than TMP, or because no license
is required;

(B) A U.S. employer of individuals
who are not U.S. persons must dem-
onstrate and document for record-
keeping purposes the reason that the
technology is needed by such employ-
ees in their temporary business activi-
ties abroad on behalf of the U.S. person
employer, prior to using this paragraph
(a)(3). This documentation must be cre-
ated and maintained in accordance
with the recordkeeping requirements of
part 762 of the EAR; and

(C) The U.S. person must retain su-
pervision over the technology that has
been authorized for export, reexport, or
transfer (in-country) under these or
other provisions.

(ii) The exporting, reexporting, or
transferring party and the recipient of
the technology must take security pre-
cautions to protect against unauthor-
ized release of the technology while the
technology is being shipped or trans-
mitted and used overseas. Examples of
security precautions to help prevent
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unauthorized access include the fol-
lowing:

(A) Use of secure connections, such
as Virtual Private Network connec-
tions, when accessing IT networks for
email and other business activities
that involve the transmission and use
of the technology authorized under this
license exception;

(B) Use of password systems on elec-
tronic devices that will store the tech-
nology authorized under this license
exception; and

(C) Use of personal firewalls on elec-
tronic devices that will store the tech-
nology authorized under this license
exception.

(iii) Technology authorized under
these provisions may not be used for
foreign production purposes or for
technical assistance unless authorized
by BIS.

(iv) Encryption technology con-
trolled by ECCN 5E002 is ineligible for
this license exception.

(4) Kits consisting of replacement parts
or components. Kits consisting of re-
placement parts or components may be
exported, reexported, or transferred
(in-country) to all destinations except
Country Group E:1 (see Supplement No.
1 to part 740 of the EAR), provided
that:

(i) The parts and components would
qualify for shipment under paragraph
(a)(4)(iii) of this section if exported as
one-for-one replacements;

(ii) The kits remain under effective
control of the exporter or an employee
of the exporter; and

(iii) All parts and components in the
kit are returned, except that one-for-
one replacements may be made in ac-
cordance with the requirements of Li-
cense Exception RPL and the defective
parts and components returned (see
Parts, Components, Accessories and
Attachments in §740.10(a) of this part).

(5) Exhibition and demonstration. This
paragraph (a)(5) authorizes exports, re-
exports, and transfers (in-country) of
commodities and software for exhi-
bition or demonstration in all destina-
tions except Country Group E:1 (see
Supplement No. 1 to this part) provided
that the exporter maintains ownership
of the commodities and software while
they are abroad and provided that the
exporter, an employee of the exporter,
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or the exporter’s designated sales rep-
resentative retains ‘‘effective control”
over the commodities and software
while they are abroad. The commod-
ities and software may not be used
when abroad for more than the min-
imum extent required for effective
demonstration. The commodities and
software may not be exhibited or dem-
onstrated at any one site for longer
than 120 days after installation and de-
bugging, unless authorized by BIS.
However, before or after an exhibition
or demonstration, pending movement
to another site, return to the United
States or the foreign reexporter, or BIS
approval for other disposition, the
commodities and software may be
placed in a bonded warehouse or a stor-
age facility provided that the exporter
retains ‘‘effective control” over their
disposition. The export documentation
for this type of transaction must show
the exporter as ultimate consignee, in
care of the person who will have con-
trol over the commodities and software
abroad.

(6) Inspection, test, calibration, and re-
pair. Commodities to be inspected,
tested, calibrated, or repaired abroad
may be exported, reexported, and
transferred (in-country) under this
paragraph (a)(6) to all destinations ex-
cept Country Group E:1.

(7T) Containers. Containers for which
another license exception is not avail-
able and that are necessary for ship-
ment of commodities may be exported,
reexported, and transferred (in-coun-
try) under this paragraph (a)(7). How-
ever, this paragraph does not authorize
the export of the container’s contents,
which, if not exempt from licensing,
must be separately authorized for ex-
port under either a license exception or
a license.

(8) Assembly in Mexico. Commodities
may be exported to Mexico under Cus-
toms entries that require return to the
United States after processing, assem-
bly, or incorporation into end products
by companies, factories, or facilities
participating in Mexico’s in-bond in-
dustrialization program (Maquiladora)
under this paragraph (a)(8), provided
that all resulting end-products (or the
commodities themselves) are returned
to the United States.
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(9) News media. (i) Commodities nec-
essary for mnews-gathering purposes
(and software necessary to use such
commodities) may be temporarily ex-
ported or reexported for accredited
news media personnel (i.e., persons
with credentials from a news-gathering
or reporting firm) to Cuba, North
Korea, Sudan, or Syria (see Supple-
ment No. 1 to part 740) if the commod-
ities:

(A) Are retained under ‘‘effective
control” of the exporting news-gath-
ering firm in the country of destina-
tion;

(B) Remain in the physical possession
of the news media personnel in the
country of destination. The term phys-
ical possession for purposes of this
paragraph (a)(9) means maintaining ef-
fective measures to prevent unauthor-
ized access (e.g., securing equipment in
locked facilities or hiring security
guards to protect the equipment); and

(C) Are removed with the news media
personnel at the end of the trip.

(ii) When exporting under this para-
graph (a)(9) from the United States, the
exporter must email a copy of the
packing list or similar identification of
the exported commodities, to
bis.compliance@bis.doc.gov specifying
the destination and estimated dates of
departure and return. The Office of Ex-
port Enforcement (OEE) may check re-
turns to assure that the provisions of
this paragraph (a)(9) are being used
properly.

(iii) Commodities or software nec-
essary for mnews-gathering purposes
that accompany news media personnel
to all other destinations shall be ex-
ported, reexported, or transferred (in-
country) under paragraph (a)(l), tools of
trade, of this section if owned by the
news gathering firm, or if they are per-
sonal property of the individual news
media personnel. Note that paragraphs
(a)(1), tools of trade, and (a)(9), news
media, of this section do not preclude
independent accredited contract per-
sonnel, who are under control of news-
gathering firms while on assignment,
from using these provisions, provided
that the news gathering firm des-
ignates an employee of the contract
firm to be responsible for the equip-
ment.
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(10) Temporary exports to a U.S. per-
son’s foreign subsidiary, affiliate, or facil-
ity abroad. Components, parts, tools,
accessories, or test equipment exported
by a U.S. person to a subsidiary, affil-
iate, or facility owned or controlled by
the U.S. person, if the components,
parts, tools, accessories, or test equip-
ment are to be used to manufacture,
assemble, test, produce, or modify
items, provided that such components,
parts, tools, accessories or test equip-
ment are not transferred (in-country)
or reexported from such subsidiary, af-
filiate, or facility, alone or incor-
porated into another item, without
prior authorization by BIS.

(11) Personal protective equipment clas-
sified under ECCN 1A4613.c or .d. (i) Tem-
porary exports, reexports, or in-coun-
try transfers to countries not identi-
fied in Country Group D:5. U.S. persons
may temporarily export or reexport
one set of body armor classified under
ECCN 1A613.d, which may include one
helmet classified under 1A613.c, to
countries not identified in Country
Group D:5, provided that:

(A) The items are with the U.S. per-
son’s baggage or effects, whether ac-
companied or unaccompanied (but not
mailed); and

(B) The items are for that U.S. per-
son’s exclusive use and not for transfer
of ownership unless reexported or
transferred (in-country) to another
U.S. person.

(ii) Temporary exports, reexports, or
transfers (in-country) to countries
identified in Country Group D:5.

(A) Afghanistan. U.S. persons may
temporarily export or reexport one set
of body armor classified under ECCN
1A613.d, which may include one helmet
classified under ECCN 1A613.c, to Af-
ghanistan for personal use provided
that the requirements in paragraph
(a)(11)(i) of this section are met.

(B) Iraq. U.S. persons may tempo-
rarily export or reexport one set of
body armor classified under ECCN
1A613.d, which may include one helmet
classified under ECCN 1A613.c, to Iraq
for personal use provided that the re-
quirements in paragraph (a)(11)(i) of
this section are met. In addition, the
U.S. person must be affiliated with the
U.S. Government and traveling on offi-
cial business or traveling in support of
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a U.S. Government contract, or the
U.S. person must be traveling to Iraq
under a direct authorization by the
Government of Iraq and engaging in ac-
tivities for, on behalf of, or at the re-
quest of, the Government of Iraq. Doc-
umentation regarding direct authoriza-
tion from the Government of Iraq shall
include an English translation.

(C) Other countries in Country Group
D:5. U.S. persons may temporarily ex-
port or reexport one set of body armor
classified under ECCN 1A613.d, which
may include one helmet -classified
under ECCN 1A613.c, provided that the
requirements in paragraph (a)(11)(i) of
this section are met, and the U.S. per-
son is affiliated with the U.S. Govern-
ment traveling on official business or
is traveling in support of a U.S. Gov-
ernment contract.

(iii) Items exported, reexported, or
transferred (in-country) under para-
graph (a)(11) of this section, if not con-
sumed or destroyed in the normal
course of authorized temporary use
abroad, must be returned to the United
States or other country from which the
items were so transferred as soon as
practicable but no later than four
years after the date of export, reexport
or transfer (in-country).

(12) U.S. persons. For purposes of this
§740.9, a U.S. person is defined as fol-
lows: an individual who is a citizen of
the United States, an individual who is
a lawful permanent resident as defined
by 8 U.S.C. 1101(a)(2) or an individual
who is a protected individual as defined
by 8 U.S.C. 1324b(a)(3). U.S. person also
means any juridical person organized
under the laws of the United States, or
any jurisdiction within the United
States (e.g., corporation, business asso-
ciation, partnership, society, trust, or
any other entity, organization or group
that is authorized to do business in the
United States).

(13) Destinations. Destination restric-
tions apply to temporary exports, reex-
ports, or transfers (in-country) to and
for use on any vessel, aircraft or terri-
tory under ownership, control, lease, or
charter by any country specified in any
authorizing paragraph of this section,
or any national thereof.

(14) Return or disposal of items. With
the exception of items described in
paragraph (a)(11) of this section, all
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items exported, reexported, or trans-
ferred (in-country) under this section
must, if not consumed or destroyed in
the normal course of authorized tem-
porary use abroad, be returned to the
United States or other country from
which the items were so transferred as
soon as practicable but no later than
one year after the date of export, reex-
port, or transfer (in-country). Items
not returned shall be disposed of or re-
tained in one of the following ways:

(i) Permanent export, reexport, or trans-
fer (in-country). An exporter or re-
exporter who wants to sell or otherwise
dispose of the items abroad, except as
permitted by this or other applicable
provision of the EAR, must apply for a
license in accordance with §§748.1, 748.4
and 748.6 of the EAR. (Part 748 of the
EAR contains more information about
license applications.) The application
must be supported by any documents
that would be required in support of an
application for export license for ship-
ment of the same items directly from
the United States to the proposed des-
tination.

(ii) Use of a license. An outstanding li-
cense may also be used to dispose of
items covered by the provisions of this
paragraph (a), provided that the out-
standing license authorizes direct ship-
ment of the same items to the same
new ultimate consignee or end-user.

(ii1) Authorization to retain item abroad
beyond one year. An exporter, re-
exporter or transferor who wants to re-
tain an item at the temporary location
beyond one year must apply for a li-
cense in accordance with §§748.1, 748.4
and 748.6 of the EAR to BIS at least 90
days prior to the expiration of the one-
year period. The application must in-
clude the name and address of the ex-
porter, the date the items were ex-
ported, a brief product description, and
the justification for the extension. If
BIS approves the extension, the appli-
cant will receive authorization for an
extension not to exceed four years from
the date of initial export, reexport, or
transfer. Any request for retaining the
items abroad for a period exceeding
four years must be made in accordance
with the requirements of paragraph
(a)(14)(i) of this section.

(b) Exports of items temporarily in the
United States®(1) Items moving in transit
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through the United States. Subject to
the following conditions, the provisions
of this paragraph (b)(1) authorize ex-
port of items moving in transit
through the United States under a
Transportation and Exportation
(T.&E.) customs entry or an Immediate
Exportation (I.E.) customs entry made
at a U.S. Customs and Border Protec-
tion Office.

(i) Items controlled for national secu-
rity (NS) reasons, nuclear proliferation
(NP) reasons, or chemical and biologi-
cal weapons (CB) reasons may not be
exported to Country Group D:1, D:2, or
D:3 (see Supplement No. 1 to part 740),
respectively, under this paragraph
o)(@).

(ii) Items may not be exported to
Country Group E:1 under this section.

(iii) The following may not be ex-
ported from the United States under
this paragraph (b)(1):

(A) Commodities shipped to the
United States under an International
Import Certificate, Form BIS-645P;

(B) Chemicals controlled under ECCN
1C350; or

(C) Horses for export by sea (refer to
short supply controls in part 754 of the
EAR).

(iv) The authorization to export in
paragraph (b)(1) shall apply to all ship-
ments from Canada moving in transit
through the United States to any for-
eign destination, regardless of the na-
ture of the commodities or software or
their origin, notwithstanding any
other provision of this paragraph (b)(1).

(2) Items imported for marketing, or for
display at U.S. exhibitions or trade fairs.
Subject to the following conditions,
the provisions of this paragraph (b)(2)
authorize the export of items that were
imported into the United States for
marketing, or for display at an exhi-
bition or trade fair and were either en-
tered under bond or permitted tem-
porary free import under bond pro-
viding for their export and are being
exported in accordance with the terms
of that bond.

(i) Items may be exported to the
country from which imported into the
United States. However, items origi-
nally imported from Cuba may not be
exported unless the U.S. Government
had licensed the import from that
country.
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(ii) Items may be exported to any
destination other than the country
from which imported except:

(A) Items imported into the United
States under an International Import
Certificate;

(B) Exports to Country Group E:1 (see
Supplement No. 1 to part 740); or

(C) Exports to Country Group D:1,
D:2, or D:3 (see Supplement No. 1 to
part 740) of items controlled for na-
tional security (NS) reasons, nuclear
nonproliferation (NP) reasons, or
chemical and biological weapons (CB)
reasons, respectively.

(3) Return of foreign-origin items. A
foreign-origin item may be returned
under this license exception to the
country from which it was imported if
its characteristics and capabilities
have not been enhanced while in the
United States, except that no foreign-
origin items may be returned to Cuba.

(4) Return of shipments refused entry.
Shipments of items refused entry by
the U.S. Customs and Border Protec-
tion, the Food and Drug Administra-
tion, or other U.S. Government agency
may be returned to the country of ori-
gin, except to:

(i) A destination in Cuba; or

(ii) A destination from which the
shipment has been refused entry be-
cause of the Foreign Assets Control
Regulations of the Treasury Depart-
ment, unless such return is licensed or
otherwise authorized by the Treasury
Department, Office of Foreign Assets
Control (31 CFR parts 500-599).

NOTE 1 TO PARAGRAPH (b): A commodity
withdrawn from a bonded warehouse in the
United States under a ‘withdrawal for ex-
port’ customs entry is considered as ‘moving
in transit’. It is not considered as ‘moving in
transit’ if it is withdrawn from a bonded
warehouse under any other type of customs
entry or if its transit has been broken for a
processing operation, regardless of the type
of customs entry.

NOTE 2 TO PARAGRAPH (b): Items shipped on
board a vessel or aircraft and passing
through the United States from one foreign
country to another may be exported without
a license provided that (a) while passing in
transit through the United States, they have
not been unladen from the vessel or aircraft
on which they entered, and (b) they are not
originally manifested to the United States.

NOTE 3 TO PARAGRAPH (b): A shipment orig-
inating in Canada or Mexico that inciden-
tally transits the United States en route to
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a delivery point in the same country does
not require a license.

(c) Ezxports of beta test software—(1)
Scope. The provisions of this paragraph
(c) authorize exports and reexports to
eligible countries of beta test software
intended for distribution to the general
public.

(2) Eligible countries. Encryption soft-
ware controlled under ECCN 5D002 is
not eligible for export or reexport to a
country in Country Group E:1 under
the provisions of this paragraph (c). All
other beta test software is eligible for
export or reexport to all destinations,
except Cuba, Iran, and Sudan under the
provisions of this paragraph (c).

(3) Eligible software. All software that
is controlled by the Commerce Control
List (Supplement No.1 to part 774 of
the EAR), and under Commerce licens-
ing jurisdiction, is eligible for export
and reexport, subject to the restric-
tions of this paragraph (c¢). Encryption
software controlled for “EI” reasons
under ECCN 5D002 is eligible for export
and reexport under this paragraph (c),
provided that the exporter has sub-
mitted the information described in
paragraph (c¢)(8) of this section by the
time of export. Final encryption prod-
ucts produced by the testing consignee
are subject to any applicable provisions
in §742.15(b) of the EAR (for mass mar-
ket encryption commodities and soft-
ware with symmetric key length ex-
ceeding 64-bits) or §740.17 of the EAR
(License Exception ENC), including re-
view and reporting requirements.

(4) Conditions for use. Exports or reex-
ports of beta test software programs
under the provisions of this paragraph
(c) must meet all of the following con-
ditions:

(i) The software producer intends to
market the software to the general
public after completion of the beta
testing, as described in the General
Software Note (see supplement no. 2 to
part 774 of the EAR) or the Cryptog-
raphy Note in Category 5, Part 2 (‘‘In-
formation Security’’) of the Commerce
Control List (see Supplement No.l to
part 774 of the EAR);

(ii) The software producer provides
the software to the testing consignee
free-of-charge or at a price that does
not exceed the cost of reproduction and
distribution; and
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(iii) The software is designed for in-
stallation by the end-user without fur-
ther substantial support from the sup-
plier.

(5) Importer Statement. Prior to ex-
porting or reexporting any eligible
software under this paragraph (c), the
exporter or reexporter must obtain the
following statement from the testing
consignee, which may be included in a
contract, non-disclosure agreement, or
other document that identifies the im-
porter, the software to be exported, the
country of destination, and the testing
consignee.

“We certify that this beta test software
will only be used for beta testing purposes,
and will not be rented, leased, sold, sub-
licensed, assigned, or otherwise transferred.
Further, we certify that we will not transfer
or export any product, process, or service
that is the direct product of the beta test
software.”

(6) Use limitations. Only testing con-
signees that provide the importer
statement required by paragraph (c)(5)
of this section may execute any beta
test software that was exported or re-
exported to them under the provisions
of this paragraph (c).

(7T) Return or disposal of software. All
beta test software exported must be de-
stroyed abroad or returned to the ex-
porter within 30 days of the end of the
beta test period as defined by the soft-
ware producer or, if the software pro-
ducer does not define a test period,
within 30 days of completion of the
consignee’s role in the test. Among
other methods, this requirement may
be satisfied by a software module that
will destroy the software and all its
copies at or before the end of the beta
test period.

(8) Notification of beta test encryption
software. For beta test encryption soft-
ware eligible under this license excep-
tion you must, by the time of export or
reexport, submit the information de-
scribed in paragraphs (a) through (d) of
Supplement No. 6 to part 742 of the
EAR by e-mail to BIS at
crypt@bis.doc.gov and to the ENC
Encryption Request Coordinator at
enc@nsa.gov.

[61 FR 64277, Dec. 4, 1996. Redesignated at 61
FR 68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.9, see the List of CFR
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Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.fdsys.gov.

§740.10 License Exception Servicing
and replacement of parts and
equipment (RPL).

License Exception RPL authorizes
exports and reexports associated with
one-for-one replacement of parts, com-
ponents, accessories, and attachments.
License Exception RPL also authorizes
exports and reexports of certain items
currently ‘‘subject to the EAR’ to or
for, or to replace, a defense article de-
scribed in an export or reexport au-
thorization issued under the authority
of the Arms Export Control Act. It
does not, however, authorize the export
or reexport of defense articles subject
to the ITAR, i.e., described on the
United States Munitions List (22 CFR
121.1).

(a) Parts, components, accessories, and
attachments—(1) Scope. The provisions
of this paragraph (a) authorize the ex-
port and reexport of one-for-one re-
placement parts, components, acces-
sories, and attachments for previously
exported equipment or other end items.

(2) One-for-one replacement of parts,
components, accessories, or attachments.
(i) The terms replacement parts, compo-
nents, accessories, or attachments as used
in this section mean parts, compo-
nents, accessories, or attachments
needed for the immediate repair of
equipment or other end items, includ-
ing replacement of defective or worn
parts or components. (These terms in-
clude ‘subassemblies,” but do not in-
clude test instruments or operating
supplies. The term ‘subassembly’ means
a number of parts or components as-
sembled to perform a specific function
or functions within a commodity. One
example would be printed circuit
boards with components mounted
thereon. This definition does not in-
clude major subsystems such as those
composed of a number of ‘subassem-
blies.’) Items that improve or change
the basic design characteristics, e.g., as
to accuracy, capability, performance or
productivity, of the equipment or other
end item upon which they are in-
stalled, are not deemed to be replace-
ment parts, components, accessories,
or attachments. For Kkits consisting of
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replacement parts or components, con-
sult §740.9(a)(4) of this part.

(ii) Parts, components, accessories,
and attachments may be exported only
to replace, on a one-for-one basis,
parts, components, accessories, or at-
tachments, respectively, contained in
commodities that were: Lawfully ex-
ported from the United States; lawfully
reexported; or made in a foreign coun-
try incorporating authorized parts,
components, accessories, or attach-
ments ‘‘subject to the EAR” (see
§734.2(a) of the EAR). ‘600 series”
parts, components, accessories and at-
tachments may be exported only to re-
place, on a one-for-one basis, parts,
components, accessories, or attach-
ments that were: lawfully exported
from the United States, or lawfully re-
exported. The conditions of the origi-
nal U.S. authorization must not have
been violated. Accordingly, the export
of replacement parts, components, ac-
cessories, and attachments may be
made only by the party who originally
exported or reexported the commodity
to be repaired, or by a party that has
confirmed the existence of appropriate
authority for the original transaction.

(iii) The parts, components, acces-
sories, or attachments to be replaced
must either be destroyed abroad or re-
turned promptly to the person who
supplied the replacements, or to a for-
eign firm that is under the effective
control of that person.

(3) Ezxclusions to License Exception
RPL. (i) No replacement parts, compo-
nents, accessories, or attachments may
be exported to repair a commodity ex-
ported under a license or other author-
ization if that license or other author-
ization included a condition that any
subsequent replacements may be ex-
ported only under a license.

(ii) No parts, components, acces-
sories, or attachments may be exported
to be held abroad as spares for future
use. Replacements may be exported to
replace spares that were authorized to
accompany the export of equipment or
other end items as those spares are
used in the repair of the equipment or
other end item. This allows mainte-
nance of the stock of spares at a con-
sistent level as the parts, components,
accessories, or attachments are used.
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(iii) No parts, components, acces-
sories, or attachments may be exported
to any destination, except the coun-
tries listed in Supplement No. 3 to part
744 of the EAR (Countries Not Subject
to Certain Nuclear End Use Restric-
tions in §744.2(a)), if the item is to be
incorporated into or used in nuclear
weapons, nuclear explosive devices, nu-
clear testing related to activities de-
scribed in §744.2(a) of the EAR, the
chemical processing of irradiated spe-
cial nuclear or source material, the
production of heavy water, the separa-
tion of isotopes of source and special
nuclear materials, or the fabrication of
nuclear reactor fuel containing pluto-
nium, as described in §744.2(a) of the
EAR.

(iv) No replacement parts, compo-
nents, accessories, or attachments may
be exported to countries in Country
Group E:1 (see Supplement No. 1 to this
part) (countries designated by the Sec-
retary of State as supporting acts of
international terrorism) if the com-
modity to be repaired is an ‘‘aircraft”
(as defined in §772.1 of the EAR) or is
controlled for national security (NS)
reasons.

(v) No replacement parts, compo-
nents, accessories, or attachments may
be exported to countries in Country
Group E:1 (see Supplement No. 1 to this
part) if the commodity to be repaired is
explosives detection equipment classi-
fied under ECCN 2A983 or related soft-
ware classified under ECCN 2D983.

(vi) No replacement parts, compo-
nents, accessories, or attachments may
be exported to countries in Country
Group E:1 (see Supplement No. 1 to this
part) if the commodity to be repaired is
concealed object detection equipment
classified under ECCN 2A984 or related
software classified under ECCN 2D984.

(vii) The conditions described in this
paragraph (a)(3) relating to replace-
ment of parts, components, accessories,
or attachments do not apply to reex-
ports to a foreign country of parts,
components accessories, or attach-
ments as replacements in foreign-ori-
gin products, if at the time the replace-
ments are furnished, the foreign-origin
product is eligible for export to such
country under any of the license excep-
tions in this part or the exceptions in
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§734.4 of the EAR (De minimis U.S. con-
tent).

(viii) “‘Parts,” ‘‘components,” ‘‘ac-
cessories,” and ‘‘attachments” classi-
fied in 9x515 or ‘600 series’” ECCNs may
not be exported or reexported to a des-
tination listed in Country Group D:5
(see Supplement No. 1 to this part).

(4) Reexports. (i) Parts, components,
accessories, and attachments exported
from the United States may be reex-
ported to a new country of destination,
provided that the conditions estab-
lished in paragraphs (a)(2) and (3) of
this section are met. A party reex-
porting one-for-one replacement parts,
components, accessories, or attach-
ments ‘‘subject to the EAR” shall en-
sure that the commodities being re-
paired were shipped to their present lo-
cation in accordance with U.S. law and
continue to be lawfully used, and that
either before or promptly after reex-
port of the replacement parts, compo-
nents, accessories, or attachments, the
replaced commodities and software are
either destroyed or returned to the
United States, or to the foreign firm in
Country Group B (see supplement no. 1
to this part) that shipped the replace-
ment parts.

(ii) The conditions described in para-
graph (a)(3) relating to replacement of
“parts,” ‘‘components,’”’ ‘‘accessories,”’
or ‘‘attachments’ (excluding 9x515 and
‘600 series’ ECCNs) do not apply to re-
exports to a foreign country of ‘“‘parts,”
‘“‘components,” ‘‘accessories,” or ‘‘at-
tachments’ as replacements in foreign-
origin products, if at the time the re-
placements are furnished, the foreign-
origin product is eligible for export to
such country under any of the License
Exceptions in this part or the foreign-
origin product is not subject to the
EAR pursuant to §734.4.

(b) Servicing and replacement—(1) The
provisions of this paragraph (b) author-
ize the export and reexport to any des-
tination, except for 9x515 or ‘600 se-
ries’’ items to destinations identified
in Country Group D:5 (see Supplement
No. 1 to this part) or otherwise prohib-
ited under the EAR, of commodities
and software that were sent to the
United States or to a foreign party for
servicing and replacement of commod-
ities and software ‘‘subject to the
EAR” (see §734.2(a) of the EAR) that
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are defective or that an end user or ul-
timate consignee has found unaccept-
able.

(2) Commodities and software sent to
a United States or foreign party for
servicing.

(i) Definition. ‘“‘Servicing’’ as used in
this section means inspection, testing,
calibration or repair, including over-
haul and reconditioning. The servicing
shall not have improved or changed the
basic characteristics (e.g., the accu-
racy, capability, performance, or pro-
ductivity) of the commodity or soft-
ware as originally authorized for ex-
port or reexport.

(ii) Return of serviced commodities and
software. When the serviced commodity
or software is returned, it may include
any replacement or rebuilt parts, com-
ponents, accessories, or attachments
necessary to its repair and may be ac-
companied by any spare parts, compo-
nents, tools, accessories, attachments
or other items sent with it for serv-
icing.

(ii1) Commodities and software imported
from Country Group D:1 except the Peo-
ple’s Republic of China (PRC). Commod-
ities and software legally exported or
reexported to a consignee in Country
Group D:1 (except the People’s Repub-
lic of China (PRC)) (see Supplement
No. 1 to this part) that are sent to the
United States or a foreign party for
servicing may be returned to the coun-
try from which it was sent, provided
that both of the following conditions
are met:

(A) The exporter making the ship-
ment is the same person or firm to
whom the original license was issued;
and

(B) The end use and the end user of
the serviced commodities or software
and other particulars of the trans-
action, as set forth in the application
and supporting documentation that
formed the basis for issuance of the li-
cense have not changed.

(iv) Terrorist supporting countries. No
repaired commodity or software may
be exported or reexported to countries
in Country Group E:1 (see Supplement
No. 1 to this part).

(3) Replacements for defective or un-
acceptable equipment ‘‘subject to the
EAR.”

§740.10

(i) Subject to the following condi-
tions, commodities or software may be
exported or reexported to replace de-
fective or otherwise unusable (e.g., er-
roneously supplied) items.

(A) The commodity or software is
‘“‘subject to the EAR” (see §734.2(a) of
the EAR).

(B) The commodity or software to be
replaced must have been previously ex-
ported or reexported in its present
form under a license or authorization
granted by BIS or an authorization,
e.g., a license or exemption, issued
under the authority of the Arms Ex-
port Control Act.

(C) No commodity or software may
be exported or reexported to replace
equipment that is worn out from nor-
mal use, nor may any commodity or
software be exported to be held in
stock abroad as spare equipment for fu-
ture use.

(D) The replacement item may not
improve the basic characteristic, e.g.,
as to accuracy, capability, perform-
ance, or productivity, of the equipment
as originally authorized, e.g., under a
license, license exception or an exemp-
tion, for export or reexport.

(E) No shipment may be made to
countries in Country Group E:1 (see
Supplement No. 1 to this part), or to
any other destination to replace defec-
tive or otherwise unusable equipment
owned or controlled by, or leased or
chartered to, a national of any of those
countries.

(F) Commodities or ‘‘software’ ‘‘sub-
ject to the EAR” and classified in 9x515
or ‘600 Series”” ECCNs may not be ex-
ported or reexported to a destination
identified in Country Group D:5 (see
supplement no. 1 to this part).

(ii) In addition to the general condi-
tions in paragraph (b)(3)(i) of this sec-
tion, the following conditions apply to
exports or reexports of replacements
for defective or unacceptable commod-
ities or software ‘‘subject to the EAR”
(see §734.2(a) of the EAR) to a destina-
tion in Country Group B or Country
Group D:1 (see supplement no. 1 to this
part):

(A) By making such an export or re-
export, the exporter represents that all
the requirements of this paragraph (b)
have been met and undertakes to de-
stroy or return the replaced parts as
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provided in paragraph (b)(3)(ii)(C) of
this section.

(B) The defective or otherwise unus-
able equipment must be replaced free
of charge, except for transportation
and labor charges. If exporting to the
countries listed in Country Group D:1
(except the PRC), the exporter shall re-
place the commodity or software with-
in the warranty period or within 12
months of its shipment to the ultimate
consignee in the country of destina-
tion, whichever is shorter.

(C) The commodity or software to be
replaced must either be destroyed
abroad or returned to the United
States, or to a foreign firm in Country
Group B that is under the effective
control of the exporter, or to the for-
eign firm that is providing the replace-
ment part or equipment. The destruc-
tion or return must be effected before,
or promptly after, the replacement
item 1is exported from the United
States.

(D) A party reexporting replacements
for defective or unacceptable U.S.-ori-
gin equipment must ensure that the
commodities or software being re-
placed were shipped to their present lo-
cation in accordance with U.S. law and
continue to be legally used. See §764.7
of the EAR for exports or reexports to
the installed base in Libya.

(c) Special recordkeeping requirements:
ECCNs 2A4983, 24984, 2D983 and 2D984,
and ‘600 Series’’ ECCNs. (1) In addition
to the other recordkeeping require-
ments set forth elsewhere in the EAR,
exporters are required to maintain
records, as specified in this section, for
any items exported or reexported pur-
suant to License Exception RPL to re-
pair, replace, or service previously law-
fully exported or reexported items clas-
sified under ECCNs 2A983, 2A984, 2D983
and 2D984 or a ‘600 Series’’” ECCN. The
following information must be main-
tained for each such export or reexport
transaction:

(i) A description of the item replaced,
repaired or serviced;

(ii) The type of repair or service;

(iii) Certification of the destruction
or return of item replaced;

(iv) Location of the item replaced, re-
paired or serviced;
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(v) The name and address of those
who received the items for replace-
ment, repair, or service;

(vi) Quantity of items shipped; and

(vii) Country of ultimate destination.

(2) Records maintained pursuant to
this section may be requested at any
time by an appropriate BIS official as
set forth in §762.7 of the EAR. Records
that must be included in the annual or
semi-annual reports of exports and re-
exports of ‘600 Series” items under the
authority of License Exception RPL
are described in §743.4 and §762.2(b)(4),
(b)(47) and (b)(48).

[78 FR 22712, Apr. 16, 2013, as amended at 78
FR 61901, Oct. 4, 2013; 79 FR 27435, May 13,
2014; 79 FR 32623, June 5, 2014; 79 FR 48661,
Aug. 18, 2014]

§740.11 Governments, international
organizations, international inspec-
tions under the Chemical Weapons
Convention, and the International
Space Station (GOV).

This License Exception authorizes
exports and reexports for international
nuclear safeguards; U.S. government
agencies or personnel; agencies of co-
operating governments; international
inspections under the Chemical Weap-
ons Convention; and the International
Space Station.

(a) International safeguards—(1) Scope.
The International Atomic Energy
Agency (IAEA) is an international or-
ganization that establishes and admin-
isters safeguards, including Additional
Protocols, designed to ensure that spe-
cial nuclear materials and other re-
lated nuclear facilities, equipment, and
material are not diverted from peaceful
purposes to non-peaceful purposes. Eu-
ropean Atomic Energy Community
(Euratom) is an international organiza-
tion of European countries with head-
quarters in Luxembourg. Euratom es-
tablishes and administers safeguards
designed to ensure that special nuclear
materials and other related nuclear fa-
cilities, equipment, and material are
not diverted from peaceful purposes to
non-peaceful purposes. This paragraph
(a) authorizes exports and reexports of
commodities or software to the TAEA
and BEuratom, and reexports by IAEA
and Euratom for official international
safeguard use, as follows:
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(i) Commodities or software con-
signed to the IAEA at its headquarters
in Vienna, Austria or its field offices in
Toronto, Ontario, Canada or in Tokyo,
Japan for official international safe-
guards use.

(ii) Commodities or software con-
signed to the Euratom Safeguards Di-
rectorate in Luxembourg, Luxembourg
for official international safeguards
use.

(iii) Commodities or software con-
signed to IAEA or Euratom may be re-
exported to any country for IAEA or
Euratom international safeguards use
provided that IAEA or Euratom main-
tains control of or otherwise safe-
guards the commodities or software
and returns the commodities or soft-
ware to the locations described in para-
graphs (a)(1)(i) and (a)(1)(ii) of this sec-
tion when they become obsolete, are no
longer required, or are replaced.

(iv) Commodity or software ship-
ments may be made by persons under
direct contract with IAEA or Euratom,
or by Department of Energy National
Laboratories as directed by the Depart-
ment of State or the Department of
Energy.

(v) The monitoring functions of IJAEA
and Euratom are not subject to the re-
strictions on prohibited safeguarded
nuclear activities described in
§744.2(a)(3) of the EAR.

(vi) When commodities or software
originally consigned to IAEA or
BEuratom are no longer in IAEA or
Euratom official safeguards use, such
commodities may be disposed of by de-
struction or by reexport or transfer in
accordance with the EAR.

(2) Restrictions. (i) Items on the Sen-
sitive List (see Supplement No. 6 to
part 774 of the EAR) may not be ex-
ported, reexported, or transferred (in-
country) under this paragraph (a), ex-
cept to the countries listed in Country
Group A:5 (See Supplement No.l to
part 740 of the EAR).

(ii) Items on the Very Sensitive List
(see Supplement No. 7 to part 774 of the
EAR) may not be exported, reexported,
or transferred (in-country) under this
paragraph (a).

(iii) Encryption items controlled for
EI reasons under ECCNs 5A002, 5D002,
or 5E002 may not be exported, reex-
ported, or transferred (in-country)
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under this paragraph (a). See §740.17 of
the EAR (License Exception ENC) for
possible alternative license exception
authorization.

(iv) Without prior authorization from
the Bureau of Industry and Security,
nationals of countries in Country
Group E:1(see Supplement No. 1 to this
part) may not physically or
computationally access computers that
have been enhanced by ‘‘electronic as-
semblies,”” which have been exported or
reexported under License Exception
GOV and have been used to enhance
such computers by aggregation of proc-
essors so that the APP of the aggrega-
tion exceeds the APP parameter set
forth in ECCN 4A003.b.

(v) ‘600 series’ items may not be ex-
ported or reexported under this para-
graph (a), except to the countries listed
in Country Group A:5 (see Supplement
No.1 to this part).

(b) United States Government—(1)
Scope. The provisions of this paragraph
(b) authorize exports, reexports, and
transfers (in-country) to personnel and
agencies of the U.S. Government and
certain exports by the Department of
Defense. ‘‘Agency of the U.S. Govern-
ment”’ includes all civilian and mili-
tary departments, branches, missions,
government-owned corporations, and
other agencies of the U.S. Government,
but does not include such national
agencies as the American Red Cross or
international organizations in which
the United States participates such as
the Organization of American States.
Therefore, shipments may not be made
to these non-governmental national or
international agencies, except as pro-
vided in paragraph (b)(2)(i) of this sec-
tion for U.S. representatives to these
organizations.

(2) Eligibility—(i) Items for personal use
by personnel and agencies of the U.S.
Government. This provision is available
for items in quantities sufficient only
for the personal use of members of the
U.S. Armed Forces or civilian per-
sonnel of the U.S. Government (includ-
ing TU.S. representatives to public
international organizations), and their
immediate families and household em-
ployees. Items for personal use include
household effects, food, beverages, and
other daily necessities.
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(ii) Exports, reexports, and transfers
(in-country) made by or consigned to a
department or agency of the U.S. Govern-
ment. This paragraph authorizes ex-
ports, reexports, and transfers of items
when made by or consigned to a depart-
ment or agency of the U.S. Govern-
ment solely for its official use or for
carrying out any U.S. Government pro-
gram with foreign governments or
international organizations that is au-
thorized by law and subject to control
by the President by other means. This
paragraph does not authorize a depart-
ment or agency of the U.S. Govern-
ment to make any export, reexport, or
transfer that is otherwise prohibited by
other administrative provisions or by
statute. Contractor support personnel
of a department or agency of the U.S.
Government are eligible for this au-
thorization when in the performance of
their duties pursuant to the applicable
contract or other official duties. ‘Con-
tractor support personnel’ for the pur-
pose of this provision means those per-
sons who provide administrative, man-
agerial, scientific or technical support
under contract to a U.S. Government
department or agency (e.g., contractor
employees of Federally Funded Re-
search Facilities or Systems Engineer-
ing and Technical Assistance contrac-
tors). This authorization is not avail-
able when a department or agency of
the U.S. Government acts as a trans-
mittal agent on behalf of a non-U.S.
Government person, either as a conven-
ience or in satisfaction of security re-
quirements.

(iii) Exports, reexports, and transfers
(in-country) made for or on behalf of a
department or agency of the U.S. Govern-
ment. (A) This paragraph authorizes ex-
ports, reexports, and transfers (in-
country) of items solely for use by a
department or agency of the U.S. Gov-
ernment, when:

(I) The items are destined to a U.S.
person; and

(2) The item is exported, reexported,
or transferred (in-country) pursuant to
a contract between the exporter and a
department or agency of the U.S. Gov-
ernment;

(B) This paragraph authorizes ex-
ports, reexports, and transfers (in-
country) of items to implement or sup-
port any U.S. Government cooperative
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program, project, agreement, or ar-
rangement with a foreign government
or international organization or agen-
cy that is authorized by law and sub-
ject to control by the President by
other means, when:

(I) The agreement is in force and in
effect, or the arrangement is in oper-
ation;

(2) The exporter, reexporter, or trans-
feror obtains a written authorization
from the Secretary or agency head of
the U.S. Government department or
agency responsible for the program,
agreement, or arrangement, or his or
her designee, authorizing the exporter,
reexporter, or transferor to use this li-
cense exception. The written author-
ization must include the scope of items
to be shipped under this license excep-
tion; the end users and consignees of
the items; and any restrictions on the
export, reexport, or transfer (in-coun-
try) (including any restrictions on the
foreign release of technology);

(3) The exporter, reexporter, or trans-
feror has a contract with a department
or agency of the U.S. Government for
the provision of the items in further-
ance of the agreement, or arrangement;
and

(4) The items being exported, reex-
ported, or transferred (in-country) are
not controlled for Chemical Weapons
Convention (CW) or proliferation of
chemical and biological weapons (CB)
reasons;

(C) This paragraph authorizes the
temporary export, reexport, or transfer
(in-country) of an item in support of
any foreign assistance or sales program
authorized by law and subject to the
control of the President by other
means, when:

(I) The item is provided pursuant to
a contract between the exporter, re-
exporter, or transferor and a depart-
ment or agency of the U.S. Govern-
ment; and

(2) The exporter, reexporter, or trans-
feror obtains a written authorization
from the Secretary or agency head of
the U.S. Government department or
agency responsible for the program, or
his or her designee, authorizing the ex-
porter, reexporter, or transferor to use
this license exception. The written au-
thorization must include the scope of
items to be shipped under this license
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exception; the end users and consignees
of the items; and any restrictions on
the export, reexport, or transfer (in-
country) (including any restrictions on
the foreign release of technology);

(D) This paragraph authorizes the ex-
port, reexport, or transfer of commod-
ities or software at the direction of the
U.S. Department of Defense for an end
use in support of an Acquisition and
Cross Servicing Agreement (ACSA),
when:

(I) The ACSA is between the U.S.
Government and a foreign government
or an international organization and is
in force and in effect;

(2) The exporter, reexporter, or trans-
feror has a contract with the depart-
ment or agency of the U.S. government
in furtherance of the ACSA; and

(3) The exporter, reexporter, or trans-
feror obtains a written authorization
from the Secretary or agency head of
the U.S. Government department or
agency responsible for the ACSA, or his
or her designee, authorizing the ex-
porter, reexporter, or transferor to use
this license exception. The written au-
thorization must include the scope of
items to be shipped under this license
exception; the end-users and consignees
of the items; and any restrictions on
the export, reexport, or transfer (in-
country);

(BE) This paragraph authorizes the ex-
port, reexport, or transfer (in-country)
of Government Furnished Equipment
(GFE) made by a U.S. Government con-
tractor, when:

(I) The GFE will not be provided to
any foreign person;

(2) The export, reexport, or transfer
(in-country) is pursuant to a contract
with a department or agency of the
U.S. Government; and

(3) Shipment documents must include
the following statement: ‘‘Property of
[insert U.S. Government department,
agency, or service]. Property may not
enter the trade of the country to which
it is shipped. Authorized under License
Exception GOV. U.S. Government point
of contact: [Insert name and telephone
number].”

(F) Electronic Export Information.
Electronic Export Information (EEI)
must be filed in the Automated Export
System (AES) for any export made pur-
suant to paragraph (b)(iii) of this sec-

§740.11

tion. The EEI must identify License
Exception GOV as the authority for the
export and indicate that the applicant
has received the relevant documenta-
tion from the contracting U.S. Govern-
ment department, agency, or service.
The Internal Transaction Number as-
signed by AES must be properly anno-
tated on shipping documents (bill of

lading, airway bill, other transpor-
tation documents, or commercial in-
voice).

(G) The exporter, reexporter, or

transferor must obtain an authoriza-
tion, if required, before any item pre-
viously exported, reexported, or trans-
ferred (in-country) under this para-
graph is resold, transferred, reexported,
transshipped, or disposed of to an end
user for any end use, or to any destina-
tion other than as authorized by this
paragraph (e.g., property disposal of
surplus items outside of the United
States), unless:

(I) The transfer is pursuant to a
grant, sale, lease, loan, or cooperative
project under the Arms Export Control
Act or the Foreign Assistance Act of
1961, as amended; or

(2) The item has been destroyed or
rendered useless beyond the possibility
of restoration.

(iv) Items exported at the direction of
the U.S. Department of Defense. This
paragraph authorizes items to be ex-
ported, reexported, or transferred (in-
country) pursuant to an official writ-
ten request or directive from the U.S.
Department of Defense.

(v) This paragraph authorizes items
sold, leased, or loaned by the U.S. De-
partment of Defense to a foreign coun-
try or international organization pur-
suant to the Arms Export Control Act
or the Foreign Assistance Act of 1961
when the items are delivered to rep-
resentatives of such a country or orga-
nization in the United States and ex-
ported, reexported, or transferred on a
military aircraft or naval vessel of that
government or organization or via the
Defense Transportation Service.

(vi) This paragraph authorizes trans-
fer of technology in furtherance of a
contract between the exporter and an
agency of the U.S. Government, if the
contract provides for such technology
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and the technology is not ‘‘develop-
ment”’ or ‘“‘production’ technology for
‘600 series’ items.

(c) Cooperating Governments and the
North Atlantic Treaty Organication—(1)
Scope. The provisions of this paragraph
(c) authorize exports, reexports, and
transfers (in-country) of the items list-
ed in paragraph (c)(2) of this section to
agencies of cooperating governments
or agencies of the North Atlantic Trea-
ty Organization (NATO). ’Agency of a
cooperating government’ includes all
civilian and military departments,
branches, missions, and other govern-
mental agencies of a cooperating na-
tional government. Cooperating gov-
ernments are the national governments
of countries listed in Country Group
A:1 (see Supplement No. 1 to this part)
and the national governments of Ar-
gentina, Austria, Finland, Hong Kong,
Ireland, Korea (Republic of), New Zea-
land, Singapore, Sweden, Switzerland
and Taiwan.

(2) Eligibility—{) Items for official use
within national territory by agencies of
cooperating governments. This license
exception is available for all items con-
signed to and for the official use of any
‘agency of a cooperating government’
within the territory of any cooperating
government, except items excluded by
paragraph (c)(3) of this section.

(ii) Items for official use by agencies of
cooperating governments for military pur-
poses or NATO. With the exception of
items excluded by paragraph (c)(3) of
this section, this license exception is
available for all items consigned to and
for the official use of:

(A) A military end user of or for the
military end use of cooperating govern-
ments, or

(B) An agency of NATO.

(iii) Diplomatic and consular missions
of a cooperating government. This li-
cense exception is available for all
items consigned to and for the official
use of a diplomatic or consular mission
of a cooperating government located in
any country in Country Group B (see
Supplement No. 1 to this part), except
items excluded by paragraph (c)(3) of
this section.

(3) Exclusions. The following items
may not be exported, reexported, or
transferred (in-country) under this
paragraph (c):
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(i) Items on the Sensitive List (see
Supplement No. 6 to part 774 of the
EAR), except to or for the use by gov-
ernments of countries listed in Country
Group A:5 (see Supplement No. 1 to
this part) or an agency of NATO;

(ii) Items on the Very Sensitive List
(see Supplement No. 7 to part 774 of the
EAR);

(iii) Encryption items controlled for
EI reasons under ECCNs 5A002, 5D002,
or 5E002 (see §740.17 of the EAR for Li-
cense Exception ENC);

(iv) Regional stability items con-
trolled under ECCNs 6A002.a.1.c, 6E001
“‘technology’’ according to the General
Technology Note for the ‘‘develop-
ment’”’ of equipment in 6A002.a.1.c, and
6E002 ‘‘technology’ according to the
General Technology Note for the ‘‘pro-
duction” of equipment in 6A002.a.1.c.;

(v) 600 series’ items, except to or for
the use by governments of countries
listed in Country Group A:5 (see Sup-
plement No. 1 to this part) or an agen-
cy of NATO;

(vi) Items controlled for nuclear non-
proliferation (NP) reasons; or

(vii) Items listed as not eligible for
License Exception STA in
§740.20(b)(2)(ii) of the EAR.

(d) International inspections under the
Chemical Weapons Convention (CWC or
Convention). (1) The Organization for
the Prohibition of Chemical Weapons
(OPCW) is an international organiza-
tion that establishes and administers
an inspection and verification regime
under the Convention designed to en-
sure that certain chemicals and related
facilities are not diverted from peace-
ful purposes to non-peaceful purposes.
This paragraph (d) authorizes exports
and reexports to the OPCW and exports
and reexports by the OPCW for official
international inspection and
verification use under the terms of the
Convention as follows:

(i) Commodities and software con-
signed to the OPCW at its headquarters
in The Hague for official international
OPCW use for the monitoring and in-
spection functions set forth in the Con-
vention, and technology relating to the
maintenance, repair, and operation of
such commodities and software. The
OPCW must maintain ‘‘effective con-
trol” of such commodities, software
and technology.
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(ii) Controlled technology relating to
the training of the OPCW inspectorate.

(iii) Controlled technology relating
to a CWC inspection site, including
technology released as a result of:

(A) Visual inspection of U.S.-origin
equipment or facilities by foreign na-
tionals of the inspection team;

(B) Oral communication of controlled
technology to foreign nationals of the
inspection team in the U.S. or abroad;
and

(C) The application to situations
abroad of personal knowledge or tech-
nical experience acquired in the U.S.

(2) Ezxclusions. The following items
may not be exported or reexported
under the provisions of this paragraph
(d):

(i) Inspection samples collected in
the U.S. pursuant to the Convention;

(ii) Commodities and software that
are no longer in OPCW official use.
Such items must be transferred in ac-
cordance with the EAR.

(iii) “‘600 series” items, except to the
countries listed in Country Group A:b
(see Supplement No.l1 to this part).

(3) Confidentiality. The application of
the provisions of this paragraph (d) is
subject to the condition that the con-
fidentiality of business information is
strictly protected in accordance with
applicable provisions of the EAR and
other U.S. laws regarding the use and
transfer of U.S. goods and services.

(4) Restrictions. Without prior author-
ization from the Bureau of Industry
and Security, nationals of countries in
Country Group E:1 (see Supplement No.
1 to this part) may not physically or
computationally access computers that
have been enhanced by ‘‘electronic as-
semblies,”” which have been exported or
reexported under License Exception
GOV and have been used to enhance
such computers by aggregation of proc-
essors so that the APP of the aggrega-
tion exceeds the APP parameter set
forth in ECCN 4A003.b.

(e) International Space Station (ISS)—
(1) Scope. The ISS is a research facility
in a low-Earth orbit approximately 190
miles (3560 km) above the surface of the
Earth. The ISS is a joint project among
the space agencies of the TUnited
States, Russia, Japan, Canada, Europe
and Italy. This paragraph (e) author-
izes exports and reexports required on
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short notice of certain commodities
subject to the EAR that are classified
under ECCN 9A004 to launch sites for
supply missions to the ISS.

(2) Eligible commodities. Any com-
modity subject to the EAR that is clas-
sified under ECCN 9A004 and that is re-
quired for use on the ISS on short no-
tice.

NOTE 1 TO PARAGRAPH (e)(2): This license
exception is not available for the export or
reexport of ‘“‘parts,” ‘‘components,’” ‘‘acces-
sories,” and ‘‘attachments’ to overseas man-
ufacturers for the purpose of incorporation
into other items destined for the ISS.

NOTE 2 TO PARAGRAPH (e)(2): For purposes
of this paragraph (e), ‘short notice’ means
the exporter is required to have a commodity
manifested and at the scheduled launch site
for hatch-closure (final stowage) no more
than forty-five (45) days from the time the
exporter or reexporter received complete
documentation. ‘Complete documentation’
means the exporter or reexporter received
the technical description of the commodity
and purpose for use of the commodity on the
ISS. ‘Hatch-closure (final stowage)’ means
the final date specified by a launch provider
by which items must be at a specified loca-
tion in a launch country in order to be in-
cluded on a mission to the ISS. The exporter
or reexporter must receive the notification
to supply the commodity for use on the ISS
in writing. That notification must be kept in
accordance with paragraph (e)(8) of this sec-
tion and the Recordkeeping requirements in
part 762 of the EAR.

(3) Eligible destinations. Eligible des-
tinations are France, Japan,
Kazakhstan, and Russia. To be eligible,
a destination needs to have a launch
for a supply mission to the ISS sched-
uled by a country participating in the
ISS.

(4) Requirement for commodities to be
launched on an eligible space launch ve-
hicle (SLV). Only commodities that will
be delivered to the ISS using United
States, Russian, ESA (French), or Jap-
anese space launch vehicles (SLVs) are
eligible under this authorization. Com-
modities to be delivered to the ISS
using SLVs from any other countries
are excluded from this authorization.

(5) Authorizations—(i) Authorization to
retain commodity at or near launch site
for up to six months. If there are unex-
pected delays in a launch schedule for
reasons such as mechanical failures in
a launch vehicle or weather, commod-
ities exported or reexported under this
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paragraph (e) may be retained at or
near the launch site for a period of six
(6) months from the time of initial ex-
port or reexport before the commod-
ities must be destroyed, returned to
the exporter or reexporter, or be the
subject of an individually validated li-
cense request submitted to BIS to au-
thorize further disposition of the com-
modities.

(ii) Authorization to retain commodity
abroad at launch country beyond six
months. If, after the commodity is ex-
ported or reexported under this author-
ization, a delay occurs in the launch
schedule that would exceed the 6-
month deadline in paragraph (e)(5)(i) of
this section, the exporter or reexporter
or the person in control of the com-
modities in the launch country may re-
quest a one-time 6-month extension by
submitting written notification to BIS
requesting a 6-month extension and
noting the reason for the delay. If the
requestor is not contacted by BIS with-
in 30 days from the date of the post-
mark of the written notification and if
the notification meets the require-
ments of this subparagraph, the re-
quest is deemed granted. The request
must be sent to BIS at the address list-
ed in part 748 of the EAR and should in-
clude the name and address of the ex-
porter or reexporter, the name and ad-
dress of the person who has control of
the commodity, the date the commod-
ities were exported or reexported, a
brief product description, and the jus-
tification for the extension. To retain a
commodity abroad beyond the 6-month
extension period, the exporter, re-
exporter or person in control of the
commodity must request authorization
by submitting a license application in
accordance with §§748.1, 748.4 and 748.6
of the EAR to BIS 90 days prior to the
expiration of the 6-month extension pe-
riod.

(iii) Items not delivered to the ISS be-
cause of a failed launch. If the commod-
ities exported or reexported under this
paragraph (e) of this section are not de-
livered to the ISS because a failed
launch causes the destruction of the
commodity prior to its being delivered,
exporters and reexporters must make
note of the destruction of the commod-
ities in accordance with the record-
keeping requirements under paragraph
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(e)(8)(ii) of this section and part 762 of
the EAR.

(6) Reexports to an alternate launch
country. If a mechanical or weather re-
lated issue causes a change from the
scheduled launch country to another
foreign country after a commodity was
exported or reexported, then that com-
modity may be subsequently reex-
ported to the new scheduled launch
country, provided all of the terms and
conditions of paragraph (e) of this sec-
tion are met, along with any other ap-
plicable EAR provisions. In such in-
stances, the 6-month time limitation
described in paragraph (e)(5)(i) of this
section would start over again at the
time of the subsequent reexport trans-
action. Note that if the subsequent re-
export may be made under the designa-
tion No License Required (NLR) or pur-
suant to an authorization under the
EAR, a reexporter does not need to rely
on the provisions contained in this
paragraph (e).

(7) Eligible recipients. Only persons in-
volved in the launch of commodities to
the ISS may receive and have access to
commodities exported or reexported
pursuant to this paragraph (e), except
that:

(i) No commodities may be exported,
reexported, or transferred (in-country)
under paragraph (e) to any national of
an E:1 country (see Supplement No. 1
to this part), and

(ii) No person may receive commod-
ities authorized under paragraph (e) of
this section who is subject to an end-
user or end-use control described in
part 744 of the EAR, including the enti-
ty list in Supplement No. 4 to part 744.

(8) Recordkeeping requirements. KEx-
porters and reexporters must maintain
records regarding exports or reexports
made using this paragraph (e) of this
section as well as any other applicable
recordkeeping requirements under part
762 of the EAR.

(i) Exporters and reexporters must
retain a record of the initial written
notification they received requesting
these commodities be supplied on short
notice for a supply mission to the ISS,
including the date the exporter or re-
exporter received complete documenta-
tion (i.e., the day on which the 45-day
clock begins).
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(ii) Exporters and reexporters must
maintain records of the date of any ex-
ports or reexports made using this
paragraph (e) and the date on which
the commodities were launched into
space for delivery to the ISS. If the
commodities are not delivered to the
ISS because of a failed launch whereby
the item is destroyed prior to being de-
livered to the ISS, this must be noted
for recordkeeping purposes.

(iii) The return or destruction of de-
fective or worn out parts or compo-
nents is not required. However, if de-
fective or worn out parts or compo-
nents originally exported or reexported
pursuant to this paragraph (e) are re-
turned from the ISS, then those parts
and components may be either: re-
turned to the original country of ex-
port or reexport; destroyed; or reex-
ported or transferred (in-country) to a
destination that has been designated
by NASA for conducting a review and
analysis of the defective or worn part
or component. Documentation for this
activity must be kept for record-
keeping purposes. No commodities that
are subject to the EAR may be re-
turned, under the provisions of this
paragraph, to a country listed in Coun-
try Group E:1 (see Supplement No. 1 to
this part) or to any person if that per-
son is subject to an end-user or end-use
control described in part 744 of the
EAR. For purposes of paragraph (e) of
this section, a ‘defective or worn out’
part or component is a part or compo-
nent that no longer performs its in-
tended function.

[78 FR 22714, Apr. 16, 2013, as amended at 79
FR 32624, June 5, 2014]

§740.12 Gift parcels and humanitarian
donations (GFT).

(a) Gift parcels—(1) Scope. The provi-
sions of paragraph (a) authorize ex-
ports and reexports of gift parcels by
an individual (donor) addressed to an
individual, or a religious, charitable or
educational organization (donee) lo-
cated in any destination for the use of
the donee or the donee’s immediate
family (and not for resale). The gift
parcel must be provided free of charge
to the donee. However, payment by the
donee of any handling charges or of
any fees levied by the importing coun-
try (e.g., import duties, taxes, etc.) is
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not considered to be a cost to the donee
for purposes of this definition of ‘‘gift
parcel.”’1

NOTE TO PARAGRAPH (a) OF THIS SECTION: A
gift parcel, within the context of this para-
graph (a), does not include multiple parcels
exported in a single shipment for delivery to
individuals residing in a foreign country.
Such multiple gift parcels, if subject to the
General Prohibitions described in §736.2(b) of
the EAR, must be licensed by BIS. (See
§748.8(d) and Supplement No. 2 to Part 748
paragraph (d) of the EAR for licensing of
multiple gift parcels).

(2) Commodity, value and other limita-
tions—(i) Item limitations—(A) Prohibited
items. (1) For Cuba no items listed on
the Commerce Control List other than
items listed in §740.19(b) of the EAR
may be included in a gift parcel.

(2) For all destinations, no items con-
trolled for chemical and biological
weapons (CB), missile technology (MT),
national security (NS), nuclear pro-
liferation (NP) or encryption items (EI)
reasons on the Commerce Control List
(Supplement no. 1 to part 774 of the
EAR) may be included in a gift parcel.

(3) Items prohibited for destinations in
Country Group D:1 or E:2. For destina-
tions in Country Group D:1 or E:2, mili-
tary wearing apparel may not be in-
cluded in a gift parcel regardless of
whether all distinctive U.S. military
insignia, buttons, and other markings
are removed.

(4) Gold bullion, gold taels, and gold
bars are prohibited as are items in-
tended for resale or reexport.

(B) Eligible items. For all destinations,
eligible items are food (including vita-
mins); medicines, medical supplies and
devices (including hospital supplies and
equipment and equipment for the
handicapped); receive-only radio equip-
ment for reception of commercial/civil

1Many foreign countries permit the entry,

duty-free, of gift parcels that conform to reg-
ulations regarding contents and marking. To
secure this advantage, the sender should
show the words ‘“U.S.A. Gift Parcel’” on the
addressee side of the package and on any re-
quired customs declarations. Information re-
garding the foreign postal regulations is
available at local post offices. Senders of gift
parcels who wish information regarding im-
port duties of a foreign country should con-
tact the nearest Commercial Office, Con-
sulate or Embassy of the country concerned.
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AM/FM and short wave publicly avail-
able frequency bands, and batteries for
such equipment; clothing; personal hy-
giene items; seeds; veterinary medi-
cines and supplies; fishing equipment
and supplies; soap-making equipment;
as well as all other items of a type nor-
mally sent as gifts between individuals
(including items listed in §740.19(b) of
the EAR) except for those items pro-
hibited in paragraph (a)(2)(i)(A) of this
section. Items in gift parcels must be
in quantities normally given as gifts
between individuals.

Example to paragraph (a)(2)(i)(B) of this sec-
tion. A watch or piece of jewelry is normally
sent as a gift. However, multiple watches, ei-
ther in one package or in subsequent ship-
ments, would not qualify for such gift par-
cels because the quantity would exceed that
normally given between individuals. Simi-
larly, a sewing machine or bicycle within the
value limit of this License Exception may be
an appropriate gift. However, subsequent
shipments of the same item to the same
donee would not be a gift normally given be-
tween individuals.

(ii) Import requirements. The commod-
ities must be acceptable in type and
quantity by the recipient country for
import as gifts. Commodities exceeding
the import limits may not be included
in gift parcels.

(iii) Frequency. (A) Except for gift
parcels of food to Cuba, not more than
one gift parcel may be sent from the
same donor to the same donee in any
one calendar month.

(B) There is no frequency limit on
gift parcels of food to Cuba.

(C) Parties seeking authorization to
exceed the frequency limit due to com-
pelling humanitarian concerns (e.g.,
for certain gifts of medicine) should
submit a license application in accord-
ance with §§748.1, 748.4 and 748.6 of the
EAR to BIS with complete justifica-
tion.

(iv) Value. The combined total do-
mestic retail value of all commodities
and software in a single gift parcel may
not exceed $800. This limit does not
apply to food sent in a gift parcel to
Cuba.

(v) Ineligible recipients. (A) No gift
parcel may be sent to any of the fol-
lowing officials of the Cuban Govern-
ment: ministers and vice-ministers;
members of the Council of State; mem-
bers of the Council of Ministers; mem-
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bers and employees of the National As-
sembly of People’s Power; members of
any provincial assembly; local sector
chiefs of the Committees for the De-
fense of the Revolution; Director Gen-
erals and sub-Director Generals and
higher of all Cuban ministries and
state agencies; employees of the Min-
istry of the Interior (MININT); employ-
ees of the Ministry of Defense
(MINFAR); secretaries and first secre-
taries of the Confederation of Labor of
Cuba (CTC) and its component unions;
chief editors, editors and deputy edi-
tors of Cuban state-run media organi-
zations and programs, including news-
papers, television, and radio; or mem-
bers and employees of the Supreme
Court (Tribuno Supremo Nacional).

(B) No gift parcel may be sent to any
of the following officials or members of
the Cuban Communist Party: members
of the Politburo; the Central Com-
mittee; Department Heads of the Cen-
tral Committee; employees of the Cen-
tral Committee; and the secretaries
and first secretaries of provincial
Party central committees.

(C) No gift parcel may be sent to or-
ganizations administered or controlled
by the Cuban Government or the Cuban
Communist Party.

(3) How to export gift parcels. (i) A gift
parcel must be sent directly to the
donee by the individual donor, or for
such donor by a commercial or other
gift-forwarding service or organization.
Each gift parcel must show, on the out-
side wrapper, the name and address of
the donor, as well as the name and ad-
dress of the donee, regardless of wheth-
er sent by the donor or by a forwarding
service.

(ii) BEach parcel must have the nota-
tion “GIFT—Export License Not Re-
quired” written on the addressee side
of the package and the symbol “GFT”
written on any required customs dec-
laration.

(b) Humanitarian donations—(1) Scope.
The provisions of paragraph (b) author-
ize exports or reexports by groups or
organizations of donations to meet
basic human needs when those groups
or organizations have experience in
maintaining a verifiable system of dis-
tribution that ensures delivery to the
intended beneficiaries.
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(2) Basic human needs. Basic human
needs are defined as those require-
ments essential to individual well-
being: health, food, clothing, shelter,
and education. These needs are consid-
ered to extend beyond those of an
emergency nature and those that meet
direct needs for mere subsistence.

(3) Eligible donors. Eligible donors are
U.S. charitable organizations that have
an established record of involvement in
donative programs and experience in
maintaining and verifying a system of
distribution to ensure delivery of com-
modities and software to the intended
beneficiaries. Eligible distribution ar-
rangements may consist of any one or
more of the following:

(i) A permanent staff maintained in
the recipient country to monitor the
receipt and distribution of the dona-
tions to the intended beneficiaries;

(ii) Periodic spot-checks in the re-
cipient country by members of the ex-
porter’s staff; or

(iii) An agreement to utilize the serv-
ices of a charitable organization that
has a monitoring system in place.

(4) Donations. To qualify for export
under the provisions of this paragraph
(b), the items must be provided free of
charge to the beneficiary. The payment
by the beneficiary, however, of normal
handling charges or fees levied by the
importing country (e.g., import duties,
taxes, etc.) is not considered to be a
cost to the beneficiary for purposes of
this paragraph (b).

(5) Ineligible commodities and software.
The following commodities and soft-
ware are not eligible:

(i) Commodities and software con-
trolled for national security, chemical
or biological weapons, and nuclear non-
proliferation, missile technology or
crime control reasons (see Supplement
No. 1 to part 774 of the EAR);

(ii) Exports for large-scale projects of
the kind associated with comprehen-
sive economic growth, such as dams
and hydroelectric plants; or

(iii) Exports to Cuba of medical items
excluded by §746.2(b)(1) of the EAR.

(6) Eligible items. Eligible commod-
ities and software are those listed in
Supplement No. 2 to part 740.

(7T) Additional recordkeeping require-
ments. In addition to the recordkeeping
requirements in part 762 of the EAR,
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donors must keep records containing
the following information:

(i) The donor organization’s identity
and past experience as an exporter of
goods to meet basic human needs;

(ii) Past and current countries to
which the donative programs have been
and are being directed, with particular
reference to donative programs in em-
bargoed destinations;

(iii) Types of projects and commod-
ities involved in the donative pro-
grams;

(iv) Specific class(es) of beneficiaries
of particular donated goods intended to
be exported under this License Excep-
tion; and

(v) Information concerning the
source of funding for the donative pro-
grams and the projected annual value
of exports of humanitarian donations.

[61 FR 64282, Dec. 4, 1996. Redesignated at 61
FR 68579, Dec. 30, 1996; 62 FR 25458, May 9,
1997; 69 FR 5690, Feb. 6, 2004; 69 FR 34566,
June 22, 2004; 72 FR 3945, Jan. 29, 2007; 72 FR
43531, Aug. 6, 2007; 73 FR 35, Jan. 2, 2008; 73
FR 33673, June 13, 2008; 73 FR 49328, Aug. 21,
2008; 74 FR 45988, Sept. 3, 2009; 79 FR 32624,
June 5, 2014]

§740.13 Technology and software—un-
restricted (TSU).

This license exception authorizes ex-
ports and reexports of operation tech-
nology and software; sales technology
and software; software updates (bug
fixes); ““‘mass market’’ software subject
to the General Software Note; and
encryption source code (and cor-
responding object code) that would be
considered publicly available under
§734.3(b)(3) of the EAR. Note that
encryption software subject to the
EAR is not subject to the General Soft-
ware Note (see paragraph (d)(2) of this
section).

(a) Operation technology and Soft-
ware—(1) Scope. The provisions of para-
graph (a) permit exports and reexports
of operation technology and software.
“Operation technology’ is the min-
imum technology necessary for the in-
stallation, operation, maintenance
(checking), or repair of those commod-
ities or software that are lawfully ex-
ported or reexported under a license, a
License Exception, or NLR. The ‘“‘min-
imum necessary’’ operation technology
does not include technology for devel-
opment or production and includes use
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technology only to the extent required
to ensure safe and efficient use of the
commodity or software. Individual en-
tries in the software and technology
subcategories of the CCL may further
restrict the export or reexport of oper-
ation technology. This paragraph (a)
authorizes training, provided the train-
ing is limited to the operation, mainte-
nance and repair technology identified
in this paragraph.

(2) Provisions and destinations—(i) Pro-
visions. Operation software may be ex-
ported or reexported provided that
both of the following conditions are
met:

(A) The operation software is the
minimum necessary to operate equip-
ment authorized for export or reexport;
and

(B) The operation software is in ob-
ject code.

(ii) Destinations. Operation software
and technology may be exported or re-
exported to any destination to which
the equipment for which it is required
has been or is being legally exported or
reexported.

(b) Sales technology—(1) Scope. The
provisions of paragraph (b) authorize
exports and reexports of sales tech-
nology. ‘‘Sales technology’’ is data sup-
porting a prospective or actual
quotation, bid, or offer to sell, lease, or
otherwise supply any item.

(2) Provisions and destinations—(i) Pro-
visions. Sales technology may be ex-
ported or reexported provided that:

(A) The technology is a type custom-
arily transmitted with a prospective or
actual quotation, bid, or offer in ac-
cordance with established business
practice; and

(B) Neither the export nor the reex-
port will disclose the detailed design,
production, or manufacture tech-
nology, or the means of reconstruction,
of either the quoted item or its prod-
uct. The purpose of this limitation is
to prevent disclosure of technology so
detailed that the consignee could re-
duce the technology to production.

(ii) Destinations. Sales technology
may be exported or reexported to any
destination.

NoOTE: Neither this section nor its use
means that the U.S. Government intends, or
is committed, to approve a license applica-
tion for any commodity, plant, software, or
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technology that may be the subject of the
transaction to which such quotation, bid, or
offer relates. Exporters are advised to in-
clude in any quotations, bids, or offers, and
in any contracts entered into pursuant to
such quotations, bids, or offers, a provision
relieving themselves of liability in the event
that a license (when required) is not ap-
proved by the Bureau of Industry and Secu-
rity.

(c) Software updates. The provisions of
paragraph (c¢) authorize exports and re-
exports of software updates that are in-
tended for and are limited to correc-
tion of errors (‘‘fixes’ to ‘‘bugs’) in
software lawfully exported or reex-
ported (original software). Such soft-
ware updates may be exported or reex-
ported only to the same consignee to
whom the original software was ex-
ported or reexported, and such software
updates may not enhance the func-
tional capacities of the original soft-
ware. Such software updates may be
exported or reexported to any destina-
tion to which the software for which
they are required has been legally ex-
ported or reexported.

(d) General Software Note: mass market
software—(1) Scope. The provisions of
paragraph (d) authorize exports and re-
exports of mass market software sub-
ject to the General Software Note (see
Supplement No. 2 to part 774 of the
EAR; also referenced in this section).?

(2) Ezxclusions. The provisions of this
paragraph (d) are not available for
encryption software controlled for
“EI” reasons under ECCN 5D002 or for
encryption software with symmetric
key length exceeding 64-bits that quali-
fies as mass market encryption soft-
ware under the criteria in the Cryptog-
raphy Note (Note 3) of Category 5, Part
2, of the Commerce Control List (Sup-
plement No. 1 to Part 774 of the EAR).
(Once such mass market encryption
software has been reviewed by BIS and
released from “EI’ and ‘“NS’’ controls
pursuant to §742.15(b) of the EAR, it is
controlled under ECCN 5D992.c and is
thus outside the scope of License Ex-
ception TSU.) See §742.15(b) of the EAR

2Pursuant to 15 CFR §30.37(f) of the For-
eign Trade Regulations (FTR), Electronic
Export Information (EEI) via the Automated
Export System (AES) is required for mass-
market software.
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for exports and reexports of mass mar-
ket encryption products controlled
under ECCN 5D992.c.

(3) Provisions and destinations—(i) Des-
tinations. Mass market software is
available to all destinations except
destinations in Country Group E:1 (see
Supplement No. 1 to this part).

(ii) Provisions. Mass market treat-
ment is available for software that is
generally available to the public by
being:

(A) Sold from stock at retail selling
points, without restriction, by means
of:

(I) Over the counter transactions;

(2) Mail order transactions; or

(3) Telephone call transactions; and

(B) Designed for installation by the
user without further substantial sup-
port by the supplier.

(e) Publicly available encryption source
code—(1) Scope and eligibility. Subject to
the notification requirements of para-
graph (e)(3) of this section, this para-
graph (e) authorizes exports and reex-
ports of publicly available encryption
source code classified under ECCN
5D002 that is subject to the EAR (see
§734.3(b)(3) of the EAR). Such source
code is eligible for License Exception
TSU under this paragraph (e) even if it
is subject to an express agreement for
the payment of a licensing fee or roy-
alty for commercial production or sale
of any product developed using the
source code.

(2) Restrictions.
does not authorize:

(i) Export or reexport of any
encryption software classified under
ECCN 5D002 that does not meet the re-
quirements of paragraph (e)(1), even if
the software incorporates or is spe-
cially designed to use other encryption
software that meets the requirements
of paragraph (e)(1) of this section; or

(ii) Any knowing export or reexport
to a country listed in Country Group
E:1 in Supplement No. 1 to part 740 of
the EAR.

(3) Notification requirement. You must
notify BIS and the ENC Encryption Re-
quest Coordinator via e-mail of the
Internet location (e.g., URL or Internet
address) of the publicly available
encryption source code or provide each
of them a copy of the publicly avail-
able encryption source code. If you up-

This paragraph (e)
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date or modify the source code, you
must also provide additional copies to
each of them each time the cryp-
tographic functionality of the source
code is updated or modified. In addi-
tion, if you posted the source code on
the Internet, you must notify BIS and
the ENC Encryption Request Coordi-
nator each time the Internet location
is changed, but you are not required to
notify them of updates or modifica-
tions made to the encryption source
code at the previously notified loca-
tion. In all instances, submit the noti-
fication or copy to crypt@bis.doc.gov
and to enc@nsa.gov.

NOTE TO PARAGRAPH (e): Posting
encryption source code on the Internet (e.g.,
FTP or World Wide Web site) where it may
be downloaded by anyone neither establishes
‘“‘knowledge” of a prohibited export or reex-
port for purposes of this paragraph, nor trig-
gers any ‘‘red flags’ imposing a duty to in-
quire under the ‘“Know Your Customer”
guidance provided in Supplement No. 3 to
part 732 of the EAR. Publicly available
encryption object code software classified
under ECCN 5D002 is not subject to the EAR
when the corresponding source code meets
the criteria specified in this paragraph (e),
see §734.3(b)(3) of the EAR.

(f) Release of technology and source
code in the U.S. by U.S. universities to
their bona fide and full time regular em-
ployees—(1) Scope. This paragraph au-
thorizes the release in the United
States of ‘‘technology’’ and source code
that is subject to the EAR by U.S. uni-
versities to foreign nationals who are
their bona fide and full time regular
employees.

(2) Eligible foreign nationals (i.e., bona
fide and full time regular employees of
U.S. universities). This exception is only
available if:

(i) The employee’s permanent resi-
dence throughout the period of employ-
ment is in the U.S.;

(ii) The employee is not a national of
a destination listed in Country Group
D:5 (see supplement No. 1 to part 740 of
the EAR); and

(iii) The university informs the indi-
vidual in writing that the ‘‘tech-
nology’’ or source code may not be
transferred to other foreign nationals
without prior U.S. Government author-
ization. The obligation not to transfer
technology extends beyond the tenure
of employment at the university.
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(3) Regular employee. A regular em-
ployee means:

(i) An individual permanently and di-
rectly employed by the university; or

(ii) An individual in a long-term con-
tractual relationship with the univer-
sity where the individual works at the
university’s facilities; works under the
university’s direction and control;
works full time and exclusively for the
university; executes nondisclosure cer-
tifications for the university; and
where the staffing agency that has sec-
onded the individual has no role in the
work the individual performs (other
than providing that individual for that
work) and the staffing agency would
not have access to any controlled tech-
nology (other than where specifically
authorized by a license or where a li-
cense exception is available).

(4) Exclusions. (i) No ‘‘technology’’ or
source code may be released to a for-
eign national who is subject to a part
744 end-use or end-user control or
where the release would otherwise be
inconsistent with part 744; and

(ii) No ‘‘technology’ controlled for
“EI” (encryption) reasons or ‘‘tech-
nology’’ or source code controlled for
“MT” (Missile Technology) reasons
may be released under this paragraph
(f).

(g) Copies of technology previously au-
thorized for export to same recipient. This
paragraph authorizes the export, reex-
port, or transfer (in-country) of copies
of technology previously authorized for
export, reexport, or transfer (in-coun-
try) to the same recipient. This para-
graph also authorizes the export, reex-
port, or transfer (in-country) of revised
copies of such technology provided the
following three conditions are met:

(1) The item that the technology per-
tains to is the identical item;

(2) The revisions to the technology
are solely editorial and do not add to
the content of technology previously
exported, reexported, or transferred
(in-country) or authorized for export,
reexport, or transfer (in-country) to
the same recipient; and

(3) The exporter, reexporter, or trans-
feror has no reason to believe the same
recipient has used the technology in
violation of the original authorization.

(h) Special recordkeeping requirements:
ECCNs 2D983, 2D984, 2E983 and 2E984. In

15 CFR Ch. VII (1-1-15 Edition)

addition to any other recordkeeping re-
quirements set forth elsewhere in the
EAR, exporters are required to main-
tain records, as specified in this para-
graph, when exporting operation soft-
ware or technology controlled under
ECCNs 2D983, 2D984, 2E983, and 2E984,
respectively, under License Exception
TSU. Records maintained pursuant to
this section may be requested at any
time by an appropriate BIS official as
set forth in §762.7 of the EAR. The fol-
lowing information must be specially
maintained for each export or reexport
transaction, under License Exception
TSU, of operation software and tech-
nology controlled by ECCNs 2D983,
2D984, 2E983, and 2E984:

(1) A description of the software or
technology exported or reexported, in-
cluding the ECCN, as identified on the
CCL;

(2) A description of the equipment for
which the software or technology is in-
tended to be used, including the ECCN,
as indentified on the CCL;

(3) The intended end-use of the soft-
ware or technology;

(4) The name and address of the end-
user;

(6) The quantity of software shipped;
and

(6) The location of the equipment for
which the software or technology is in-
tended to be used, including the coun-
try of destination.

[61 FR 64283, Dec. 4, 1996. Redesignated at 61
FR 68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.13, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.fdsys.gov.

§740.14 Baggage (BAG).

(a) Scope. This License Exception au-
thorizes individuals leaving the United
States either temporarily (i.e., trav-
eling) or longer-term (i.e., moving) and
crew members of exporting or reex-
porting carriers to take to any destina-
tion, as personal baggage, the classes
of commodities, software and tech-
nology described in this section.

(b) Eligibility. Individuals leaving the
United States may export or reexport
any of the following commodities or
software for personal use of the indi-
viduals or members of their immediate
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families traveling with them to any
destination or series of destinations.
Individuals leaving the United States
who are U.S. persons, as defined in
paragraph (b)(4)(i), may export or reex-
port technology as a tool of trade
under paragraph (b)(4) for their per-
sonal use or for the personal use of
members of their immediate families
who are traveling or moving with
them, provided they are also U.S. per-
sons, as defined in paragraph (b)(4)(i),
to any destination or series of destina-
tions. Technology exports and reex-
ports authorized under paragraph (b)(4)
of this section may be made as actual
shipments, transmissions, or releases.
Individuals leaving the United States
temporarily (i.e., traveling) must bring
back items exported and reexported
under this License Exception unless
they consume the items abroad or are
otherwise authorized to dispose of
them under the EAR. Crew members
may export or reexport only commod-
ities and software described in para-
graphs (b)(1) and (b)(2) of this section
to any destination.

(1) Personal effects. Usual and reason-
able kinds and quantities for personal
use of wearing apparel, articles of per-
sonal adornment, toilet articles, me-
dicinal supplies, food, souvenirs,
games, and similar personal effects,
and their containers.

(2) Household effects. Usual and rea-
sonable kinds and quantities for per-
sonal use of furniture, household ef-
fects, household furnishings, and their
containers.

(3) Vehicles. Usual and reasonable
kinds and quantities of vehicles, such
as passenger cars, station wagons,
trucks, trailers, motorcycles, bicycles,
tricycles, perambulators, and their
containers.

(4) Tools of trade. Usual and reason-
able kinds and quantities of tools, in-
struments, or equipment and their con-
tainers and also technology for use in
the trade, occupation, employment, vo-
cation, or hobby of the traveler or
members of the household who are
traveling or moving. For special provi-
sions regarding encryption commod-
ities and software subject to EI con-
trols, see paragraph (f) of this section.
For a special provision that specifies
restrictions regarding the export or re-
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export of technology under this para-
graph, see paragraph (g).

(i) For purposes of this paragraph (b),
U.S. person is defined as follows: an in-
dividual who is a citizen of the United
States, an individual who is a lawful
permanent resident as defined by 8
U.S.C. 1101(a)(2) or an individual who is
a protected individual as defined by 8
U.S.C. 1324b(a)(3).

(ii) [Reserved]

(c) Limits on eligibility. The export of
any item is limited or prohibited, if the
kind or quantity is in excess of the lim-
its described in this section. In addi-
tion, the items must be:

(1) Owned by the individuals (or by
members of their immediate families)
or by crew members of exporting car-
riers on the dates they depart from the
United States;

(2) Intended for and necessary and ap-
propriate for the use of the individuals
or members of their immediate fami-
lies traveling with them, or by the
crew members of exporting carriers;

(3) Not intended for sale or other dis-
posal; and

(4) Not exported under a bill of lading
as cargo if exported by crew members.

(d) Special provision: unaccompanied
baggage. Individuals departing the
United States may ship unaccompanied
baggage, which is baggage sent from
the United States on a carrier other
than that on which an individual de-
parts. Crew members of exporting car-
riers may not ship unaccompanied bag-
gage. Unaccompanied shipments under
this License Exception shall be clearly
marked “BAGGAGE.” Shipments of
unaccompanied baggage may be made
at the time of, or within a reasonable
time before or after departure of the
consignee or owner from the United
States. Personal baggage controlled for
chemical and biological weapons (CB),
missile technology (MT), national se-
curity (NS), encryption items (EI) or
nuclear nonproliferation (NP) must be
shipped within 3 months before or after
the month in which the consignee or
owner departs the United States. How-
ever, commodities controlled for CB,
MT, NS, EI or NP may not be exported
under this License Exception as unac-
companied baggage to Country Groups
D:1, D:2, D:3, D:4, or E:1. (See Supple-
ment No. 1 of this part).
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(e) Special provisions: shotguns and
shotgun shells. (1) A United States cit-
izen or a permanent resident alien
leaving the United States may export
or reexport shotguns with a barrel
length of 18 inches or over and shotgun
shells under this License Exception,
subject to the following limitations:

(i) Not more than three shotguns
may be taken on any one trip.

(ii) The shotguns and shotgun shells
must be with the person’s baggage but
they may not be mailed.

(iii) The shotguns and shotgun shells
must be for the person’s exclusive use
for legitimate hunting or lawful sport-
ing purposes, scientific purposes, or
personal protection, and not for resale
or other transfer of ownership or con-
trol. Accordingly, except as provided in
(e)(2) of this section, shotguns may not
be exported permanently under this Li-
cense Exception. All shotguns and un-
used shotgun shells must be returned
to the United States. Note that since
certain countries may require an Im-
port Certificate or a U.S. export license
before allowing the import of a shot-
gun, you should determine the import
requirements of your country of des-
tination in advance.

(2) A nonresident alien leaving the
United States may export or reexport
under this License Exception only such
shotguns and shotgun shells as he or
she brought into the United States
under the provisions of the Department
of Justice Regulations (27 CFR
478.115(d)).

(f) Special provisions: encryption com-
modities and software subject to EI con-
trols on the Commerce Control List. (1) A
U.S. citizen or permanent resident
alien of the United States as defined by
8 U.S.C. 1101(a)(20) may use this license
exception to export or reexport
encryption commodities and software
to any destination not in Country
Group E:1 of Supplement No. 1 of this
part.

(2) A person other than a U.S. citizen
or permanent resident alien of the
United States as defined by 8 U.S.C.
1101(a)(20) (except a national of a coun-
try listed in Country Group E:1 of Sup-
plement No. 1 of this part who is not a
U.S. citizen or permanent resident
alien of the United States) may also
use this license exception to export or

15 CFR Ch. VII (1-1-15 Edition)

reexport encryption commodities and
software to any destination not in
Country Group E:1 of Supplement No. 1
of this part.

(g) Special provision: restrictions for
Export or Reexport of Technology. This
authorization for the export or reex-
port of technology under the tools of
trade provisions of paragraph (b)(4) of
this section may be used only if:

(1) The technology is to be used over-
seas solely by individuals or members
of their immediate families traveling
with them provided they are U.S. per-
sons as defined in paragraph (b)(4)(1).

(2) The exporting or reexporting
party and the recipient take adequate
security precautions to protect against
unauthorized access to the technology
while the technology is being trans-
mitted and used overseas. Examples of
security precautions to help prevent
unauthorized access include the fol-
lowing:

(i) Use of secure connections, such as
Virtual Private Network connections
when accessing IT networks for e-mail
and other business activities that in-
volve the transmission and use of the
technology authorized under this Ili-
cense exception;

(ii) Use of password systems on elec-
tronic devices that will store the tech-
nology authorized under this license
exception; and

(iii) Use of personal firewalls on elec-
tronic devices that will store the tech-
nology authorized under this license
exception.

(3) The technology authorized under
these provisions may not be used for
foreign production purposes or for
technical assistance unless authorized
by BIS;

(4) Any encryption item controlled
under ECCN 5HE002 is not exported or
reexported to any destination listed in
Country Group E:1 of Supplement No. 1
of this part.

(h) Special provisions: personal protec-
tive equipment classified under ECCN
1A4613.c or .d—(1) Exports, reexports, or
in-country transfers to countries not iden-
tified in Country Group D:5. U.S. persons
may export, reexport, or transfer (in-
country) one set of body armor classi-
fied under ECCN 1A613.d, which may
include one helmet classified under or
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ECCN 1A613.c, to countries not identi-
fied in Country Group D:5, provided
that:

(i) The items are with the U.S. per-
son’s baggage or effects, whether ac-
companied or unaccompanied (but not
mailed); and

(ii) The items are for that person’s
exclusive use and not for transfer of
ownership unless reexported or trans-
ferred (in-country) to another U.S. per-
son.

(2) Ezxports, reexports, or in-country
transfers to countries identified in Coun-
try Group D:5—(@1) Afghanistan. U.S. per-
sons may export, reexport, or transfer
(in-country) one set of body armor
classified under ECCN 1A613.d, which
may include one helmet classified
under ECCN 1A613.c, to Afghanistan for
personal use provided that the require-
ments in paragraph (h)(1) of this sec-
tion are met.

(ii) Iraq. U.S. persons may export, re-
export, or transfer (in-country) one set
of body armor classified under ECCN
1A613.d, which may include one helmet
classified under ECCN 1A613.c, to Iraq
for personal use provided that the re-
quirements in paragraph (h)(1) of this
section are met. In addition, the U.S.
person must be affiliated with the U.S.
Government and traveling on official
business or traveling in support of a
U.S. Government contract, or the U.S.
person must be traveling to Iraq under
a direct authorization by the Govern-
ment of Iraq and engaging in activities
for, on behalf of, or at the request of,
the Government of Iraq. Documenta-
tion regarding direct authorization
from the Government of Iraq shall in-
clude an English translation.

(iii) Other countries in Country Group
D:5. U.S. persons may export, reexport,
or transfer (in-country) one set of body
armor classified under ECCN 1A613.d,
which may include one helmet classi-
fied under ECCN 1A613.c, provided that
the requirements in paragraph (h)(1) of
this section are met, and the U.S. per-
son is affiliated with the U.S. Govern-
ment traveling on official business or
is traveling in support of a U.S. Gov-
ernment contract.

NOTE TO PARAGRAPH (h): Body armor con-
trolled under ECCN 1A005 is eligible for this
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License Exception under paragraph (b) of
this section.

[61 FR 12768, Mar. 25, 1996. Redesignated at 61
FR 64274, Dec. 4, 1996. Redesignated at 61 FR
68579, Dec. 30, 1996, and amended at 62 FR
25458, May 9, 1997; 63 FR 50522, Sept. 22, 1998;
64 FR 17973, Apr. 13, 1999; 68 FR 35784, June
17, 2003; 69 FR 34567, June 22, 2004; 71 FR
30284, May 26, 2006; 72 FR 3945, Jan. 29, 2007;
72 FR 70512, Dec. 12, 2007; 74 FR 45989, Sept.
8, 2009; 79 FR 281, Jan. 2, 2014]

§740.15 Aircraft, vessels and space-
craft (AVS).

This License Exception authorizes
departure from the United States of
foreign registry civil aircraft on tem-
porary sojourn in the United States
and of U.S. civil aircraft for temporary
sojourn abroad; the export of equip-
ment and spare parts for permanent
use on a vessel or aircraft; exports to
vessels or planes of U.S. or Canadian
registry and U.S. or Canadian Airlines’
installations or agents; and the export
of spacecraft and components for fun-
damental research. Generally, no Li-
cense Exception symbol is necessary
for export clearance purposes; however,
when necessary, the symbol ‘““AVS”
may be used.

(a) Aircraft on temporary sojourn—(1)
Foreign registered aircraft. An operating
civil aircraft of foreign registry that
has been in the United States on a tem-
porary sojourn may depart from the
United States under its own power for
any destination, provided that:

(i) No sale or transfer of operational
control of the aircraft to nationals of a
destination in Country Group E:1 (see
Supplement No. 1 to this part) has oc-
curred while in the United States;

(ii) The aircraft is not departing for
the purpose of sale or transfer of oper-
ational control to nationals of a des-
tination in Country Group E:1 (see
Supplement No. 1 to this part); and

(iii) It does not carry from the United
States any item for which an export li-
cense is required and has not been
granted by the U.S. Government.

(2) U.S. registered aircraft. (i) A civil
aircraft of U.S. registry operating
under an Air Carrier Operating Certifi-
cate, Commercial Operating Certifi-
cate, or Air Taxi Operating Certificate
issued by the Federal Aviation Admin-
istration or conducting flights under
operating specifications approved by
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the Federal Aviation Administration
pursuant to 14 CFR part 129 of the reg-
ulations of the Federal Aviation Ad-
ministration, may depart from the
United States under its own power for
any destination, provided that:

(A) The aircraft does not depart for
the purpose of sale, lease or other dis-
position of operational control of the
aircraft, or its equipment, parts, acces-
sories, or components to a foreign
country or any national thereof;

(B) The aircraft’s U.S. registration
will not be changed while abroad;

(C) The aircraft is not to be used in
any foreign military activity while
abroad; and

(D) The aircraft does not carry from
the United States any item for which a
license is required and has not been
granted by the U.S. Government.

(ii) Any other operating civil aircraft
of U.S. registry may depart from the
United States under its own power for
any destination, except to a destina-
tion in Country Group E:1 (see Supple-
ment No. 1 to this part) (flights to
these destinations require a license),
provided that:

(A) The aircraft does not depart for
the purpose of sale, lease or other dis-
position of operational control of the
aircraft, or its equipment, parts, acces-
sories, or components to a foreign
country or any national thereof;

(B) The aircraft’s U.S. registration
will not be changed while abroad;

(C) The aircraft is not to be used in
any foreign military activity while
abroad;

(D) The aircraft does not carry from
the United States any item for which
an export license is required and has
not been granted by the U.S. Govern-
ment; and

(E) The aircraft will be operated
while abroad by a U.S. licensed pilot,
except that during domestic flights
within a foreign country, the aircraft
may be operated by a pilot currently li-
censed by that foreign country.

(8) Criteria. The following nine cri-
teria each must be met if the flight is
to qualify as a temporary sojourn. To
be considered a temporary sojourn, the
flight must not be for the purpose of
sale or transfer of operational control.
An export is for the transfer of oper-
ational control unless the exporter re-
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tains each of the following indicia of
control:

(i) Hiring of cockpit crew. Right to
hire and fire the cockpit crew.

(ii) Dispatch of aircraft. Right to dis-
patch the aircraft.

(iii) Selection of routes. Right to deter-
mine the aircraft’s routes (except for
contractual commitments entered into
by the exporter for specifically des-
ignated routes).

(iv) Place of maintenance. Right to
perform or obtain the principal main-
tenance on the aircraft, which prin-
cipal maintenance is conducted outside
a destination in Country Group E:1 (see
Supplement No. 1 to this part), under
the control of a party who is not a na-
tional of any of these countries. (The
minimum necessary in-transit mainte-
nance may be performed in any coun-
try).

(v) Location of spares. Spares are not
located in a destination in Country
Group E:1 (see Supplement No. 1 to this
part).

(vi) Place of registration. The place of
registration is not changed to a des-
tination in Country Group E:1 (see
Supplement No. 1 to this part).

(vii) No transfer of technology. No
technology is transferred to a national
of a destination in Country Group E:1
(see Supplement No. 1 to this part), ex-
cept the minimum necessary in transit
maintenance to perform flight line
servicing required to depart safely.

(viii) Color and logos. The aircraft
does not bear the livery, colors, or
logos of a national of a destination in
Country Group E:1 (see Supplement No.
1 to this part).

(ix) Flight number. The aircraft does
not fly under a flight number issued to
a national of a destination in Country
Group E:1 (see Supplement No. 1 to this
part) as such a number appears in the
Official Airline Guide.

(4) Reexports. Civil aircraft legally ex-
ported from the United States may be
reexported under this section, provided
the restrictions described in this para-
graph (a) are met.

(b) Equipment and spare parts for per-
manent use on a vessel or aircraft, and
ship and plane stores—(1) Vessel. Equip-
ment and spare parts for permanent
use on a vessel, when necessary for the
proper operation of such vessel, may be
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exported or reexported for use on board
a vessel of any registry, except a vessel
registered in Country Group D:1 (see
Supplement No. 1 to part 740), Cuba, or
owned or controlled by, or under char-
ter or lease to any of these countries or
their nationals. In addition, other
equipment and services for necessary
repair to fishing and fishery support
vessels of Country Group D:1 may be
exported for use on board such vessels
when admitted into the United States
under governing international fishery
agreements.

(2) Aircraft. Equipment and spare
parts for permanent use on an aircraft,
when necessary for the proper oper-
ation of such aircraft, may be exported
or reexported for use on board an air-
craft of any registry, except an aircraft
registered in, owned or controlled by,
or under charter or lease to a country
included in Country Group D:1, Cuba,
or a national of any of these countries.

(3) Ship and plane stores. Usual and
reasonable kinds and quantities of the
following commodities may be ex-
ported for use or consumption on board
an aircraft or vessel of any registry
during the outgoing and immediate re-
turn flight or voyage. (Note that fuel
and related commodities that qualify
as ship or plane stores as described in
this License Exception must be ex-
ported under the short supply License
Exception SPR (see §754.2(h) of the
EAR.)

(i) Deck, engine, and steward depart-
ment stores, provisions, and supplies
for both port and voyage requirements;

(ii) Medical and surgical supplies;

(iii) Food stores;

(iv) Slop chest articles;

(v) Saloon stores or supplies.

(c) Shipments to U.S. or Canadian ves-
sels, planes and airline installations or
agents—(1) Exports to vessels or planes of
U.S. or Canadian registry. Export may
be made of the commodities set forth
in paragraph (c)(3) of this section, for
use by or on a specific vessel or plane
of U.S. or Canadian registry located at
any seaport or airport outside the
United States or Canada except a port
in Cuba or Country Group D:1 (exclud-
ing the PRC), (see Supplement No. 1 to
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part 740) provided that such commod-
ities are all of the following:3

(i) Ordered by the person in command
or the owner or agent of the vessel or
plane to which they are consigned;

(ii) Intended to be used or consumed
on board such vessel or plane and nec-
essary for its proper operation;

(iii) In wusual and reasonable kinds
and quantities during times of extreme
need; and

(iv) Shipped as cargo for which Elec-
tronic Export Information (EEI) is
filed to the Automated Export System
(AES) in accordance with the require-
ments of the Foreign Trade Regula-
tions (FTR) (156 CFR part 30), except
EEI is not required to be filed when
any of the commodities, other than
fuel, is exported by U.S. airlines to
their own aircraft abroad for their own
use, see 15 CFR 30.37(0) of the FTR.

(2) Exports to U.S. or Canadian airline’s
installation or agent. Exports of the
commodities set forth in paragraph
(c)(3) of this section, except fuel, may
be made to a U.S. or Canadian air-
line’s ¢ installation or agent in any for-
eign destination except Cuba or Coun-
try Group D:1 (excluding the PRC), (see
supplement no. 1 to part 740) provided
such commodities are all of the fol-
lowing:

(i) Ordered by a U.S. or Canadian air-
line and consigned to its own installa-
tion or agent abroad;

(ii) Intended for maintenance, repair,
or operation of aircraft registered in
either the United States or Canada,
and necessary for the aircraft’s proper
operation, except where such aircraft is
located in, or owned, operated or con-
trolled by, or leased or chartered to,
Cuba or Country Group D:1 (excluding
the PRC) (see Supplement No. 1 to part
740) or a national of such country;

(iii) In wusual and reasonable kinds
and quantities; and

(iv) Shipped as cargo for which Elec-
tronic Export Information (EEI) is
filed to the Automated Export System
(AES) in accordance with the require-
ments of the Foreign Trade Regula-
tions (FTR) (156 CFR part 30), except
EEI is not required to be filed when

3Where a license is required, see §§748.1,
748.4 and 748.6 of the EAR.

4See Part 772 of the EAR for definitions of
United States and Canadian airlines.
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any of these commodities is exported
by U.S. airlines to their own installa-
tions and agents abroad for use in their
aircraft operations, see 15 CFR 30.37(0)
of the FTR.

(3) Applicable commodities. This para-
graph (c) applies to the following com-
modities, subject to the provisions in
paragraph (c)(1) and (c¢)(2) of this sec-
tion:

NOTE TO PARAGRAPH (c)(3) OF THIS SECTION:
Fuel and related commodities for shipment
to vessels or planes of U.S. or Canadian reg-
istry as described in this License Exception
must be shipped under the short supply Li-
cense Exception SPR (see §754.2(h) of the
EAR);

(i) Deck, engine, and steward depart-
ment stores, provisions, and supplies
for both port and voyage requirements;

(ii) Medical and surgical supplies;

(iii) Food stores;

(iv) Slop chest articles;

(v) Saloon stores or supplies; and

(vi) Equipment and spare parts.

(d) Vessels on temporary sojourn. (1)
Foreign  flagged wvessels. A foreign
flagged vessel in the United States may
depart from the United States under
its own power for any destination, pro-
vided that:

(i) No sale or transfer of operational
control of the vessel to nationals of a
destination in Country Group E:1 (see
Supplement No.1 to this part) has oc-
curred while in the United States;

(ii) The vessel is not departing for
the purpose of sale or transfer of oper-
ational control to nationals of a des-
tination in Country Group E:1 (see
Supplement No. 1 to this part); and

(iii) The vessel does not carry from
the United States any item for which a
license is required and has not been
granted by the U.S. Government.

(2) U.S. flagged vessels. A U.S. flagged
vessel may depart from the United
States under its own power for any des-
tination, provided that:

(i) The vessel does not depart for the
purpose of sale, lease, or transfer of
operational control of the vessel, or its
equipment, parts, accessories, or com-
ponents, to a foreign country or any
national thereof;

(ii) The vessel’s U.S. flag will not be
changed while abroad;

15 CFR Ch. VII (1-1-15 Edition)

(iii) The vessel will not be used in
any foreign military activity while
abroad;

(iv) The vessel will not carry from
the United States any item for which a
license is required and has not been
granted by the U.S. Government;

(v) Spares for the vessel are not lo-
cated in a destination in Country
Group E:1 (see Supplement No. 1 to this
part);

(vi) Technology is not transferred to
a national of a destination in Country
Group E:1 (see Supplement No. 1 to this
part), except the minimum necessary
in-transit maintenance to perform
servicing required to depart and enter
a port safely; and

(vii) The vessel does not bear the liv-
ery, colors, or logos of a national of a
destination in Country Group E:1 (see
Supplement No. 1 to this part).

(3) Criteria for temporary sojourn of
vessels. The following criteria must be
met if a voyage is to be considered a
temporary sojourn under this para-
graph (d). To be considered a tem-
porary sojourn, the voyage must not be
for the purpose of sale or transfer of
operational control. A transfer of oper-
ational control occurs unless the ex-
porter or reexporter retains each of the
following indicia of control:

(i) Hiring of crew. Right to hire and
fire the crew.

(i1) Dispatch of vessel. Right to dis-
patch the vessel.

(iii) Selection of routes. Right to deter-
mine the vessel’s routes (except for
contractual commitments entered into
by the exporter for specifically des-
ignated routes).

(iv) Place of maintenance. Right to
perform or obtain the principal main-
tenance on the vessel, which principal
maintenance is conducted outside a
destination in Country Group E:1 (see
Supplement No. 1 to this part), under
the control of a party who is not a na-
tional of any of these countries. (The
minimum necessary in-transit mainte-
nance may be performed in any coun-
try).

(4) Reexports. Vessels subject to the
EAR may be reexported under this sec-
tion on temporary sojourn, provided
that:

(1) The vessel does not depart for the
purpose of sale, lease, or transfer of
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operational control of the vessel, or its
equipment, parts, accessories, or com-
ponents, to a foreign country or any
national thereof;

(ii) The vessel’s flag will not be
changed while abroad;

(iii) The vessel will not be used in
any foreign military activity while
abroad;

(iv) The vessel will not carry any
item for which a license is required and
has not been granted by the U.S. Gov-
ernment;

(v) Spares for the vessel are not lo-
cated in a destination in Country
Group E:1 (see Supplement No. 1 to this
part);

(vi) Technology is not transferred to
a national of a destination in Country
Group E:1 (see Supplement No. 1 to this
part), except the minimum necessary
in-transit maintenance to perform
servicing required to depart and enter
a port safely; and

(vii) The vessel does not bear the liv-
ery, colors, or logos of a national of a
destination in Country Group E:1 (see
Supplement No. 1 to this part).

(5) No vessels may be exported or re-
exported under this License Exception
to a country in Country Group E:1.

(e) Spacecraft for launch. This para-
graph (e) authorizes the export by ac-
credited U.S. institutions of higher
learning of commodities subject to the
EAR fabricated only for fundamental
research purposes when all of the fol-
lowing conditions are met:

(1) The export is to an accredited in-
stitution of higher learning, a govern-
mental research center, or an estab-
lished government funded private re-
search center located in a country
other than Country Group D:5 (see
Supp. No. 1 to this part) and involves
exclusively nationals of such countries;

(2) All the information about the
commodity, including its design, and
all of the resulting information ob-
tained through fundamental research
involving the commodity will be pub-
lished and shared broadly within the
scientific community, and is not re-
stricted for proprietary reasons or spe-
cific U.S. government access and dis-
semination controls or other restric-
tions accepted by the institution or its
researchers on publication of scientific
and technical information resulting
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from the project or activity (see §734.11
of the EAR); and

(3) If the commodity is for permanent
export, the platform or system into
which the commodity will be incor-
porated must be a scientific, research,
or experimental satellite and must be
exclusively concerned with funda-
mental research and may only be
launched into space from countries and
by nationals of countries not identified
in Country Group D:b.

[61 FR 12678, Mar. 25, 1996. Redesignated and
amended at 61 FR 64274, 64283, Dec. 4, 1996.
Redesignated at 61 FR 68579, Dec. 30, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting §740.15, see the List of CFR
Sections Affected, which appears in the
Finding Aids section of the printed volume
and at www.fdsys.gov.

§740.16 Additional permissive
ports (APR).

This License Exception allows the
following reexports:

(a) Reexports from Country Group A:1
and cooperating countries. Reexports
may be made from Country Group A:l
or from cooperating countries, pro-
vided that:

(1) The reexport is made in accord-
ance with the conditions of an export
authorization from the government of
the reexporting country;

(2) The commodities being reexported
are not controlled for NP, CB, MT, SI
or CC reasons and are not military
commodities described in ECCN 0A919
or cameras described in ECCN 6A003.b.3
(having the characteristics listed in
6A002.a.2.a or a.2.b), 6A003.b.4.b,
6A003.b.4.c, or commodities described
in 3A001.b.2 or b.3 (except those that
are being reexported for use in civil

reex-

telecommunications applications),
6A002.a.2.a, a.2.b, a.2.c, a.3.b.2.b, or
a.3.g; and

(3) The reexport is destined to either:

(i) A country in Country Group B
that is not also included in Country
Group D:2, D:3, or D:4; and the com-
modity being reexported is both con-
trolled for national security reasons
and not controlled for export to Coun-
try Group A:1; or

(ii) A country in Country Group D:1
(National Security) (see Supplement
No. 1 to part 740), other than North
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Korea and the commodity being reex-
ported is controlled for national secu-
rity reasons.

(b) Reexports to and among Sspecified
countries. (1) Commodities that are not
controlled for nuclear nonproliferation
or missile technology reasons, de-
scribed in 3A001.b.2 or b.3 (except those
that are being reexported for use in
civil telecommunications applica-
tions), nor listed in paragraph (b)(2) or
(b)(3) of this section may be reexported
to and among Country Group A:1 and
cooperating countries, provided that
eligible commodities are for use or con-
sumption within a Country Group A:l
(see Supplement No. 1 to part 740) or
cooperating country, or for reexport
from such country in accordance with
other provisions of the EAR.

(2) Except as provided in paragraph
(b)(3) of this section, cameras described
in ECCN 6A003.b.3 (having the charac-
teristics listed in 6A002.a.2.a or a.2.b),
6A003.b.4.b, 6A003.b.4.c, or components
described in 6A002.a.2.a, a.2.b, a.2.c,
a.3.b.2.b, or a.3.g, and ‘‘military com-
modities’” described in ECCN 0A919
may not be exported under this para-
graph (b).

(3) Cameras described in ECCN
6A003.b.3 (having the characteristics
listed in 6A002.a.2.a or a.2.b),
6A003.b.4.b, or 6A003.b.4.c may be ex-
ported or reexported to and among: Al-
bania, Australia, Austria, Belgium,
Bulgaria, Canada, Croatia, Cyprus,
Czech Republic, Denmark, Estonia,
Finland, France, Germany, Greece,
Hungary, Iceland, Ireland, Italy,
Japan, Latvia, Lithuania, Luxembourg,
Malta, the Netherlands, New Zealand,
Norway, Poland, Portugal, Romania,
Slovakia, Slovenia, South Africa,
South Korea, Spain, Sweden, Switzer-
land, Turkey, and the United Kingdom
if:

(i) Such cameras are fully packaged
for use as consumer ready civil prod-
ucts; or,

(ii) Such cameras with not more than
111,000 elements are to be embedded in
civil products.

(c) Reexports to a destination to
which direct shipment from the United
States is authorized under an unused
outstanding license may be made under
the terms of that license. Such reex-
ports shall be recorded in the same
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manner as exports are recorded, re-
gardless of whether the license is par-
tially or wholly used for reexport pur-
poses. (See part 762 of the EAR for rec-
ordkeeping requirements.)

(d) Reexports of any item from Can-
ada that, at the time of reexport, may
be exported directly from the United
States to the new country of destina-
tion under any License Exception.

(e) Reexports (return) to the United
States of any item. If the reexporting
party requests written authorization
because the government of the country
from which the reexport will take place
requires formal U.S. Government ap-
proval, such authorization will gen-
erally be given.

(f) Reexports from a foreign destina-
tion to Canada of any item if the item
could be exported to Canada without a
license.

(g) [Reserved]

(h) Shipments of foreign-made prod-
ucts that incorporate U.S.-origin com-
ponents may be accompanied by U.S.-
origin controlled spare parts, provided
that they do not exceed 10 percent of
the value of the foreign-made product,
subject to the restrictions in §734.4 of
the EAR.

(i) Reexports to Sudan of items con-

trolled by ECCNs 2A994; 3A992.a;
5A991.g; bHA992; 6A991; 6A998; TA994;
8A992.d, .e, .f, and .g; 9A990.a and .b;

and 9A991.d and .e. In addition, items
in these ECCNs are not counted as con-
trolled U.S. content for purposes of de-
termining license requirements for
U.S. parts, components, and materials
incorporated in foreign-made products.
However, the export from the United
States to any destination with knowl-
edge that they will be reexported di-
rectly or indirectly, in whole or in part
to Sudan is prohibited without a Ili-
cense.

(j) Reexports of items controlled by
NP Column 1 (see Supplement No. 1 to
part 774 of the EAR) to, among, and
from countries described in Country
Group A:4 (see Supplement No. 1 to
part 740), except:

(1) Reexports from countries that are
not identified in Country Group A:1 of
items that are controlled for NS rea-
sons to destinations in Country Group
D:1; and
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(2) Reexports to destinations in

Country Group E:2 and Country Group
D:2.
[61 FR 12768, Mar. 25, 1996. Redesignated at 61
FR 64274, Dec. 4, 1996. Redesignated at 61 FR
68579, Dec. 30, 1996, and amended at 62 FR
25458, May 9, 1997; 63 FR 42228, Aug. 7, 1998; 65
FR 38150, June 19, 2000; 65 FR 60855, Oct. 13,
2000; 67 FR 10614, Mar. 8, 2002; 72 FR 43531,
Aug. 6, 2007; 74 FR 23945, May 22, 2009; 74 FR
68145, Dec. 23, 2009; 76 FR 70339, Nov. 14, 2011;
77 FR 39367, July 2, 2012; 79 FR 76872, Dec. 23,
2014]

§740.17 Encryption commodities, soft-
ware and technology (ENC).

License Exception ENC authorizes
export and reexport of systems, equip-
ment, commodities and components
therefor that are classified under
ECCNs 5A002.a.1, .a.2, .a.5, .a.6, .a.9, or
.b, systems, equipment and components
therefor classified under ECCN 5B002,
and equivalent or related software and
technology classified under ECCNs
5D002 or 5E002. This License Exception
ENC does not authorize export or reex-
port to, or provision of any service in
any country listed in Country Group
E:1 in Supplement No. 1 to part 740 of
the EAR, or release of source code or
technology to any national of a coun-
try listed in Country Group E:1. Reex-
ports and transfers under License Ex-
ception ENC are subject to the criteria
set forth in paragraph (c) of this sec-
tion. Paragraphs (b) and (d) of this sec-
tion set forth information about
encryption registrations and classifica-
tions required by this section. Para-
graph (e) sets forth reporting required
by this section. For items exported
under paragraphs (b)), (b)(3)(1),
(b)(3)(1) or (b)(3)(iv) of this section and
therefore excluded from paragraph (e)
reporting requirements, exporters are
reminded of the recordkeeping require-
ments in part 762 of the EAR and that
they may be required to make such
records available upon request. All
classification requests, registrations,
and reports submitted to BIS pursuant
to this section for encryption items
will be reviewed by the ENC
Encryption Request Coordinator, Ft.
Meade, MD.

(a) No classification request, registra-
tion or reporting required—(1) Internal
“‘development’ or ‘‘production’’ of new
products. License Exception ENC au-
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thorizes exports and reexports of items
described in paragraph (a)(1)(i) of this
section, to end-users described in para-
graph (a)(1)(ii) of this section, for the
intended end-use described in para-
graph (a)(1)(iii) of this section without
submission of encryption registration,
classification request, self-classifica-
tion report or sales report to BIS.

(i) Eligible items. Eligible items are
those classified under ECCNs 5A002.a.1,
.a.2, .a.b, .a.6, .a.9, or .b, ECCN 5B002,
and equivalent or related software and
technology classified under ECCNs
5D002 or 5E002.

(ii) Eligible End-users. Eligible end-
users are ‘‘private sector end-users”
wherever located that are
headquartered in a country listed in
Supplement No. 3 of this part.

NOTE TO PARAGRAPH (a)(1)(ii): A ‘‘private
sector end-user” is:

(1) An individual who is not acting on be-
half of any foreign government; or

(2) A commercial firm (including its sub-
sidiary and parent firms, and other subsidi-
aries of the same parent) that is not wholly
owned by, or otherwise controlled by or act-
ing on behalf of, any foreign government.

(iii) Eligible End-use. The eligible end-
use is internal ‘‘development’ or ‘‘pro-
duction” of new products by those end-
users.

NOTE TO PARAGRAPH (a)(1)(iii): All items
produced or developed with items exported
or reexported under this paragraph (a)(1) are
subject to the EAR. These items may require
the submission of a classification request or
encryption registration before sale, reexport
or transfer, unless otherwise authorized by
license or license exception.

(2) Exports and reexports to “‘U.S. Sub-
sidiaries.”’ License Exception ENC au-
thorizes export and reexport of sys-
tems, equipment, commodities and
components therefor classified under
ECCNs 5A002.a.1, .a.2, .a.5, .a.6, .a.9, or
.b, systems, equipment, and compo-
nents therefor classified under ECCN
5B002, and equivalent or related soft-
ware and technology classified under
ECCNs 5D002 or 5E002, to any “U.S.
subsidiary,” wherever located without
submission of an encryption registra-
tion, classification request, self-classi-
fication report or sales report to BIS.
License Exception ENC also authorizes
export or reexport of such items by a
U.S. company and its subsidiaries to
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foreign nationals who are employees,
contractors or interns of a U.S. com-
pany or its subsidiaries if the items are
for internal company use, including the
“‘development” or ‘“‘production’ of new
products, without prior review by the
U.S. Government.

NOTE TO PARAGRAPH (a)(2): All items pro-
duced or developed with items exported or
reexported under this paragraph (a)(2) are
subject to the EAR. These items may require
the submission of a classification request or
encryption registration before sale, reexport
or transfer to non-‘‘U.S. subsidiaries,”” unless
otherwise authorized by license or license
exception.

(b) Encryption registration required,
with classification request or self-classi-
fication report. Exports and reexports
authorized under paragraphs (b)(1),
(0)(2) and (b)(3) of License Exception
ENC require submission of an
encryption registration in accordance
with paragraph (d) of this section and
the specific instructions of paragraph
(r)(1) of Supplement No. 2 to part 748 of
the EAR. For items self-classified
under paragraph (b)(1) of this section
from June 25, 2010 through August 24,
2010, and for requests for classification
under paragraphs (b)(2) and (b)(3) of
this section submitted from June 25,
2010 through August 24, 2010, exporters
have until August 24, 2010 to submit
their encryption registrations. In addi-
tion: for paragraph (b)(1) of this section
a self-classification report in accord-
ance with §742.15(c) of the EAR is also
required from specified exporters and
reexporters; for paragraphs (b)(2) and
(b)(3) of this section, a thirty-day (30-
day) classification request is required
in accordance with paragraph (d) of
this section. See paragraph (f) of this
section for grandfathering provisions
applicable to certain encryption items
reviewed and classified by BIS under
this license exception prior to June 25,
2010. Only License Exception ENC au-
thorizations under this paragraph (b)
to a company that has fulfilled the re-
quirements of encryption registration
(such as the producer of the item) au-
thorize the export and reexport of the
company’s encryption items by all per-
sons, wherever located, under this li-
cense exception. When an exporter or
reexporter relies on the producer’s self-
classification (pursuant to the pro-
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ducer’s encryption registration) or
CCATS for an encryption item eligible
for export or reexport under License
Exception ENC under paragraph (b)(1),
(b)(2), or (b)(3) of this section, it is not
required to submit an encryption reg-
istration, classification request or self-
classification report. Exporters are
still required to comply with semi-an-
nual sales reporting requirements
under paragraph (e) of this section,
even if relying on a CCATS issued to a
producer for specified encryption items
described in paragraphs (b)(2) and
(b)(3)(iii) of this section.

(1) Immediate authorization. Once an
encryption registration is submitted to
BIS in accordance with paragraph (d)
of this section and an Encryption Reg-
istration Number (ERN) has been
issued, this paragraph (b)(1) authorizes
the exports or reexports of the associ-
ated commodities classified under
ECCNs 5A002.a2.1, .a.2, .a.5, .a.6, .a.9, or
.b, or ECCN 5B002, and equivalent or re-
lated software classified under ECCN
5D002, except any such commodities,
software or components described in
(b)(2) or (b)(3) of this section, subject to
submission of a self-classification re-
port in accordance with §742.15(c) of
the EAR.

(2) Classification request required. Thir-
ty (30) days after the submission of a
classification request with BIS in ac-
cordance with paragraph (d) of this sec-
tion and subject to the reporting re-
quirements in paragraph (e) of this sec-
tion, this paragraph under License Ex-
ception ENC authorizes certain exports
or reexports of the items submitted for
classification, as further described in
paragraphs (b)(2)(1), (b)(2)({i1) and
(b)(2)(iv)(B) of this section.

NOTE TO INTRODUCTORY TEXT OF PARAGRAPH
(b)(2): Immediately after the classification
request is submitted to BIS in accordance
with paragraph (d) of this section and sub-
ject to the reporting requirements in para-
graph (e) of this section, this paragraph also
authorizes exports or reexports of:

1. All submitted encryption items de-
scribed in this paragraph (b)(2), except
‘“‘cryptanalytic items,” to any end-user lo-
cated or headquartered in a country listed in
Supplement No. 3 to this part;

2. Encryption source code as described in
paragraph (b)(2)(1)(B) to non-‘‘government
end-users’ in any country;

3. “Cryptanalytic items’ to non-‘‘govern-
ment end-users’’, only, located or
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headquartered in a country listed in Supple-
ment No. 3 to this part; and

4. Items described in paragraphs (b)(2)(iii)
and (b)(2)(iv)(A) of this section, to specified
destinations and end-users.

(i) Cryptographic commodities, software
and components. The following items to
non-‘‘government end-users’’ located or
headquartered in a country not listed
in Supplement No. 3 to this part:

(A) Network infrastructure software
and commodities and components
thereof (including commodities and
software necessary to activate or en-
able cryptographic functionality in
network infrastructure products) pro-

viding secure Wide Area Network
(WAN), Metropolitan Area Network
(MAN), Virtual Private Network

(VPN), satellite, digital packet teleph-
ony/media (voice, video, data) over
Internet protocol, cellular or trunked
communications meeting any of the
following with key lengths exceeding
80-bits for symmetric algorithms:

(I) Aggregate encrypted WAN, MAN,
VPN or backhaul throughput (includ-
ing communications through wireless
network elements such as gateways,
mobile switches, and controllers)
greater than 90 Mbps;

(2) Wire (line), cable or fiber-optic
WAN, MAN or VPN single-channel
input data rate exceeding 154 Mbps;

(3) Transmission over satellite at
data rates exceeding 10 Mbps;

4) Media (voice/video/data)
encryption or centralized key manage-
ment supporting more than 250 concur-
rent encrypted data channels, or
encrypted signaling to more than 1,000
endpoints, for digital packet telephony/
media (voice/video/data) over Internet
protocol communications; or

(5) Air-interface coverage (e.g.,
through base stations, access points to
mesh networks, and bridges) exceeding
1,000 meters, where any of the fol-
lowing applies:

(1) Maximum transmission data rates
exceeding 10 Mbps (at operating ranges
beyond 1,000 meters);

(i1) Maximum number of concurrent
full-duplex voice channels exceeding 30;
or

(i1i) Substantial support is required
for installation or use;

(B) Encryption source code that
would not be eligible for export or reex-
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port under License Exception TSU be-
cause it is not publicly available as
that term is used in §740.13(e)(1) of the
EAR;

(C) Encryption software,
ities and components therefor,
have any of the following:

(I) Been designed, modified, adapted
or customized for ‘‘government end-
user(s)’’;

(2) Cryptographic functionality that
has been modified or customized to
customer specification; or

(3) Cryptographic functionality or
“‘encryption component”’ (except
encryption software that would be con-
sidered publicly available, as that term
is used in §740.13(e)(1) of the EAR) that
is user-accessible and can be easily
changed by the user;

(D) Encryption commodities and soft-
ware that provide functions necessary
for quantum cryptography, as defined
in ECCN 5A002 of the Commerce Con-
trol List;

(E) Encryption commodities and soft-
ware that have been modified or cus-
tomized for computers classified under
ECCN 4A003;

(F) Encryption commodities and soft-
ware that provide penetration capabili-
ties that are capable of attacking, de-
nying, disrupting or otherwise impair-
ing the use of cyber infrastructure or
networks;

(G) Public safety/first responder
radio (e.g., implementing Terrestrial
Trunked Radio (TETRA) and/or Asso-
ciation of Public-Safety Communica-
tions Officials International (APCO)
Project 25 (P25) standards);

(i1) Cryptanalytic commodities and soft-
ware. Commodities and software classi-
fied as ‘“‘cryptanalytic items’ to non-
“government end-users’” located or
headquartered in countries not listed
in Supplement No. 3 to this part;

(iii) ““‘Open cryptographic interface’
items. Items that provide an ‘‘open
cryptographic interface’’, to any end-
user located or headquartered in a
country listed in Supplement No. 3 to
this part.

(iv) Specific encryption technology.
Specific encryption technology as fol-
lows:

(A) Technology for ‘“‘non-standard cryp-
tography.”’ Encryption technology clas-
sified under ECCN 5E002 for ‘‘non-

commod-
that
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standard cryptography,” to any end-
user located or headquartered in a
country listed in Supplement No. 3 to
this part;

(B) Other technology. Encryption
technology classified under ECCN 5E002
except technology for ‘‘cryptanalytic
items,” ‘‘non-standard cryptography”’
or any ‘‘open cryptographic interface,”
to any non-‘‘government end-user’ lo-
cated in a country not listed in Coun-
try Group D:1 or E:1 of Supplement No.
1 to part 740 of the EAR.

NOTE TO PARAGRAPH (b)(2): Commodities,
software, and components that allow the
end-user to activate or enable cryptographic
functionality in encryption products which
would otherwise remain disabled, are con-
trolled according to the functionality of the
activated encryption product.

(3) Classification request required for
specified commodities, software and com-
ponents. Thirty (30) days after a classi-
fication request is submitted to BIS in
accordance with paragraph (d) of this
section and subject to the reporting re-
quirements in paragraph (e) of this sec-
tion, this paragraph authorizes exports
or reexports of the items submitted for
classification, as further described in
this paragraph (b)(3), to any end-user,
provided the item does not perform the
functions, or otherwise meet the speci-
fications, of any item described in
paragraph (b)(2) of this section.

NOTE TO INTRODUCTORY TEXT OF PARAGRAPH
(b)(3): Immediately after the classification
request is submitted to BIS in accordance
with paragraph (d) of this section and sub-
ject to the reporting requirements in para-
graph (e) of this section, this paragraph also
authorizes exports or reexports of the items
described in this paragraph (b)(3) to any end-
user located or headquartered in a country
listed in Supplement No. 3 to this part.

(i) Specified components classified
under ECCN 5A002.a.1, .a.5 or .a.6 and
equivalent or related software classi-
fied under ECCN 5D002 not described by
paragraph (b)(2) of this section, as fol-
lows:

(A) Chips, chipsets, electronic assem-
blies and field programmable logic de-
vices;

(B) Cryptographic libraries, modules,
development kits and toolkits, includ-
ing for operating systems and cryp-
tographic service providers (CSPs);

15 CFR Ch. VII (1-1-15 Edition)

(C) Application-specific hardware or

software development Kkits imple-
menting cryptography.
(ii) Encryption commodities, soft-

ware and components not described by
paragraph (b)(2) of this section, that
provide or perform ‘‘non-standard cryp-
tography’ as defined in part 772 of the
EAR.

(iii) Encryption commodities and
software not described by paragraph
(b)(2) of this section, that provide or
perform vulnerability analysis, net-
work forensics, or computer forensics
functions characterized by any of the
following:

(A) Automated network analysis, vis-
ualization, or packet inspection for
profiling network flow, network user or
client behavior, or network structure/
topology and adapting in real-time to
the operating environment; or

(B) Investigation of data leakage,
network breaches, and other malicious
intrusion activities through triage of
captured digital forensic data for law
enforcement purposes or in a similarly
rigorous evidentiary manner.

(iv) Cryptographic enabling commod-
ities and software. Commodities and
software and components that activate
or enable cryptographic functionality
in encryption products which would
otherwise remain disabled, where the
product or cryptographic functionality
is not otherwise described in para-
graphs (b)(2) or (b)(3)(i) of this section.

(4) Ezxclusions from classification re-
quest, encryption registration and self-
classification reporting requirements. Li-
cense Exception ENC authorizes the ex-
port and reexport of the commodities
and software described in this para-
graph (b)(4) without the submission of
a classification request, encryption
registration or self-classification re-
port to BIS, except that paragraph
(b)(4)(i1) of this section does not au-
thorize exports from the United States
of foreign products developed with or
incorporating U.S.-origin encryption
source code, components, or toolkits.

(i) Short-range wireless encryption
functions. Commodities and software
that are not otherwise controlled in
Category 5, but are nonetheless classi-
fied under ECCN 5A002, 5B002 or 5D002
only because they incorporate compo-
nents or software that provide short-
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range wireless encryption functions
(e.g., with a nominal operating range
not exceeding 100 meters according to
the manufacturer’s specifications, de-
signed to comply with the Institute of
Electrical and Electronic Engineers
(IEEE) 802.11 wireless LAN standard or
the IEEE 802.15.1 standard).

NOTE TO PARAGRAPH (b)(4)(i): An example of
what this paragraph authorizes for export
without classification, registration or self-
classification reporting is a laptop computer
that without encryption would be classified
under ECCN 4A994, and the Category 5, Part
2-controlled components of the laptop only
implement short-range wireless encryption
functionality. On the other hand, this para-
graph (b)(4)(i) does not apply to any com-
modities or software that would still be clas-
sified under an ECCN in Category 5 even if
the short-range wireless encryption
functionality were removed. For example,
certain access points, gateways and bridges
are classified under ECCN 5A991 without
encryption functionality, and components
for mobile communication equipment are
classified under ECCN 5A991.g without
encryption functionality. Such items, when
implementing cryptographic functionality
controlled by Category 5, Part 2 are not ex-
cluded from encryption classification, reg-
istration or self-classification reporting by
this paragraph.

(ii) Foreign products developed with or
incorporating U.S.-origin encryption
source code, components, or toolkits. For-
eign products developed with or incor-
porating U.S.-origin encryption source
code, components or toolkits that are
subject to the EAR, provided that the
U.S.-origin encryption items have pre-
viously been classified or registered
and authorized by BIS and the cryp-
tographic functionality has not been
changed. Such products include for-
eign-developed products that are de-
signed to operate with U.S. products
through a cryptographic interface.

(c) Reexport and transfer. U.S. or for-
eign distributors, resellers or other en-
tities who are not original manufactur-
ers of encryption commodities and
software are permitted to use License
Exception ENC only in instances where
the export or reexport meets the appli-
cable terms and conditions of this sec-
tion. Transfers of encryption items
listed in paragraph (b)(2) of this section
to ‘“‘government end-users,’”’ or for gov-
ernment end-uses, within the same
country are prohibited, unless other-
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wise authorized by license or license
exception.

(d) Encryption registration and classi-
fication request procedures—(1) Submis-
sion requirements and instructions. To
submit an encryption registration or
classification request to BIS, you must
submit an application to BIS in accord-
ance with the procedures described in
§§748.1 and 748.3 of the EAR and the in-
structions in paragraph (r) of Supple-
ment No. 2 to part 748 ‘“Unique Appli-
cation and Submission Requirements,”
along with other required information
as follows:

(1) Encryption registrations in support
of encryption classification requests and
self-classification reports. You must sub-
mit the applicable information as de-
scribed in Supplement No. 5 to part 742
of the EAR and follow the specific in-
structions of paragraph (r)(1) of Supple-
ment No. 2 to part 748 of the EAR, if
any of the following apply:

(A) This is your first time submitting
an encryption classification request
under paragraphs (b)(2) or (b)(3) of this
section since August 24, 2010;

(B) You are making an encryption
item eligible for export and reexport
(including as defined for encryption
software in §734.2(b)(9) of the EAR)
under paragraph (b)(1) of this section
for the first time since August 24, 2010;
or

(C) If you have not otherwise pro-
vided BIS the information described in
Supplement No. 5 to part 742 during the
current calendar year and your an-
swers to the questions in Supplement
No. 5 to part 742 have changed since the
last time you provided answers to the
questions.

(i1) Technical information submission
requirements. In addition to the
encryption registration requirements
of paragraph (d)(1)(i) of this section, for
all submissions of encryption classi-
fication requests for items described
under paragraph (b)(2) or (b)(3) of this
section, you must also provide BIS the
applicable information described in
paragraphs (a) through (d) of Supple-
ment No. 6 to part 742 of the EAR
(Technical Questionnaire for
Encryption Items). For items author-
ized after submission of an encryption
registration under paragraph (b)(1) of
this section, you may be required to
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provide BIS this Supplement No. 6 to
part 742 information on an as-needed
basis, upon request by BIS.

(iii) Changes in encryption
functionality following a previous classi-
fication. A new product encryption clas-
sification request (under paragraphs
(b)(2) or (b)(3) of this section) or self-
classification report (under paragraph
(b)(1) of this section) is required if a
change is made to the cryptographic
functionality (e.g., algorithms) or
other technical characteristics affect-
ing License Exception ENC eligibility
(e.g., encrypted throughput) of the
originally classified product. However,
a new product classification request or
self-classification report is mnot re-
quired when a change involves: The
subsequent bundling, patches, upgrades
or releases of a product; name changes;
or changes to a previously reviewed
encryption product where the change is
limited to updates of encryption soft-
ware components where the product is
otherwise unchanged.

(2) Action by BIS—(i) Encryption reg-
istrations for paragraph (b) of this sec-
tion. Upon submission to BIS of an
encryption registration in accordance
with paragraph (d)(1) of this section
and acceptance of the application by
SNAP-R, BIS will issue the Encryption
Registration Number (ERN) via SNAP-
R, which will constitute authorization
for exports and reexports of eligible
items under paragraph (b)(1) of this li-
cense exception.

(ii) For items requiring classification by
BIS under paragraphs (b)(2) and (b)(3) of
this section.(A) For classifications that
require a thirty (30) day waiting period,
if BIS has not, within thirty-days (30-
days) from registration in SNAP-R of
your complete classification request,
informed you that your item is not au-
thorized for License Exception ENC,
you may export or reexport under the
applicable provisions of License Excep-
tion ENC.

(B) Upon completion of its classifica-
tion, BIS will issue a Commodity Clas-
sification Automated Tracking System
(CCATS) to you.

(C) Hold Without Action (HWA) for
classification requests. BIS may hold
your classification request without ac-
tion if necessary to obtain additional
information or for any other reason

15 CFR Ch. VII (1-1-15 Edition)

necessary to ensure an accurate classi-
fication. Time on such ‘hold without
action” status shall not be counted to-
wards fulfilling the thirty-day (30-day)
processing period specified in this para-
graph.

(iii) BIS may require you to supply
additional relevant technical informa-
tion about your encryption item(s) or
information that pertains to their eli-
gibility for License Exception ENC at
any time, before or after the expiration
of the thirty-day (30-day) processing
period specified in this paragraph and
in paragraphs (b)(2) and (b)(3) of this
section, or after any registrations as
required in paragraph (b)(1) of this sec-
tion. If you do not supply such infor-
mation within 14 days after receiving a
request for it from BIS, BIS may re-
turn your classification request(s)
without action or otherwise suspend or
revoke your eligibility to use License
Exception ENC for that item(s). At
your request, BIS may grant you up to
an additional 14 days to provide the re-
quested information. Any request for
such an additional number of days
must be made prior to the date by
which the information was otherwise
due to be provided to BIS, and may be
approved if BIS concludes that addi-
tional time is necessary.

(e) Reporting requirements—(1) Semi-
annual reporting requirement. Semi-an-
nual reporting is required for exports
to all destinations other than Canada,
and for reexports from Canada for
items described under paragraphs (b)(2)
and (b)(3)(iii) of this section. Certain
encryption items and transactions are
excluded from this reporting require-
ment, see paragraph (e)(1)(iii) of this
section. For information about what
must be included in the report and sub-
mission requirements, see paragraphs
(e)(1)(i) and (e)(1)(ii) of this section re-
spectively.

(i) Information required. Exporters
must include for each item, the Com-
modity Classification Automated
Tracking System (CCATS) number and
the name of the item(s) exported (or re-
exported from Canada), and the fol-
lowing information in their reports:

(A) Distributors or resellers. For items
exported (or reexported from Canada)
to a distributor or other reseller, in-
cluding subsidiaries of U.S. firms, the
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name and address of the distributor or
reseller, the item and the quantity ex-
ported or reexported and, if collected
by the exporter as part of the distribu-
tion process, the end-user’s name and
address;

(B) Direct Sales. For items exported
(or reexported from Canada) through
direct sale, the name and address of the
recipient, the item, and the quantity
exported; or

(C) Foreign manufacturers and products
that use encryption items. For exports
(i.e., from the United States) or direct
transfers (e.g., by a “U.S. subsidiary”
located outside the United States) of
encryption components, source code,
general purpose toolkits, equipment
controlled under ECCN 5B002, tech-
nology, or items that provide an ‘‘open
cryptographic interface,” to a foreign
developer or manufacturer
headquartered in a country not listed
in Supplement No. 3 to this part when
intended for use in foreign products de-
veloped for commercial sale, the names
and addresses of the manufacturers
using these encryption items and, if
known, when the product is made
available for commercial sale, a non-
proprietary technical description of
the foreign products for which these
encryption items are being used (e.g.,
brochures, other documentation, de-
scriptions or other identifiers of the
final foreign product; the algorithm
and key lengths used; general program-
ming interfaces to the product, if
known; any standards or protocols that
the foreign product adheres to; and
source code, if available).

(i1) Submission requirements. For ex-
ports occurring between January 1 and
June 30, a report is due no later than
August 1 of that year. For exports oc-
curring between July 1 and December
31, a report is due no later than Feb-
ruary 1 the following year. These re-
ports must be provided in electronic
form. Recommended file formats for
electronic submission include spread-
sheets, tabular text or structured text.
Exporters may request other reporting
arrangements with BIS to better re-
flect their business models. Reports
may be sent electronically to BIS at
crypt@bis.doc.gov and to the ENC
Encryption Request Coordinator at
enc@nsa.gov, or disks and CDs con-
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taining the reports may be sent to the
following addresses:

(A) Department of Commerce, Bureau
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave., NW., Room 2099B, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and

(B) Attn: ENC Encryption Request
Coordinator, 9800 Savage Road, Suite
6940, F't. Meade, MD 20755-6000.

(iii) Exclusions from reporting require-
ment. Reporting is not required for the
following items and transactions:

(A) [Reserved]

(B) Encryption commodities or soft-
ware with a symmetric key length not
exceeding 64 bits;

(C) Encryption items exported (or re-
exported from Canada) via free and
anonymous download;

(D) Encryption items from or to a
U.S. bank, financial institution or its
subsidiaries, affiliates, customers or
contractors for banking or financial
operations;

(BE) Items listed in paragraph (b)(4) of
this section, unless it is a foreign item
described in paragraph (b)(4)(ii) of this
section that has entered the United
States;

(F) Foreign products developed by
bundling or compiling of source code;

(2) Key length increases. Reporting is
required for commodities and software
that, after having been classified and
authorized for License Exception ENC
in accordance with paragraphs (b)(2) or
(b)(3) of this section, are modified only
to upgrade the key length used for con-
fidentiality or key exchange algo-
rithms. Such items may be exported or
reexported under the previously au-
thorized provision of License Exception
ENC without a classification resubmis-
sion.

(1) Information required. (A) A certifi-
cation that mno change to the
encryption functionality has been
made other than to upgrade the key
length for confidentiality or key ex-
change algorithms.

(B) The original Commodity Classi-
fication Automated Tracking System
(CCATS) authorization number issued
by BIS and the date of issuance.

(C) The new key length.
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(ii) Submission requirements. (A) The
report must be received by BIS and the
ENC Encryption Request Coordinator
before the export or reexport of the up-
graded product; and

(B) The report must be e-mailed to
crypt@bis.doc.gov and enc@nsa.gov.

(f) Grandfathering. The following pro-
visions apply to encryption items re-
viewed and classified by BIS under this
license exception prior to June 25, 2010:

(1) Items described in paragraphs (b)(1)
or (b)(3) of this section. For encryption
commodities, software and components
described in (or otherwise meeting the
specifications of) paragraphs (b)(1) or
(b)(3) of this section effective June 25,
2010, such items reviewed and classified
by BIS prior to June 25, 2010 are au-
thorized for export and reexport to eli-
gible end-users and destinations under
the applicable paragraph (b)(1) or (b)(3)
of this license exception using the
CCATS previously issued by BIS, with-
out any encryption registration (i.e.,
the information described in Supple-
ment No. 5 to part 742 of the EAR), new
classification by BIS, self-classifica-
tion reporting (i.e., the information de-
scribed in Supplement No. 8 to part 742
of the EAR), or semi-annual sales re-
porting required under section 740.17(e)
provided the cryptographic
functionality of the item has not
changed. See paragraph (d)(1)(iii) of
this section regarding changes in
encryption functionality following a
previous classification.

(2) Items described in paragraph (b)(2)
of this section—(i) Commodities, software
and components described in paragraph
(b)(2)(i) of this section. For encryption
commodities, software and components
described in (or otherwise meeting the
specifications of) paragraph (b)(2)(i) of
this section effective June 25, 2010,
such items reviewed and classified by
BIS prior to June 25, 2010 are author-
ized for export and reexport to eligible
end-users and destinations under para-
graph (b)(2) of this license exception
using the CCATS previously issued by
BIS, without any encryption registra-
tion (i.e., the information described in
Supplement No. 5 to part 742 of the
EAR) and new classification by BIS,
provided the previous CCATS estab-
lished License Exception ENC
§740.17(b)(2) treatment for the item and
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the cryptographic functionality of the
item has not changed. See paragraph
(d)(1)({dii) of this section regarding
changes in encryption functionality
following a previous classification. An
encryption registration and updated
classification must be submitted to
BIS for items described in paragraph
(b)(2)(1) of this section effective June
25, 2010 if the items were not previously
classified under §740.17(b)(2), even if
the cryptographic functionality has
not changed.

(ii) Cryptoanalytic items, open cryp-
tographic interface items, and encryption
technology. For items described in (or
otherwise meeting the specifications
of) paragraphs (b)(2)(ii), (b)(2)(iii) or
(b)(2)(iv) of this section effective June
25, 2010, such items reviewed and classi-
fied by BIS prior to June 25, 2010 are
authorized for export and reexport to
eligible end-users and destinations
under paragraph (b)(2) of this license
exception using the CCATS previously
issued by BIS, without any encryption
registration (i.e., the information de-
scribed in Supplement No. 5 to part 742
of the EAR), new classification by BIS,
or self-classification reporting (i.e., the
information described in Supplement
No. 8 to part 742 of the EAR), provided
the cryptographic functionality of the
item has not changed. See paragraph
(d)(1)({dii) of this section regarding
changes in encryption functionality
following a previous classification.

[75 FR 36490, June 25, 2010, as amended at 75
FR 43820, July 27, 2010; 76 FR 29619, May 20,
2011; 78 FR 13469, Feb. 28, 2013]

§740.18 Agricultural
(AGR).

(a) Eligibility requirements. License
Exception AGR permits the export of
agricultural commodities to Cuba, as
well as the reexport of U.S. origin agri-
cultural commodities to Cuba, pro-
vided your transaction meets all of the
following criteria:

(1) The commodity meets the defini-
tion of ‘‘agricultural commodities” in
part 772 of the EAR;

(2) The commodity is EAR99. You
must have an official commodity clas-
sification of EAR99 from BIS for fer-
tilizers, western red cedar and live
horses before you submit a notification
under this license exception. See §748.3

commodities
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of the EAR for information on how to
submit a commodity classification re-
quest;

(3) The export or reexport is made
pursuant to a written contract, except
for donations and commercial samples
which are not subject to this contract
requirement;

(4) The export or reexport is made
within 12 months of the signing of the
contract or within 12 months of notifi-
cation that no objections were raised
(if no contract is required). In the case
of multiple partial shipments, all such
shipments must be made within the 12
months of the signing of the contract
or within 12 months of notification
that no objections were raised (if no
contract is required); and

(5) You notify BIS prior to exporting
or reexporting according to the proce-
dures set forth in paragraph (c) of this
section. If you intend to engage in mul-
tiple shipments during the one-year pe-
riod after the signing of the contract,
you need only notify BIS prior to the
first shipment.

(b) Restrictions. (1) No export or reex-
port to any individual or entity des-
ignated as a Specially Designated Ter-
rorist or Foreign Terrorist Organiza-
tion may be made under License Ex-
ception AGR (see part 744 of the EAR).

(2) No export or reexport to or for use
in biological, chemical, nuclear war-
fare or missile proliferation activities
may be made under License Exception
AGR (see part 744 of the EAR).

(3) No U.S.-owned or controlled for-
eign firm may export from abroad to
Cuba a foreign produced agricultural
commodity containing more than 10%
U.S.-origin content. Such U.S.-owned
or controlled foreign firms require a
specific license from BIS as well as the
Department of the Treasury’s Office of
Foreign Assets Control (OFAC). Trans-
actions not subject to the EAR (under
10% U.S.-origin content) require a li-
cense from OFAC.

(c) Prior notification—(1) General re-
quirement. You must notify BIS prior to
any export or reexport (or prior to the
first of multiple shipments) under Li-
cense Exception AGR.

(2) Procedures. You must provide
prior notification of exports and reex-
ports under License Exception AGR by
submitting a completed application in

§740.18

accordance with §748.1 of the EAR. The
following blocks must be completed, as
appropriate: Blocks 1, 2, 3, 4, 5 (by
marking box 5 ‘“‘Other’’), 14, 16, 17, 18,
19, 21, 22 (a), (e), (D), (2), (h), (1), (), 23,
and 25 according to the instructions de-
scribed in Supplement No. 1 to part 748
of the EAR. If your commodity is fer-
tilizer, western red cedar or live horses,
you must confirm that BIS has pre-
viously classified your commodity as
EAR99 by placing the Commodity Clas-
sification Automatic Tracking System
(CCATS) number in Block 22(d). BIS
will not initiate the registration of an
AGR notification unless the applica-
tion is complete.

(3) Action by BIS. Within two business
days of the registration of the AGR no-
tification, BIS will refer the notifica-
tion for interagency review, or if nec-
essary return the notification without
action (e.g., if the information pro-
vided is incomplete). Registration is
defined as the point at which the noti-
fication is entered into BIS’s electronic
system.

(4) Review by other departments or
agencies. The Departments of Defense,
State, and other agencies, as appro-
priate, may review the AGR notifica-
tion. BIS must receive department or
agency objections within nine business
days of the referral. Unlike the provi-
sions described in §750.4(b) of the EAR,
there are no provisions for stopping the
processing time of the AGR notifica-
tion. If, within 11 business days after
the date of registration, any reviewing
agency provides a written objection
that the recipient may promote inter-
national terrorism or the transaction
raises nonproliferation concerns, you
may not use License Exception AGR.
In such cases, BIS will notify you that
a license is required for the export or
reexport. BIS will then process the
AGR notification as a license applica-
tion in accordance with the provisions
described in §750.4 of the EAR, and the
licensing policies set forth in the EAR.
At this time, BIS may request addi-
tional information. When BIS confirms
that no agency has raised an objection
within eleven business days (as de-
scribed in paragraph (c)(6) of this sec-
tion), you may proceed with the trans-
action provided that you satisfy all
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other requirements of License Excep-
tion AGR, including the requirement
to have a written contract prior to any
shipment (unless a donation or com-
mercial sample). (Note that the fact
that you have been advised that no
agency has objected to the transaction
does not exempt you from other licens-
ing requirements under the EAR, such
as those based on knowledge of a pro-
hibited end-use or end-user as ref-
erenced in general prohibition five
(part 736 of the EAR) and set forth in
part 744 of the EAR.)

(5) Status of pending AGR notification
requests. You must contact BIS’s Sys-
tem for Tracking Export License Ap-
plications (STELA) (https://
snapr.bis.doc.gov /stela) for status of
your pending AGR notification or
verify the status in BIS’s Simplified
Network Applications Processing Rede-
sign (SNAP-R) System. STELA will
provide the date of registration of the
AGR notification. If no department or
agency objection is raised within 11
business days, STELA will, on the
twelfth business day following the date
of registration, provide you with con-
firmation of that fact. You may not
proceed with your shipment unless you
confirm with either STELA or SNAP-R
that no objection has been raised. If an
objection is raised, STELA and SNAP-
R will indicate that a license is re-
quired. The AGR notification will then
be processed as a license application.
In addition, BIS may provide notice of
an objection by telephone, fax, courier
service, or other means.

(d) Donations. (1) Donations of agri-
cultural commodities are eligible for
export and reexport to Cuba under Li-
cense Exception AGR, provided the
transaction meets the requirements
and procedures of this license excep-
tion (except the written contract re-
quirement).

(2) Donations of food items to non-
governmental organizations (NGOs)
and individuals in Cuba may also be el-
igible for License Exception GFT. See
§740.12 for eligibility requirements of
gift parcels and humanitarian dona-
tions under License Exception GFT.

[66 FR 36681, July 12, 2001, as amended at 73
FR 49329, Aug. 21, 2008; 75 FR 17054, Apr. 5,
2010; 75 FR 31681, June 4, 2010]
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§740.19 Consumer
Devices (CCD).

(a) Authorization. This License Excep-
tion authorizes the export or reexport
of commodities and software described
in paragraph (b) to Cuba subject to the
conditions in paragraphs (¢) and (d) of
this section. This section does not au-
thorize U.S.-owned or -controlled enti-
ties in third countries to engage in re-
exports of foreign produced commod-
ities to Cuba for which no license
would be issued by the Treasury De-
partment pursuant to 31 CFR 515.559.
Cuba is the only eligible destination
under this License Exception.

(b) Eligible Commodities and Software.
Commodities and software eligible for
export or reexport under this section
are:

(1) Computers designated EAR99 or
classified under Export Control Classi-
fication Number (ECCN) 4A994.b that
do not exceed an adjusted peak per-
formance of 0.02 weighted teraflops;

(2) Disk drives and solid state storage
equipment classified under ECCN 5A992
or designated EAR99;

(3) Input/output control units (other
than industrial controllers designed for
chemical processing) designated
EAR99;

(4) Graphics accelerators and graph-
ics coprocessors designated EAR99;

(5) Monitors classified under ECCN
5A992 or designated EAR99;

(6) Printers classified under ECCN
5A992 or designated EAR99;

(7) Modems classified under ECCNs
5A991.b.2, or HA992 or designated
EAR99;

(8) Network access controllers and
communications channel controllers
classified under ECCN 5A991.b.4 or des-
ignated EAR99;

(9) Keyboards, mice and similar de-
vices designated EAR99;

(10) Mobile phones, including cellular
and satellite telephones, personal dig-
ital assistants, and subscriber informa-
tion module (SIM) cards and similar
devices classified under ECCNs 5A992 or
5A991 or designated EAR99;

(11) Memory devices classified under
ECCN 5A992 or designated EAR99;

(12) “‘Information security’” equip-
ment, ‘‘software” (except ‘‘encryption
source code’’) and peripherals classified

Communications
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under ECCNs 5A992 or 5D992 or des-
ignated EAR99;

(13) Digital cameras and memory
cards classified under ECCN 5A992 or
designated EAR99;

(14) Television and radio receivers
classified under ECCN 5A992 or des-
ignated EAR99;

(156) Recording devices classified
under KECCN 5A992 or designated
EAR99;

(16) Batteries, chargers, carrying

cases and accessories for the equipment
described in this paragraph that are
designated EAR99; and

(17) “‘Software’” (except ‘‘encryption
source code’’) classified under ECCNs
4D994, 5D991 or 5D992 or designated
EAR99 to be used for equipment de-
scribed in this paragraph (b).

(c) Donation requirement. This License
Exception authorizes the export or re-
export of eligible commodities and
software that will be donated by the
exporter or reexporter to an eligible
end-user or to eligible end-users free of
charge. The payment by an end-user of
any handling charges arising within
the importing country or any charges
levied by the government of the im-
porting country shall not be considered
a charge for purposes of this paragraph.

(d) Eligible end-users—(1) Organiza-
tions. This License Exception may be
used to export or reexport eligible com-
modities and software to and for the
use of independent non-governmental
organizations. The Cuban Government
or the Cuban Communist Party and or-
ganizations they administer or control
are not eligible end-users.

(2) Individuals. This License Excep-
tion may be used to export eligible
commodities and software to and for
the use of individuals other than the
following officials of the Cuban Gov-
ernment and Cuban Communist Party:

(1) Imeligible Cuban Government Offi-
cials. Ministers and vice-ministers;
members of the Council of State; mem-
bers of the Council of Ministers; mem-
bers and employees of the National As-
sembly of People’s Power; members of
any provincial assembly; local sector
chiefs of the Committees for the De-
fense of the Revolution; Director Gen-
erals and sub-Director Generals and
higher of all Cuban ministries and
state agencies; employees of the Min-
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istry of the Interior (MININT); employ-
ees of the Ministry of Defense
(MINFAR); secretaries and first secre-
taries of the Confederation of Labor of
Cuba (CTC) and its component unions;
chief editors, editors and deputy edi-
tors of Cuban state-run media organi-
zations and programs, including news-
papers, television, and radio; or mem-
bers and employees of the Supreme
Court (Tribuno Supremo Nacional).

(i1) Imeligible Cuban Communist Party
Officials. Members of the Politburo; the
Central Committee; Department Heads
of the Central Committee; employees
of the Central Committee; and the sec-
retaries and first secretaries of provin-
cial Party central committees.

[74 FR 45989, Sept. 8, 2009]

§740.20 License Exception Strategic
Trade Authorization (STA).

(a) Introduction. This section author-
izes exports, reexports, and transfers
(in-country), including releases within
a single country of software source
code and technology to foreign nation-
als, in lieu of a license that would oth-
erwise be required pursuant to part 742
of the EAR.

(b) Requirements and Limitations—(1)
Requirements for Using License Exception
STA. (i) All of the reasons for control
that impose a part 742 license require-
ment on the export, reexport or in coun-
try transfer must be addressed in at
least one authorizing paragraph of this
section.

(ii) The party using License Excep-
tion STA must comply with all of the
requirements in paragraph (d) of this
section.

(2) Limitations on Use of License Excep-
tion STA. The prohibitions and limits of
this paragraph (b)(2) apply notwith-
standing the authorizations in para-
graph (c) of this section.

(i) License Exception STA may not
be used in lieu of any license require-
ment imposed by ‘‘Part 744—Control
Policy: End User and End Use Based”
or by ‘“‘Part 746—Embargoes and Other
Special Controls” of the EAR.

(ii) License Exception STA may not
be used for any item controlled under
ECCNs 0A981, 0A982, 0A983, 0A985 or
0E982.

(iii) License Exception STA may not
be used for any item that is controlled
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for reason of encryption items (EI),
short supply (SS), surreptitious listen-
ing (SL), missile technology (MT) or
chemical weapons (CW).

(iv) License Exception STA may not
be used for any item identified on the
CCL as being subject to the exclusive
export control jurisdiction of another
agency, such as the Department of
State, the Department of Energy, or
the Nuclear Regulatory Commission.

(v) License Exception STA may not
be used for any item controlled by
ECCN 1C351.a, .b, .c, d.11, .d.12 or .e,
ECCNs 1C3562, 1C353, 1C354, 1E001 (i.e.,
for technology, as specified in ECCN
1E001, for items controlled by ECCN
1C351.a, .b, .c, .d.11, .d.12 or .e or ECCNs
1C352, 1C353, or 1C354) or ECCN 1E351.

(vi) Toxins controlled by ECCN
1C351.d.1 through 1C351.4.10 and
1C3561.d.13 through 1C351.d.19 are au-
thorized under License Exception STA
to destinations indicated in Country
Group A:5 (See Supplement No.l1 to this
part), subject to the following limits.
For purposes of this paragraph, all
such toxins that are sent from one ex-
porter, reexporter or transferor to a
single end-user, on the same day, con-
stitute one shipment.

(A) The maximum amount of any one
toxin in any one shipment may not ex-
ceed 100 milligrams.

(B) No exporter, reexporter or trans-
feror may send more than six ship-
ments of any one toxin to any one end
user in a single calendar year.

(vii) Commerce Control List Cat-
egory 7 limitation on use of License
Exception STA. License Exception STA
may not be used for TE004 ‘‘tech-
nology,” except for ‘‘technology’ con-
trolled under 7TE004.a.7.

(viii) Commerce Control List Cat-
egory 9 limitations on use of License
Exception STA.

(A) License Exception STA may not
be used for 9D001 or 9D002 ‘‘software’
that is specially designed or modified
for the ‘‘development’ or ‘“‘production”
of:

(I) Components of engines controlled
by ECCN 9A001 if such components in-
corporate any of the ‘‘technologies”
controlled by 9E003.a.1, 9E003.a.2,
9E003.a.3, 9E003.a.4, 9E003.a.5, 9E003.c,
9E003.i (other than technology for fan
or power turbines), 9E003.h; or
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(2) Equipment controlled by 9B001.

(B) License Exception STA may not
be used for 9D001 ‘‘software” that is
specially designed or modified for the
“‘development” of ‘‘technology’ con-
trolled by 9E003.a.1, 9E003.a.2, 9E003.a.3,
9E003.a.4, 9E003.a.5, 9E003.c, 9E003.i
(other than technology for fan or power
turbines) or 9E003.h.

(C) License Exception STA may not
be used for 9D004.f or 9D004.g ‘‘soft-
ware’’.

(D) License Exception STA may not
be used for 9E001 ‘‘technology’’ accord-
ing to the General Technology Note for
the ‘‘development’ of 9A001.b engines
or components of engines controlled by

9A001.b if such components incor-
porate:
(I) Any of the ‘‘technologies’ con-

trolled by 9E003.a.1, 9E003.a.2, 9E003.a.3,
9E003.a.4, 9E003.a.5, 9E003.c, 9E003.i
(other than technology for fan or power
turbines) or 9E003.h;

(2) Any of the 9D001 or 9D002 software
in paragraphs (b)(2)(viii)(A) or (B) of
this section.

(E) License Exception STA may not
be used for 9E002 ‘‘technology’ accord-
ing to the General Technology Note for
the ‘“‘production’ of components of en-
gines controlled by 9A001.b if such com-
ponents incorporate any of the ‘‘tech-
nologies” controlled by 9E003.a.1,
9E003.2.2, 9E003.a.3, 9E003.a.4, 9E003.a.5,
9E003.c, 9E003.i (other than technology
for fan or power turbines) 9E003.h.

(F) License Exception STA may not
be used for ‘‘technology’” in 9E003.a.1,
9E003.a.2, 9E003.a.3, 9E003.a.4, 9E003.a.5,
9E003.c, 9E003.i (other than technology
for fan or power turbines) 9E003.h.

(ix) [Reserved]

(x) License Exception STA may not
be used for any commodity controlled
by ECCNs 6A002.a.2, a.3.a, a.3.b, a.3.g or
.c, or any related ‘‘technology’ con-
trolled by 6E001 or 6E002.

(xi) License Exception STA may not
be used for any commodity controlled
by ECCN 3A001.b.2 or b.3 (except those
that are being exported or reexported
for use in civil telecommunications ap-
plications), or any ‘‘technology’ con-
trolled by 3E001 for the ‘‘production”
or ‘‘development’ of commodities con-
trolled by 3A001.b.2 or b.3.
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(3) Limitations on the Use of STA that
are Specific to ‘600 series’’ Items. (i) Li-
cense Exception STA may not be used
for any ‘600 series’ items identified in
the relevant ECCN as not being eligible
for STA.

(ii) License Exception STA may be
used to export, reexport, and transfer
(in-country) ‘600 series’ items to per-
sons, whether non-governmental or
governmental, if they are in and, for
natural persons, nationals of a country
listed in Country Group A:5 (See Sup-
plement No.1 to part 740 of the EAR) or
the United States and if:

(A) The ultimate end user for such
items is the armed forces, police, para-
military, law enforcement, customs,
correctional, fire, or a search and res-
cue agency of a government of one of
the countries listed in Country Group
A:5, or the United States Government;

(B) For the ‘‘development,” ‘“‘produc-
tion,” operation, installation, mainte-
nance, repair, overhaul, or refurbishing
of an item in one of the countries listed
in Country Group A:5 or the United
States that will be for one, or more, of
the following purposes:

(I) Ultimately to be used by any such
government agencies in one of the
countries listed in Country Group A:5
or the United States Government; or

(2) Sent to a person in the United
States and not for subsequent export
under §740.9(b)(1) (License Exception
TMP for items moving in transit
through the United States); or

(C) The United States Government
has otherwise authorized the ultimate
end use, the license or other authoriza-
tion is in effect, and the consignee
verifies in writing that such authoriza-
tion exists and has provided the license
or other approval identifier to the ex-
porter, reexporter or transferor (as ap-
plicable).

(iii) License Exception STA may not
be used to export, reexport, or transfer
(in-country) end items described in
ECCN 0A606.a, ECCN 8A609.a, ECCN
8A620.a or .b, or ECCN 9A610.a until
after BIS has approved their export
under STA under the procedures set
out in §740.20(g).

(iv) License Exception STA may not
be used to export, reexport, or transfer
(in-country) ‘600 series’ items if they
are ‘600 Series Major Defense Equip-
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ment” and the value of such items in
the contract requiring their export ex-
ceeds $25,000,000.

(c) Authorizing paragraphs—(1) Mul-
tiple reasons for control. Exports, reex-
ports, and transfers (in-country) in
which the only applicable reason(s) for
control is (are) national security (NS);
chemical or biological weapons (CB);
nuclear nonproliferation (NP); regional
stability (RS); crime control (CC), and/
or significant items (SI) are authorized
for destinations in or nationals of
Country Group A:5 (See Supplement
No.1 to part 740 of the EAR).

NOTE TO PARAGRAPH (c)(1). License Ezxcep-
tion STA under §740.20(c)(1) may be used to au-
thorize the export, reexport, or transfer (in-
country) of ‘600 series’ items only if the pur-
chaser, intermediate consignee, ultimate con-
signee, and end user have previously been ap-
proved on a license or other approval, i.e., Di-
rectorate of Defense Trade Controls (DDTC)
Manufacturing License Agreement (MLA),
Technical Assistance Agreement (TAA), Ware-
house Distribution Agreement (WDA), or Gen-
eral Correspondence approval (GC) issued by
BIS or DDTC at the U.S. Department of State.

(2) Controls of lesser sensitivity. BEx-
ports, reexports and transfers (in-coun-
try) in which the only applicable rea-
son for control is national security
(NS) and the item being exported, reex-
ported or transferred (in-country) is
not designated in the STA paragraph in
the License Exception section of the
ECCN that lists the item are author-
ized for destinations in or nationals of
Country Group A:6 (See Supplement
No.1 to this part).

(d) Conditions—(1) Requirement to fur-
nish Export Control Classification Num-
ber. (i) The exporter must furnish to
the consignee the ECCN of each item to
be shipped pursuant to this section.
Once furnished to a particular con-
signee, the ECCN that applies to any
item need not be refurnished to that
consignee at the time the same ex-
porter makes an additional shipment of
the same item, if the information re-
mains accurate at the time of the addi-
tional shipment.

(ii) A reexporter or transferor must
furnish to subsequent consignees the
ECCN, provided by the exporter or a
prior reexporter or transferor, of each
item to be shipped pursuant to this sec-
tion. Once furnished to a particular
consignee, the ECCN that applies to
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any item need not be refurnished to
that consignee at the time the same re-
exporter or transferor makes an addi-
tional shipment of the same item, if
the information remains accurate at
the time of the additional shipment.

(iii) For purposes of determining re-
export or transfer eligibility under this
section, the consignee may rely on the
ECCN provided to it by the party re-
quired to furnish the ECCN under para-
graph (d)(1)(i) or (ii) of this section un-
less the consignee knows that the
ECCN is incorrect or has changed. The
word ‘“‘knows’ has the same meaning
as the term ‘‘knowledge’” in §772.1 of
the EAR.

(2) Prior Consignee Statement. The re-
quirements in this paragraph (d)(2)
apply to each party using License Ex-
ception STA to export, reexport or
transfer (in-country), including re-
exporters and transferors of items pre-
viously received under License Excep-
tion STA. The exporter, reexporter and
transferor must obtain the following
statement in writing from its con-
signee prior to shipping the item and
must retain the statement in accord-
ance with part 762 of the EAR. One
statement may be used for multiple
shipments of the same items between
the same parties so long as the party
names, the description(s) of the
item(s), and the ECCNs are correct.
The exporter, reexporter, and trans-
feror must maintain a log or other
record that identifies each shipment
made pursuant to this section and the
specific consignee statement that is as-
sociated with each shipment. Para-
graphs (d)(2)(i) through (v) of this sec-
tion are required for all transactions.
In addition, paragraph (d)(2)(vi) is re-
quired for all transactions in ‘600 se-
ries’”’ items and paragraph (vii) of this
section is required for transactions in
“600 series” items if the consignee is
not the government of a country listed
in Country Group A:5 (See Supplement
No. 1 to part 740 of the EAR). Para-
graphs (d)(2)(i) through (vi) of this sec-
tion are required for all transactions.
In addition, paragraph (d)(2)(vii) is re-
quired for all transactions in ‘600 se-
ries’”’ items and paragraph (viii) of this
section is required for transactions in
“600 series” items if the consignee is
not the government of a country listed

15 CFR Ch. VII (1-1-15 Edition)

in Country Group A:5 (See supplement
No. 1 to part 740 of the EAR). Para-
graph (d)(2)(viii) is also required for
transactions including 9x515 items.

[INSERT NAME OF CONSIGNEE]:

(i) Is aware that [INSERT DESCRIP-
TION AND APPLICABLE ECCNS OF
ITEMS TO BE SHIPPED] will be
shipped pursuant to License Exception
Strategic Trade Authorization (STA)
in §740.20 of the United States Export
Administration Regulations (15 CFR
740.20);

(ii) Has been informed of the ECCNs
noted above by [INSERT NAME OF
EXPORTER, REEXPORTER OR
TRANSFEROR];

(iii) Understands that items shipped
pursuant to License Exception STA
may not subsequently be reexported
pursuant to paragraphs (a) or (b) of Li-
cense Exception APR (15 CFR 740.16(a)
or (b));

(iv) Agrees to obtain a prior con-
signee statement when using License
Exception STA for any reexport or
transfer (in-country) of items pre-
viously received under License Excep-
tion STA;

(v) Agrees not to export, reexport or
transfer these items to any destina-
tion, use or user prohibited by the
United States Export Administration
Regulations;

(vi) Agrees to provide copies of this
document and all other export, reex-
port or transfer records (i.e., the docu-
ments described in 15 CFR part 762) rel-
evant to the items referenced in this
statement to the U.S. Government as
set forth in 15 CFR 762.7;

(vii) Understands that License Excep-
tion STA may be used to export, reex-
port, and transfer (in-country) ‘600 se-
ries”’ items to persons, whether non-
governmental or governmental, only if
they are in and, for natural persons,
nationals of a country listed in Coun-
try Group A:5 (See Supplement No.l to
part 740 of the EAR) or the United
States and if:

(A) The ultimate end user for such
items is the armed forces, police, para-
military, law enforcement, customs,
correctional, fire, or a search and res-
cue agency of a government of one of
the countries listed in Country Group
A:5 or the United States Government;
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(B) For the ‘‘development,” ‘“‘produc-
tion,” operation, installation, mainte-
nance, repair, overhaul, or refurbishing
of an item in one of the countries listed
in Country Group A:5 or the United
States that will be for one, or more, of
the following purposes:

(1) Ultimately to be used by any such
government agencies in one of the
countries listed in Country Group A:5
or the United States Government; or

(2) Sent to a person in the United
States and not for subsequent export
under §740.9(b)(1) (License Exception
TMP for items moving in transit
through the United States); or

(C) The United States Government
has otherwise authorized the ultimate
end use, the license or other authoriza-
tion is in effect, and the consignee
verifies in writing that such authoriza-
tion exists and has provided the license
or other approval identifier to the ex-
porter, reexporter or transferor (as ap-
plicable).

(viii) Agrees to permit a U.S. Govern-
ment end-use check with respect to the
items.

[INSERT NAME AND TITLE OF PERSON
SIGNING THIS DOCUMENT, AND DATE
DOCUMENT IS SIGNED].

(3) Notification to consignee of STA
shipment. With each shipment under Li-
cense Exception STA, the exporter (or
reexporter or transferor as applicable),
must notify the consignee in writing
that the shipment is made pursuant to
License Exception STA. The notice
must either specify which items are
subject to License Exception STA or
state that the entire shipment is made
pursuant to License Exception STA.
The notice must clearly identify the
shipment to which it applies. The writ-
ten notice may be conveyed by paper
documents or by electronic methods
such as facsimile or email.

(4) Requirements for releases of software
source code or technology within a single
country. Instead of the requirement of
paragraphs (d)(1) through (d)(3) of this
section, the party releasing software
source code or technology to a national
of a country listed in Country Group
A:b or A:6 (See Supplement No.1 to this
part) must notify the recipient of the
software source code or technology of
the restrictions upon further release of
the software source code or technology.

§740.20

The notification must either expressly
inform the recipient that the EAR im-
pose limits on further disclosure or
must be in the form of an agreement in
which the recipient agrees to limits on
further disclosure. Any such agreement
must impose limits that are equivalent
to or more restrictive than all limits
on further disclosure that are imposed
by the EAR. The notification must be
in writing and a copy of it must be re-
tained by the party making the release
and the recipient of the release. The
notification may be in a separate docu-
ment or included in a document such
as a contract or a nondisclosure agree-
ment. If the document has an expira-
tion date, it must provide that the re-
strictions on disclosure do not expire.

(e) Limitation on subsequent exports,
reexports or in country transfers. If a
commodity has been exported, reex-
ported or transferred in-country pursu-
ant to this section, it may not be sub-
sequently exported, reexported or
transferred in-country pursuant to
paragraphs (a) or (b) of License Excep-
tion APR (§740.16(a) or (b) of the EAR).
Paragraphs (a) and (b) of License Ex-
ception APR do not authorize exports
of software or technology.

(f) Applicability of Wassenaar Arrange-
ment reporting requirements. See §743.1
of the EAR for special reporting re-
quirements that apply to some exports
made pursuant to this section.

(g) License Exception STA eligibility re-
quests for 9x515 and ‘600 series” end
items—(1) Applicabdility. Any person may
request License Exception STA eligi-
bility for end items described in ECCN
0A606.a, ECCN 8A609.a, ECCN 8A620.a or
.b, or ECCN 9A610.a or spacecraft de-
scribed in 9A515.a that provide space-
based logistics, assembly or servicing
of any spacecraft (e.g., refueling).

(2) Required information and manner of
requests. Requests for License Excep-
tion STA eligibility must be made via
the BIS Simplified Network Applica-
tion Process—-Redesign(SNAP-R) sys-
tem unless BIS authorizes submission
via the paper BIS-748-P Multipurpose
Application form. For situations in
which BIS 748-P submissions may be
authorized, see §748.1(d)(1). For re-
quired information specific to License
Exception STA eligibility requests, see
Supplement No. 1 to part 748, Blocks 5
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and 6 and Supplement No. 2 to part 748,
paragraph (w). In SNAP-R the work
type for these applications is ‘‘Export.”

(3) Timeline for USG review. The De-
partments of Commerce, Defense and
State will review License Exception
STA eligibility requests in accordance
with the timelines set forth in Execu-
tive Order 12981 and §750.4. If the Li-
cense Exception STA request is ap-
proved, the process outlined in para-
graph (g)(5)(1) of this section is fol-
lowed.

(4) Review criteria. The Departments
of Commerce, Defense and State will
determine whether the ‘“‘end item” is
eligible for this license exception based
on an assessment of whether it pro-
vides a critical military or intelligence
advantage to the United States or is
otherwise available in countries that
are not regime partners or close allies.
If the ‘“‘end item’ does not provide a
critical military or intelligence advan-
tage to the United States or is other-
wise available in countries that are not
regime partners or close allies, the De-
partments will determine that License
Exception STA is available unless an
overarching foreign policy rationale
for restricting STA availability can be
articulated. Consensus among the De-
partments is required in order for an
“end item” to be eligible for License
Exception STA. Such determinations
are made by the departments’ rep-
resentatives to the Advisory Com-
mittee on Export Policy (ACEP), or
their designees.

(5) Disposition of License Exception
STA eligibility requests—(i) Approvals. If

15 CFR Ch. VII (1-1-15 Edition)

the request for STA eligibility is ap-
proved, the applicant will receive noti-
fication from BIS authorizing the use
of the additional License Exception
STA for the specific end items re-
quested. This will be in the form of a
notice generated by SNAP-R to the ap-
plicant. Applicants who receive an ap-
proval notification may share it with
companies affiliated with them, such
as a branch or distributor, and may
also take steps to make it public (e.g.,
on their Web site) if the applicants so
wish. In addition, BIS will add a de-
scription of the approved end item in
the relevant ECCN and in an online
table posted on the BIS Web site, which
removes the restriction on the use of
License Exception STA for the end
item identified in the approved re-
quest. BIS will publish, as needed, a
final rule adding this license exception
eligibility to the EAR for that ECCN
entry or end item.

(ii) Denials. If the STA eligibility re-
quest is not approved, the applicant
will receive written notification from
BIS. This will be in the form of a no-
tice generated by SNAP-R to the appli-
cant. Applicants may re-submit STA
eligibility requests at any time.

[76 FR 35287, June 16, 2011, as amended at 76
FR 56101, Sept. 12, 2011; 77 FR 1018, Jan. 9,
2012; 77 FR 39368, July 2, 2012; 78 FR 22718,
Apr. 16, 2013; 78 FR 33695, June 5, 2013; 78 FR
42434, July 16, 2013; 78 FR 40911, July 8, 2013;
79 FR 27436, May 13, 2014; 79 FR 32624, June 5,
2014; 79 FR 45296, Aug. 4, 2014; 79 FR 48661,
Aug. 18, 2014; 79 FR 76872, Dec. 23, 2014; 79 FR
77866, Dec. 29, 2014]

SUPPLEMENT NO. 1 TO PART 740—COUNTRY GROUPS

COUNTRY GROUP A

A:2
N[Iissi}e . [A:4]
tech- [A:3] Nuclear
Country [A:1] nology Australia sup- [A:5] [A:6]
control group pliers
regime group
AlDANIA . | e | e | s | e | e X
Argentina ... X X X X
Australia ..... X X X X
AUSEIIA T Lo . X X X X
Belarus ....... JRUUSURUORORN EPRUTIRTN EPUTRPN X ]
Belgium .. X X X X X
Brazil . . X ] X ]
Bulgaria .. X X X X
Canada ........ X X X X
Croatia ...ccooveveiiiiieiicese e | s | e X X X
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COUNTRY GRouP A—Continued

[A:2] A
ot _ Missile | [ag). NLcIe_]ar . _
ry [A:1] nolo Australia sup [A:5] [A:6]
)
control group pliers
regime group
Cyprus ....... FE OSSPSR PRPYSTURURPRUUURI IVRPRPRUTOT ISVPTROR X X ]
Czech Republic .............. X X X X
Denmark ..... X X X X
Estonia ....... . X X X
Finland* .. e R X X X
France ........ X X X X
Germany . X X X X
Greece ........ . X X X X
Hong Kong 1 et | e | s | s | e | e X
Hungary ...... X X X
Iceland . X X X
India | v | X e | s | e X
Ireland ... e ————— X X X
ISTAI .t niees | eevnesnenienne | seeeeenrenes | enveereiens | eeesenieenes | reseneees X
Italy .. X X X X
Japan ......... X X X X
Kazakhstan ... | s | e | e X |
Korea, South ..o X X X X
Latvia ......... X X X
Lithuania .... o X X X
Luxembourg . X X X X X
Malta ........... JO RPN IR X X | X
Mexico ....... R R P X X
Netherlands X X X X
New Zealand™ ............ R IR X X X
Norway . X X X X
Poland . . X X X
Portugal X X X
ROMANIA ... | e | e X X
Russia . . X X
Serbia ........ X
SINGAPOIE ...ttt | s | e | e X
Slovakia ......
Slovenia ...... X X
South Africa X | X | X
Spain .......... . X X X X
Sweden’ . e X X X X
Switzerland e X X X X
TAIWAN ettt sne e nnenns | resnesnenens | eeveennenene | evesieeseenes | eesesieninens | esresenieens X
Turkey . . X X X X
Ukraine ....... X X X
United Kingdom .............. X X X
United States X X X |
1 Cooperating Countries.
COUNTRY GROUP B—COUNTRIES Chad Dominican Republic
Afghanistan Benin Chile . Ecuador
Albania Bhutan Colombia Bgypt
Algeria Bolivia Comoros El Salvador
Andorra Bosnia & Congo (Democratic Equatorial Guinea
Angola Herzegovina Republic of the) Eritrea
Antigua and Barbuda Botswana Congo (Republic of Estonia
Argentina Brazil the) Ethiopia
Aruba Brunei Costa Rica Fiji
Australia Bulgaria Cote d’lvoire Finland
Austria Burkina Faso Croatia France
The Bahamas Burundi Curacao Gabon
Bahrain Cameroon Cyprus Gambia, The
Bangladesh Canada Czech Republic Germany
Barbados Cape Verde Denmark Ghana
Belgium Central African Djibouti Greece
Belize Republic Dominica Grenada
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Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kenya
Kiribati
Korea, South
Kosovo
Kuwait
Latvia
Lebanon
Lesotho
Liberia
Lithuania
Luxembourg
Macedonia, The
Former
Yugoslav Republic
of
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands
Mauritania
Mauritius
Mexico
Micronesia,
Federated
States of
Monaco
Montenegro
Morocco
Mozambique
Namibia
Nauru
Nepal
Netherlands
New Zealand
Nicaragua
Niger
Nigeria
Norway
Oman
Pakistan
Palau
Panama

Papua New Guinea

Paraguay

Peru

Philippines

Poland

Portugal

Qatar

Romania

Rwanda

Saint Kitts & Nevis

Saint Lucia

Saint Vincent and
the Grenadines

Samoa

San Marino

Sao Tome & Principe

Saudi Arabia

Senegal

Serbia

Seychelles

Sierra Leone

Singapore

Sint Maarten (the
Dutch two-fifths of
the island of Saint
Martin)

Slovakia

Slovenia

Solomon Islands

Somalia

South Africa

South Sudan,
Republic of

Spain

Sri Lanka

Surinam

Swaziland

Sweden

Switzerland

Taiwan

Tanzania

Thailand

Timor-Leste

Togo

Tonga

Trlnidad & Tobago

Tunisia

Turkey

Tuvalu

Uganda

United Arab
Emirates

United Kingdom

United States

Uruguay

Vanuatu

Vatican City

Venezuela

Western Sahara

Yemen

Zambia

Zimbabwe
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COUNTRY GROUP C [RESERVED]

COUNTRY GROUP D

Country

[D: 1]
Na-
tional
Secu-
rity

[D: 2]
Nu-
clear

[D: 3]
Chem-
ical &
Biologi-

[D: 4]
Missile
Tech-
nology

[D: 5]
u.s.
Arms
Embar-
goed
Coun-
tries?

Afghanistan
Armenia
Azerbaijan ..
Bahrain
Belarus
Burma ....
Cambodia ..
Central Afri-
can Re-
public
China
(PRC)
Congo
(Demo-
cratic Re-
public of)
Cote
d’lvoire ...
Cuba ...
Cyprus
Egypt ..
Eritrea .

Kazakhstan
Korea,
North
Kuwait
Kyrgyzstan
Laos
Lebanon ...
Liberia .
Libya ...
Macau .
Moldova .
Mongolia
Oman
Pakistan
Qatar ..
Russia ........
Saudi Ara-
bia
Somalia ..
Sri Lanka
Sudan

Tajikistan ...
Turkmenist-
an
Ukraine
United Arab
Emirates
Uzbekistan
Venezuela ..

XX XXX XXX

X

X
X

X
X
X

xX X XXX X

X X X X X X

X X X X
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COUNTRY GRouP D—Continued

[D: 5]
[D: 1] [D: 3] [D: 4] u.s.
Na- [D:2] | Chem- Missile Arms
Country tional Nu- ical & | “poop” | Embar-
Secu- clear | Biologi- nolo goed
rity cal 9y (tjqun1-
ries
Zimbabwe .. | ... | v | e | e X

1 Note to Country Group D:5: Countries subject to U.S.
arms embargoes are identified by the State Department
through notices published in the FEDERAL REGISTER. The list
of arms embargoed destinations in this paragraph is drawn
from 22 CFR §126.1 and State Department FEDERAL REG-
ISTER notices related to arms embargoes (compiled at http:/
www.pmddic.state.gov /embargoed _countries/index.html) and
will be amended when the State Department publishes subse-
quent notices. If there are any discrepancies between the list
of countries in this paragraph and the countries identified by
the State Department as subject to a U.S. arms embargo (in
the FEDERAL REGISTER), the State Department’s list of coun-
tries subject to U.S. arms embargoes shall be controlling.

COUNTRY GRoOUP E 1

[E:1] [E:2]
Terrorist Unilateral
supporting embargo
countries 2 ¢

Country

Cuba ...
Iran
Korea, North ...
Sudan ..
Syria ...

X X

1In addition to the controls maintained by the Bureau of In-
dustry and Security pursuant to the EAR, note that the De-
partment of the Treasury administers:

(a) A comprehensive embargo against Cuba, Iran, and
Sudan; and

(b) An embargo against certain persons, e.g., Specially
Designated Terrorists (SDT), Foreign Terrorist Organizations
(FTO), Specially Designated Global Terrorists (SDGT), and
Specially Designated Narcotics Traffickers (SDNT). Please
see part 744 of the EAR for controls maintained by the Bu-
reau of Industry and Security on these and other persons.

2The President made inapplicable with respect to Iraq pro-
visions of law that apply to countries that have supported
terrorism.

[61 FR 12768, Mar. 25, 1996]

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting Supplement No. 1 to Part
740, see the List of CFR Sections Affected,
which appears in the Finding Aids section of
the printed volume and at www.fdsys.gov.

SUPPLEMENT NO. 2 TO PART T40—ITEMS
THAT MAY BE DONATED TO MEET
Basic HUMAN NEEDS UNDER THE HU-
MANITARIAN LICENSE EXCEPTION

(a) Health

Equipment for the Handicapped
Hospital Supplies and Equipment
Laboratory Supplies and Equipment
Medical Supplies and Devices
Medicine-Processing Equipment
Medicines

Vitamins

Water Resources Equipment

Food

Pt. 740, Supp. 3

Agricultural Materials and Machinery Suit-
ed to Small-Scale Farming Operations

Agricultural Research and Testing Equip-
ment

Fertilizers

Fishing Equipment and Supplies Suited to
Small-Scale Fishing Operations
(b) Food

Insecticides

Pesticides

Seeds

Small-Scale Irrigation Equipment

Veterinary Medicines and Supplies
(c) Clothes and Household Goods

Bedding

Clothes

Cooking Utensils

Fabric

Personal Hygiene Items

Soap-Making Equipment

Weaving and Sewing Equipment
(d) Shelter

Building Materials
Hand Tools
(e) Education
Books
Individual School Supplies
School Furniture
Special Education Supplies and Equipment
for the Handicapped
(f) Basic Support Equipment and Supplies
Necessary To Operate and Administer the Dona-
tive Program
Audio-Visual Aids for Training
Generators
Office Supplies and Equipment

SUPPLEMENT NO. 3 TO PART 740—LI-
CENSE EXCEPTION ENC FAVORABLE
TREATMENT COUNTRIES

Austria Latvia
Australia Lithuania
Belgium Luxembourg
Bulgaria Malta
Canada Netherlands
Cyprus ) New Zealand
Czech .Repubhc Norway
Estonia Poland
Denmark

Finland Portugal
France Roman}a
Germany Slovakia
Greece Slovenia
Hungary Spain
Iceland Sweden
Ireland Switzerland
Italy Turkey
Japan United Kingdom

[69 FR 71363, Dec. 9, 2004, as amended at 73
FR 57507, Oct. 3, 2008]
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