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This summary may be maintained in a 
separate log. 

[67 FR 43400, June 27, 2002, as amended at 70 
FR 47108, Aug. 12, 2005] 

PART 543—MINIMUM INTERNAL 
CONTROL STANDARDS FOR 
CLASS II GAMING 

Sec. 
543.1 What does this part cover? 
543.2 What are the definitions for this part? 
543.3 How do tribal governments comply 

with this part? 
543.4 Does this part apply to small and char-

itable gaming operations? 
543.5 How does a gaming operation apply to 

use an alternate minimum standard from 
those set forth in this part? 

543.6–543.7 [Reserved] 
543.8 What are the minimum internal con-

trol standards for bingo? 
543.9 What are the minimum internal con-

trol standards for pull tabs? 
543.10 What are the minimum internal con-

trol standards for card games? 
543.11 [Reserved] 
543.12 What are the minimum internal con-

trol standards for gaming promotions 
and player tracking systems? 

543.13 What are the minimum internal con-
trol standards for complimentary serv-
ices or items? 

543.14 What are the minimum internal con-
trol standards for patron deposit ac-
counts and cashless systems? 

543.15 What are the minimum internal con-
trol standards for lines of credit? 

543.16 [Reserved] 
543.17 What are the minimum internal con-

trol standards for drop and count? 
543.18 What are the minimum internal con-

trol standards for the cage, vault, kiosk, 
cash and cash equivalents? 

543.19 [Reserved] 
543.20 What are the minimum internal con-

trol standards for information tech-
nology and information technology data? 

543.21 What are the minimum internal con-
trol standards for surveillance? 

543.22 [Reserved] 
543.23 What are the minimum internal con-

trol standards for audit and accounting? 
543.24 What are the minimum internal con-

trol standards for auditing revenue? 
543.25–543.49 [Reserved] 

AUTHORITY: 25 U.S.C. 2702(2), 2706(b)(1–4), 
2706(b)(10). 

SOURCE: 77 FR 58712, Sept. 21, 2012, unless 
otherwise noted. 

§ 543.1 What does this part cover? 

This part establishes the minimum 
internal control standards for the con-
duct of Class II games on Indian lands 
as defined in 25 U.S.C. 2701 et seq. 

§ 543.2 What are the definitions for 
this part? 

The definitions in this section apply 
to all sections of this part unless other-
wise noted. 

Accountability. All financial instru-
ments, receivables, and patron deposits 
constituting the total amount for 
which the bankroll custodian is respon-
sible at a given time. 

Agent. A person authorized by the 
gaming operation, as approved by the 
TGRA, to make decisions or perform 
assigned tasks or actions on behalf of 
the gaming operation. 

Automated payout. Payment issued by 
a machine. 

Cage. A secure work area within the 
gaming operation for cashiers, which 
may include a storage area for the 
gaming operation bankroll. 

Cash equivalents. Documents, finan-
cial instruments other than cash, or 
anything else of representative value 
to which the gaming operation has as-
signed a monetary value. A cash equiv-
alent includes, but is not limited to, 
tokens, chips, coupons, vouchers, pay-
out slips and tickets, and other items 
to which a gaming operation has as-
signed an exchange value. 

Cashless system. A system that per-
forms cashless transactions and main-
tains records of those cashless trans-
actions. 

Cashless transaction. A movement of 
funds electronically from one compo-
nent to another, such as to or from a 
patron deposit account. 

Chair. The Chair of the National In-
dian Gaming Commission. 

Class II gaming. Class II gaming has 
the same meaning as defined in 25 
U.S.C. 2703(7)(A). 

Class II gaming system. All compo-
nents, whether or not technologic aids 
in electronic, computer, mechanical, or 
other technologic form, that function 
together to aid the play of one or more 
Class II games, including accounting 
functions mandated by these regula-
tions or part 547 of this chapter. 
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Commission. The National Indian 
Gaming Commission, established by 
the Indian Gaming Regulatory Act, 25 
U.S.C. 2701 et seq. 

Complimentary services and items. 
Services and items provided to a pa-
tron at the discretion of an agent on 
behalf of the gaming operation or by a 
third party on behalf of the gaming op-
eration. Services and items may in-
clude, but are not limited to, travel, 
lodging, food, beverages, or entertain-
ment expenses. 

Count. The act of counting and re-
cording the drop and/or other funds. 
Also, the total funds counted for a par-
ticular game, player interface, shift, or 
other period. 

Count room. A secured room where 
the count is performed in which the 
cash and cash equivalents are counted. 

Coupon. A financial instrument of 
fixed wagering value, that can only be 
used to acquire non-cashable credits 
through interaction with a voucher 
system. This does not include instru-
ments such as printed advertising ma-
terial that cannot be validated directly 
by a voucher system. 

Currency cassette. A compartment 
that contains a specified denomination 
of currency. Currency cassettes are in-
serted into kiosks, allowing them to 
dispense currency. 

Dedicated camera. A video camera 
that continuously records a specific ac-
tivity. 

Drop box. A locked container in 
which cash or cash equivalents are 
placed at the time of a transaction, 
typically used in card games. 

Drop proceeds. The total amount of fi-
nancial instruments removed from 
drop boxes and financial instrument 
storage components. 

Exception report. A listing of occur-
rences, transactions or items that fall 
outside a predetermined range of ac-
ceptability. 

Financial instrument. Any tangible 
item of value tendered in Class II game 
play, including, but not limited to 
bills, coins, vouchers, and coupons. 

Financial instrument storage compo-
nent. Any component that stores finan-
cial instruments, such as a drop box, 
but typically used in connection with 
player interfaces. 

Gaming promotion. Any promotional 
activity or award that requires game 
play as a condition of eligibility. 

Generally Accepted Accounting Prin-
ciples (GAAP). A widely accepted set of 
rules, conventions, standards, and pro-
cedures for reporting financial infor-
mation, as established by the Financial 
Accounting Standards Board (FASB), 
including, but not limited to, the 
standards for casino accounting pub-
lished by the American Institute of 
Certified Public Accountants (AICPA). 

Generally Accepted Auditing Standards 
(GAAS). A widely accepted set of stand-
ards that provide a measure of audit 
quality and the objectives to be 
achieved in an audit, as established by 
the Auditing Standards Board of the 
American Institute of Certified Public 
Accountants (AICPA). 

Governmental Accounting Standards 
Board (GASB). Generally accepted ac-
counting principles used by state and 
local governments. 

Independent. The separation of func-
tions to ensure that the agent or proc-
ess monitoring, reviewing, or author-
izing the controlled activity, function, 
or transaction is separate from the 
agents or process performing the con-
trolled activity, function, or trans-
action. 

Kiosk. A device capable of redeeming 
vouchers and/or wagering credits or 
initiating electronic transfers of 
money to or from a patron deposit ac-
count. 

Lines of credit. The privilege granted 
by a gaming operation to a patron to: 

(1) Defer payment of debt; or 
(2) Incur debt and defer its payment 

under specific terms and conditions. 
Manual payout. Any non-automated 

payout. 
Marker. A document, signed by the 

patron, promising to repay credit 
issued by the gaming operation. 

MICS. Minimum internal control 
standards in this part. 

Network communication equipment. A 
device or collection of devices that 
controls data communication in a sys-
tem including, but not limited to, ca-
bles, switches, hubs, routers, wireless 
access points, landline telephones and 
cellular telephones. 

Patron. A person who is a customer 
or guest of the gaming operation and 
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may interact with a Class II game. 
Also may be referred to as a ‘‘player.’’ 

Patron deposit account. An account 
maintained on behalf of a patron, for 
the deposit and withdrawal of funds for 
the primary purpose of interacting 
with a gaming activity. 

Player interface. Any component(s) of 
a Class II gaming system, including an 
electronic or technologic aid (not lim-
ited to terminals, player stations, 
handhelds, fixed units, etc.), that di-
rectly enables player interaction in a 
Class II game. 

Prize payout. Payment to a player as-
sociated with a winning or qualifying 
event. 

Promotional progressive pots and/or 
pools. Funds contributed to a game by 
and for the benefit of players that are 
distributed to players based on a pre-
determined event. 

Shift. A time period, unless otherwise 
approved by the tribal gaming regu-
latory authority, not to exceed 24 
hours. 

Shill. An agent financed by the gam-
ing operation and acting as a player. 

Smart card. A card with embedded in-
tegrated circuits that possesses the 
means to electronically store or re-
trieve account data. 

Sufficient clarity. The capacity of a 
surveillance system to record images 
at a minimum of 20 frames per second 
or equivalent recording speed and at a 
resolution sufficient to clearly identify 
the intended activity, person, object, 
or location. 

Surveillance operation room(s). The se-
cured area(s) where surveillance takes 
place and/or where active surveillance 
equipment is located. 

Surveillance system. A system of video 
cameras, monitors, recorders, video 
printers, switches, selectors, and other 
equipment used for surveillance. 

SICS (System of Internal Control Stand-
ards). An overall operational frame-
work for a gaming operation that in-
corporates principles of independence 
and segregation of function, and is 
comprised of written policies, proce-
dures, and standard practices based on 
overarching regulatory standards spe-
cifically designed to create a system of 
checks and balances to safeguard the 
integrity of a gaming operation and 
protect its assets from unauthorized 

access, misappropriation, forgery, 
theft, or fraud. 

Tier A. Gaming operations with an-
nual gross gaming revenues of more 
than $3 million but not more than $8 
million. 

Tier B. Gaming operations with an-
nual gross gaming revenues of more 
than $8 million but not more than $15 
million. 

Tier C. Gaming operations with an-
nual gross gaming revenues of more 
than $15 million. 

TGRA. Tribal gaming regulatory au-
thority, which is the entity authorized 
by tribal law to regulate gaming con-
ducted pursuant to the Indian Gaming 
Regulatory Act. 

TICS. Tribal Internal Control Stand-
ards established by the TGRA that are 
at least as stringent as the standards 
set forth in this part. 

Vault. A secure area where cash and 
cash equivalents are stored. 

Voucher. A financial instrument of 
fixed wagering value, usually paper, 
that can be used only to acquire an 
equivalent value of cashable credits or 
cash through interaction with a vouch-
er system. 

Voucher system. A system that se-
curely maintains records of vouchers 
and coupons; validates payment of 
vouchers; records successful or failed 
payments of vouchers and coupons; and 
controls the purging of expired vouch-
ers and coupons. 

[77 FR 58712, Sept. 21, 2012, as amended at 78 
FR 63874, Oct. 25, 2013] 

§ 543.3 How do tribal governments 
comply with this part? 

(a) Minimum standards. These are 
minimum standards and a TGRA may 
establish and implement additional 
controls that do not conflict with those 
set out in this part. 

(b) TICS. TGRAs must ensure that 
TICS are established and implemented 
that provide a level of control that 
equals or exceeds the applicable stand-
ards set forth in this part. 

(1) Evaluation of existing TICS. Each 
TGRA must, in accordance with the 
tribal gaming ordinance, determine 
whether and to what extent their TICS 
require revision to ensure compliance 
with this part. 
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(2) Compliance date. All changes nec-
essary to ensure compliance with this 
part must be promulgated within 
twelve months of the effective date of 
this part and implemented at the com-
mencement of the next fiscal year. At 
the discretion of the TGRA, gaming op-
erations may have an additional six 
months to come into compliance with 
the TICS. 

(c) SICS. Each gaming operation 
must develop a SICS, as approved by 
the TGRA, to implement the TICS. 

(1) Existing gaming operations. All 
gaming operations that are operating 
on or before the effective date of this 
part, must comply with this part with-
in the time requirements established in 
paragraph (b) of this section. In the in-
terim, such operations must continue 
to comply with existing TICS. 

(2) New gaming operations. All gaming 
operations that commence operations 
after the effective date of this part 
must comply with this part before 
commencement of operations. 

(d) Variances. Where referenced 
throughout this part, the gaming oper-
ation must set a reasonable threshold, 
approved by the TGRA, for when a 
variance must be reviewed to deter-
mine the cause, and the results of the 
review must be documented and main-
tained. 

(e) Computer applications. For any 
computer applications utilized, alter-
nate documentation and/or procedures 
that provide at least the level of con-
trol established by the standards of 
this part, as approved in writing by the 
TGRA, will be acceptable. 

(f) Determination of tier. 
(1) The determination of tier level 

will be made based upon the annual 
gross gaming revenues indicated within 
the gaming operation’s audited finan-
cial statements. 

(2) Gaming operations moving from 
one tier to another will have nine 
months from the date of the inde-
pendent certified public accountant’s 
audit report to achieve compliance 
with the requirements of the new tier. 
The TGRA may extend the deadline by 
an additional six months if written no-
tice is provided to the Commission no 
later than two weeks before the expira-
tion of the nine month period. 

(g) Submission to Commission. Tribal 
regulations promulgated pursuant to 
this part are not required to be sub-
mitted to the Commission pursuant to 
§ 522.3(b) of this chapter. 

(h) Enforcement of Commission MICS. 
(1) Each TGRA is required to estab-

lish and implement TICS pursuant to 
paragraph (b) of this section. Each 
gaming operation is then required, pur-
suant to paragraph (c) of this section, 
to develop a SICS that implements the 
TICS. Failure to comply with this sub-
section may subject the tribal operator 
of the gaming operation, or the man-
agement contractor, to penalties under 
25 U.S.C. 2713. 

(2) Enforcement action by the Com-
mission will not be initiated under this 
part without first informing the tribe 
and TGRA of deficiencies in the TICS 
or absence of SICS for its gaming oper-
ation and allowing a reasonable period 
of time to address such deficiencies. 
Such prior notice and opportunity for 
corrective action are not required 
where the threat to the integrity of the 
gaming operation is immediate and se-
vere. 

§ 543.4 Does this part apply to small 
and charitable gaming operations? 

(a) Small gaming operations. This part 
does not apply to small gaming oper-
ations provided that: 

(1) The TGRA permits the operation 
to be exempt from this part; 

(2) The annual gross gaming revenue 
of the operation does not exceed $3 mil-
lion; and 

(3) The TGRA develops, and the oper-
ation complies with, alternate proce-
dures that: 

(i) Protect the integrity of games of-
fered; 

(ii) Safeguard the assets used in con-
nection with the operation; and 

(iii) Create, prepare and maintain 
records in accordance with Generally 
Accepted Accounting Principles. 

(b) Charitable gaming operations. This 
part does not apply to charitable gam-
ing operations provided that: 

(1) All proceeds are for the benefit of 
a charitable organization; 

(2) The TGRA permits the charitable 
organization to be exempt from this 
part; 
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(3) The charitable gaming operation 
is operated wholly by the charitable or-
ganization’s agents; 

(4) The annual gross gaming revenue 
of the charitable operation does not ex-
ceed $3 million; and 

(5) The TGRA develops, and the char-
itable gaming operation complies with, 
alternate procedures that: 

(i) Protect the integrity of the games 
offered; 

(ii) Safeguard the assets used in con-
nection with the gaming operation; and 

(iii) Create, prepare and maintain 
records in accordance with Generally 
Accepted Accounting Principles. 

(c) Independent operators. Nothing in 
this section exempts gaming oper-
ations conducted by independent opera-
tors for the benefit of a charitable or-
ganization. 

§ 543.5 How does a gaming operation 
apply to use an alternate minimum 
standard from those set forth in 
this part? 

(a) TGRA approval. 
(1) A TGRA may approve an alter-

nate standard from those required by 
this part if it has determined that the 
alternate standard will achieve a level 
of security and integrity sufficient to 
accomplish the purpose of the standard 
it is to replace. A gaming operation 
may implement an alternate standard 
upon TGRA approval subject to the 
Chair’s decision pursuant to paragraph 
(b) of this section. 

(2) For each enumerated standard for 
which the TGRA approves an alternate 
standard, it must submit to the Chair 
within 30 days a detailed report, which 
must include the following: 

(i) An explanation of how the alter-
nate standard achieves a level of secu-
rity and integrity sufficient to accom-
plish the purpose of the standard it is 
to replace; and 

(ii) The alternate standard as ap-
proved and the record on which it is 
based. 

(3) In the event that the TGRA or the 
tribal government chooses to submit 
an alternate standard request directly 
to the Chair for joint government to 
government review, the TGRA or tribal 
government may do so without the ap-
proval requirement set forth in para-
graph (a)(1) of this section. 

(b) Chair review. 

(1) The Chair may approve or object 
to an alternate standard approved by a 
TGRA. 

(2) If the Chair approves the alter-
nate standard, the Tribe may continue 
to use it as authorized by the TGRA. 

(3) If the Chair objects, the operation 
may no longer use the alternate stand-
ard and must follow the relevant MICS 
set forth in this part. 

(4) Any objection by the Chair must 
be in writing and provide reasons that 
the alternate standard, as approved by 
the TGRA, does not provide a level of 
security or integrity sufficient to ac-
complish the purpose of the standard it 
is to replace. 

(5) If the Chair fails to approve or ob-
ject in writing within 60 days after the 
date of receipt of a complete submis-
sion, the alternate standard is consid-
ered approved by the Chair. The Chair 
may, upon notification to the TGRA, 
extend this deadline an additional 60 
days. 

(c) Appeal of Chair decision. A TGRA 
may appeal the Chair’s decision pursu-
ant to 25 CFR chapter III, subchapter 
H. 

§ 543.6–543.7 [Reserved] 

§ 543.8 What are the minimum internal 
control standards for bingo? 

(a) Supervision. Supervision must be 
provided as needed for bingo operations 
by an agent(s) with authority equal to 
or greater than those being supervised. 

(b) Bingo cards. 
(1) Physical bingo card inventory 

controls must address the placement of 
orders, receipt, storage, issuance, re-
moval, and cancellation of bingo card 
inventory to ensure that: 

(i) The bingo card inventory can be 
accounted for at all times; and 

(ii) Bingo cards have not been 
marked, altered, or otherwise manipu-
lated. 

(2) Receipt from supplier. 
(i) When bingo card inventory is ini-

tially received from the supplier, it 
must be inspected (without breaking 
the factory seals, if any), counted, 
inventoried, and secured by an author-
ized agent. 

(ii) Bingo card inventory records 
must include the date received, quan-
tities received, and the name of the in-
dividual conducting the inspection. 
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(3) Storage. 
(i) Bingo cards must be maintained in 

a secure location, accessible only to 
authorized agents, and with surveil-
lance coverage adequate to identify 
persons accessing the storage area. 

(ii) For Tier A operations, bingo card 
inventory may be stored in a cabinet, 
closet, or other similar area; however, 
such area must be secured and separate 
from the working inventory. 

(4) Issuance and returns of inventory. 
(i) Controls must be established for 

the issuance and return of bingo card 
inventory. Records signed by the issuer 
and recipient must be created under 
the following events: 

(A) Issuance of inventory from stor-
age to a staging area; 

(B) Issuance of inventory from a 
staging area to the cage or sellers; 

(C) Return of inventory from a stag-
ing area to storage; and 

(D) Return of inventory from cage or 
seller to staging area or storage. 

(ii) [Reserved] 
(5) Cancellation and removal. 
(i) Bingo cards removed from inven-

tory that are deemed out of sequence, 
flawed, or misprinted and not returned 
to the supplier must be cancelled to en-
sure that they are not utilized in the 
play of a bingo game. Bingo cards that 
are removed from inventory and re-
turned to the supplier or cancelled 
must be logged as removed from inven-
tory. 

(ii) Bingo cards associated with an 
investigation must be retained intact 
outside of the established removal and 
cancellation policy. 

(6) Logs. 
(i) The inventory of bingo cards must 

be tracked and logged from receipt 
until use or permanent removal from 
inventory. 

(ii) The bingo card inventory 
record(s) must include: 

(A) Date; 
(B) Shift or session; 
(C) Time; 
(D) Location; 
(E) Inventory received, issued, re-

moved, and returned; 
(F) Signature of agent performing 

transaction; 
(G) Signature of agent performing 

the reconciliation; 
(H) Any variance; 

(I) Beginning and ending inventory; 
and 

(J) Description of inventory trans-
action being performed. 

(c) Bingo card sales. 
(1) Agents who sell bingo cards must 

not be the sole verifier of bingo cards 
for prize payouts. 

(2) Manual bingo card sales: In order 
to adequately record, track, and rec-
oncile sales of bingo cards, the fol-
lowing information must be docu-
mented: 

(i) Date; 
(ii) Shift or session; 
(iii) Number of bingo cards issued, 

sold, and returned; 
(iv) Dollar amount of bingo card 

sales; 
(v) Signature, initials, or identifica-

tion number of the agent preparing the 
record; and 

(vi) Signature, initials, or identifica-
tion number of an independent agent 
who verified the bingo cards returned 
to inventory and dollar amount of 
bingo card sales. 

(3) Bingo card sale voids must be 
processed in accordance with the rules 
of the game and established controls 
that must include the following: 

(i) Patron refunds; 
(ii) Adjustments to bingo card sales 

to reflect voids; 
(iii) Adjustment to bingo card inven-

tory; 
(iv) Documentation of the reason for 

the void; and 
(v) Authorization for all voids. 
(4) Class II gaming system bingo card 

sales. In order to adequately record, 
track and reconcile sales of bingo 
cards, the following information must 
be documented from the server (this is 
not required if the system does not 
track the information, but system lim-
itation(s) must be noted): 

(i) Date; 
(ii) Time; 
(iii) Number of bingo cards sold; 
(iv) Dollar amount of bingo card 

sales; and 
(v) Amount in, amount out and other 

associated meter information. 
(d) Draw. 
(1) Controls must be established and 

procedures implemented to ensure that 
all eligible objects used in the conduct 
of the bingo game are available to be 
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drawn and have not been damaged or 
altered. Verification of physical ob-
jects must be performed by two agents 
before the start of the first bingo game/ 
session. At least one of the verifying 
agents must be a supervisory agent or 
independent of the bingo games depart-
ment. 

(2) Where the selection is made 
through an electronic aid, certification 
in accordance with 25 CFR 547.14 is ac-
ceptable for verifying the randomness 
of the draw and satisfies the require-
ments of paragraph (d)(1) of this sec-
tion. 

(3) Controls must be established and 
procedures implemented to provide a 
method of recall of the draw, which in-
cludes the order and identity of the ob-
jects drawn, for dispute resolution pur-
poses. 

(4) Verification and display of draw. 
Controls must be established and pro-
cedures implemented to ensure that: 

(i) The identity of each object drawn 
is accurately recorded and transmitted 
to the participants. The procedures 
must identify the method used to en-
sure the identity of each object drawn. 

(ii) For all games offering a prize 
payout of $1,200 or more, as the objects 
are drawn, the identity of the objects 
are immediately recorded and main-
tained for a minimum of 24 hours. 

(e) Prize payout. 
(1) Controls must be established and 

procedures implemented for cash or 
cash equivalents that address the fol-
lowing: 

(i) Identification of the agent author-
ized (by position) to make a payout; 

(ii) Predetermined payout authoriza-
tion levels (by position); and 

(iii) Documentation procedures en-
suring separate control of the cash ac-
countability functions. 

(2) Verification of validity. 
(i) Controls must be established and 

procedures implemented to verify that 
the following is valid for the game in 
play prior to payment of a winning 
prize: 

(A) Winning card(s); 
(B) Objects drawn; and 
(C) The previously designated ar-

rangement of numbers or designations 
on such cards, as described in 25 U.S.C. 
2703(7)(A). 

(ii) At least two agents must verify 
that the card, objects drawn, and pre-
viously designated arrangement were 
valid for the game in play. 

(iii) Where an automated verification 
method is available, verification by 
such method is acceptable. 

(3) Validation. 
(i) For manual payouts, at least two 

agents must determine the validity of 
the claim prior to the payment of a 
prize. The system may serve as one of 
the validators. 

(ii) For automated payouts, the sys-
tem may serve as the sole validator of 
the claim. 

(4) Verification. 
(i) For manual payouts, at least two 

agents must verify that the winning 
pattern has been achieved on the win-
ning card prior to the payment of a 
prize. The system may serve as one of 
the verifiers. 

(ii) For automated payouts, the sys-
tem may serve as the sole verifier that 
the pattern has been achieved on the 
winning card. 

(5) Authorization and signatures. 
(i) At least two agents must author-

ize, sign, and witness all manual prize 
payouts above $1,200, or a lower thresh-
old as authorized by management and 
approved by the TGRA. 

(ii) Manual prize payouts above the 
following threshold (or a lower thresh-
old, as authorized by management and 
approved by TGRA) must require one 
of the two signatures and verifications 
to be a supervisory or management em-
ployee independent of the operation of 
Class II Gaming System bingo: 

(A) $5,000 for a Tier A facility; 
(B) $10,000 at a Tier B facility; 
(C) $20,000 for a Tier C facility; or 
(D) $50,000 for a Tier C facility with 

over $100,000,000 in gross gaming reve-
nues. 

(iii) The predetermined thresholds, 
whether set at the MICS level or lower, 
must be authorized by management, 
approved by the TGRA, documented, 
and maintained. 

(iv) A Class II gaming system may 
substitute for one authorization/signa-
ture verifying, validating or author-
izing a winning card, but may not sub-
stitute for a supervisory or manage-
ment authorization/signature. 
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(6) Payout records, including manual 
payout records, must include the fol-
lowing information: 

(i) Date and time; 
(ii) Amount of the payout (alpha & 

numeric for player interface payouts); 
and 

(iii) Bingo card identifier or player 
interface identifier. 

(iv) Manual payout records must also 
include the following: 

(A) Game name or number; 
(B) Description of pattern covered, 

such as cover-all or four corners; 
(C) Signature of all, but not less than 

two, agents involved in the trans-
action; 

(D) For override transactions, 
verification by a supervisory or man-
agement agent independent of the 
transaction; and 

(E) Any other information necessary 
to substantiate the payout. 

(f) Cash and cash equivalent controls. 
(1) Cash or cash equivalents ex-

changed between two persons must be 
counted independently by at least two 
agents and reconciled to the recorded 
amounts at the end of each shift or ses-
sion. Unexplained variances must be 
documented and maintained. 
Unverified transfers of cash or cash 
equivalents are prohibited. 

(2) Procedures must be implemented 
to control cash or cash equivalents 
based on the amount of the trans-
action. These procedures must include 
documentation by shift, session, or 
other relevant time period of the fol-
lowing: 

(i) Inventory, including any increases 
or decreases; 

(ii) Transfers; 
(iii) Exchanges, including acknowl-

edging signatures or initials; and 
(iv) Resulting variances. 
(3) Any change to control of account-

ability, exchange, or transfer requires 
that the cash or cash equivalents be 
counted and recorded independently by 
at least two agents and reconciled to 
the recorded amount. 

(g) Technologic aids to the play of 
bingo. Controls must be established and 
procedures implemented to safeguard 
the integrity of technologic aids to the 
play of bingo during installations, op-
erations, modifications, removal and 

retirements. Such procedures must in-
clude the following: 

(1) Shipping and receiving. 
(i) A communication procedure must 

be established between the supplier, 
the gaming operation, and the TGRA 
to properly control the shipping and re-
ceiving of all software and hardware 
components. Such procedures must in-
clude: 

(A) Notification of pending shipments 
must be provided to the TGRA by the 
gaming operation; 

(B) Certification in accordance with 
25 CFR part 547; 

(C) Notification from the supplier to 
the TGRA, or the gaming operation as 
approved by the TGRA, of the shipping 
date and expected date of delivery. The 
shipping notification must include: 

(1) Name and address of the supplier; 
(2) Description of shipment; 
(3) For player interfaces: a serial 

number; 
(4) For software: software version and 

description of software; 
(5) Method of shipment; and 
(6) Expected date of delivery. 
(ii) Procedures must be implemented 

for the exchange of Class II gaming 
system components for maintenance 
and replacement. 

(iii) Class II gaming system compo-
nents must be shipped in a secure man-
ner to deter unauthorized access. 

(iv) The TGRA, or its designee, must 
receive all Class II gaming system 
components and game play software 
packages, and verify the contents 
against the shipping notification. 

(2) Access credential control methods. 
(i) Controls must be established to 

restrict access to the Class II gaming 
system components, as set forth in 
§ 543.20, Information and Technology. 

(ii) [Reserved] 
(3) Recordkeeping and audit processes. 
(i) The gaming operation must main-

tain the following records, as applica-
ble, related to installed game servers 
and player interfaces: 

(A) Date placed into service; 
(B) Date made available for play; 
(C) Supplier; 
(D) Software version; 
(E) Serial number; 
(F) Game title; 
(G) Asset and/or location number; 
(H) Seal number; and 
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(I) Initial meter reading. 
(ii) Procedures must be implemented 

for auditing such records in accordance 
with § 543.23, Audit and Accounting. 

(4) System software signature 
verification. 

(i) Procedures must be implemented 
for system software verifications. 
These procedures must include com-
paring signatures generated by the 
verification programs required by 25 
CFR 547.8, to the signatures provided in 
the independent test laboratory letter 
for that software version. 

(ii) An agent independent of the 
bingo operation must perform system 
software signature verification(s) to 
verify that only approved software is 
installed. 

(iii) Procedures must be implemented 
for investigating and resolving any 
software verification variances. 

(iv) Internal audits must be con-
ducted as set forth in § 543.23, Audit and 
Accounting. Such audits must be docu-
mented. 

(5) Installation testing. 
(i) Testing must be completed during 

the installation process to verify that 
the player interface has been properly 
installed. This must include testing of 
the following, as applicable: 

(A) Communication with the Class II 
gaming system; 

(B) Communication with the ac-
counting system; 

(C) Communication with the player 
tracking system; 

(D) Currency and vouchers to bill ac-
ceptor; 

(E) Voucher printing; 
(F) Meter incrementation; 
(G) Pay table, for verification; 
(H) Player interface denomination, 

for verification; 
(I) All buttons, to ensure that all are 

operational and programmed appro-
priately; 

(J) System components, to ensure 
that they are safely installed at loca-
tion; and 

(K) Locks, to ensure that they are se-
cure and functioning. 

(ii) [Reserved] 
(6) Display of rules and necessary dis-

claimers. The TGRA or the operation 
must verify that all game rules and 
disclaimers are displayed at all times 
or made readily available to the player 

upon request, as required by 25 CFR 
part 547; 

(7) TGRA approval of all technologic 
aids before they are offered for play. 

(8) All Class II gaming equipment 
must comply with 25 CFR part 547, 
Minimum Technical Standards for 
Gaming Equipment Used With the Play 
of Class II Games; and 

(9) Dispute resolution. 
(h) Operations. 
(1) Malfunctions. Procedures must be 

implemented to investigate, document 
and resolve malfunctions. Such proce-
dures must address the following: 

(i) Determination of the event caus-
ing the malfunction; 

(ii) Review of relevant records, game 
recall, reports, logs, surveillance 
records; 

(iii) Repair or replacement of the 
Class II gaming component; 

(iv) Verification of the integrity of 
the Class II gaming component before 
restoring it to operation; and 

(2) Removal, retirement and/or destruc-
tion. Procedures must be implemented 
to retire or remove any or all associ-
ated components of a Class II gaming 
system from operation. Procedures 
must include the following: 

(i) For player interfaces and compo-
nents that accept cash or cash equiva-
lents: 

(A) Coordinate with the drop team to 
perform a final drop; 

(B) Collect final accounting informa-
tion such as meter readings, drop and 
payouts; 

(C) Remove and/or secure any or all 
associated equipment such as locks, 
card reader, or ticket printer from the 
retired or removed component; and 

(D) Document removal, retirement, 
and/or destruction. 

(ii) For removal of software compo-
nents: 

(A) Purge and/or return the software 
to the license holder; and 

(B) Document the removal. 
(iii) For other related equipment 

such as blowers, cards, interface cards: 
(A) Remove and/or secure equipment; 

and 
(B) Document the removal or secur-

ing of equipment. 
(iv) For all components: 
(A) Verify that unique identifiers, 

and descriptions of removed/retired 
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components are recorded as part of the 
retirement documentation; and 

(B) Coordinate with the accounting 
department to properly retire the com-
ponent in the system records. 

(v) Where the TGRA authorizes de-
struction of any Class II gaming sys-
tem components, procedures must be 
developed to destroy such components. 
Such procedures must include the fol-
lowing: 

(A) Methods of destruction; 
(B) Witness or surveillance of de-

struction; 
(C) Documentation of all components 

destroyed; and 
(D) Signatures of agent(s) destroying 

components attesting to destruction. 
(i) Vouchers. 
(1) Controls must be established and 

procedures implemented to: 
(i) Verify the authenticity of each 

voucher redeemed. 
(ii) If the voucher is valid, verify that 

the patron is paid the appropriate 
amount. 

(iii) Document the payment of a 
claim on a voucher that is not phys-
ically available or a voucher that can-
not be validated such as a mutilated, 
expired, lost, or stolen voucher. 

(iv) Retain payment documentation 
for reconciliation purposes. 

(v) For manual payment of a voucher 
of $500 or more, require a supervisory 
employee to verify the validity of the 
voucher prior to payment. 

(2) Vouchers paid during a period 
while the voucher system is tempo-
rarily out of operation must be marked 
‘‘paid’’ by the cashier. 

(3) Vouchers redeemed while the 
voucher system was temporarily out of 
operation must be validated as expedi-
tiously as possible upon restored oper-
ation of the voucher system. 

(4) Paid vouchers must be maintained 
in the cashier’s accountability for rec-
onciliation purposes. 

(5) Unredeemed vouchers can only be 
voided in the voucher system by super-
visory employees. The accounting de-
partment will maintain the voided 
voucher, if available. 

(j) All relevant controls from § 543.20, 
Information and Technology will 
apply. 

(k) Revenue Audit. Standards for rev-
enue audit of bingo are contained in 
§ 543.24, Revenue Audit. 

(l) Variance. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance, in-
cluding deviations from the mathe-
matical expectations required by 25 
CFR 547.4, will be reviewed to deter-
mine the cause. Any such review must 
be documented. 

§ 543.9 What are the minimum internal 
control standards for pull tabs? 

(a) Supervision. Supervision must be 
provided as needed for pull tab oper-
ations and over pull tab storage areas 
by an agent(s) with authority equal to 
or greater than those being supervised. 

(b) Pull tab inventory. Controls must 
be established and procedures imple-
mented to ensure that: 

(1) Access to pull tabs is restricted to 
authorized agents; 

(2) The pull tab inventory is con-
trolled by agents independent of pull 
tab sales; 

(3) Pull tabs exchanged between 
agents are secured and independently 
controlled; 

(4) Increases or decreases to pull tab 
inventory are recorded, tracked, and 
reconciled; and 

(5) Pull tabs are maintained in a se-
cure location, accessible only to au-
thorized agents, and with surveillance 
coverage adequate to identify persons 
accessing the area. 

(c) Pull tab sales. 
(1) Controls must be established and 

procedures implemented to record, 
track, and reconcile all pull tab sales 
and voids. 

(2) When pull tab sales are recorded 
manually, total sales must be verified 
by an agent independent of the pull tab 
sales being verified. 

(3) No person may have unrestricted 
access to pull tab sales records. 

(d) Winning pull tabs. 
(1) Controls must be established and 

procedures implemented to record, 
track, and reconcile all redeemed pull 
tabs and pull tab payouts. 

(2) The redeemed pull tabs must be 
defaced so that they cannot be re-
deemed for payment again. 

(3) Pull tabs that are uniquely identi-
fiable with a machine readable code 
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(including, but not limited to a 
barcode) may be redeemed, reconciled, 
and stored by kiosks without the need 
for defacing, so long as the redeemed 
pull tabs are secured and destroyed 
after removal from the kiosk in ac-
cordance with the procedures approved 
by the TGRA. 

(4) At least two agents must docu-
ment and verify all prize payouts above 
$600, or lower threshold as authorized 
by management and approved by the 
TGRA. 

(i) An automated method may sub-
stitute for one verification. 

(ii) The predetermined threshold 
must be authorized by management, 
approved by the TGRA, documented, 
and maintained. 

(5) Total payout must be calculated 
and recorded by shift. 

(e) Pull tab operating funds. 
(1) All funds used to operate the pull 

tab game must be accounted for and re-
corded and all transfers of cash and/or 
cash equivalents must be verified. 

(2) All funds used to operate the pull 
tab game must be independently count-
ed and verified by at least two agents 
and reconciled to the recorded amounts 
at the end of each shift or session. 

(f) Statistical records. 
(1) Statistical records must be main-

tained, including (for games sold in 
their entirety or removed from play) a 
win-to-write hold percentage as com-
pared to the expected hold percentage 
derived from the flare. 

(2) A manager independent of the pull 
tab operations must review statistical 
information when the pull tab deal has 
ended or has been removed from the 
floor and must investigate any unusual 
statistical fluctuations. These inves-
tigations must be documented, main-
tained for inspection, and provided to 
the TGRA upon request. 

(g) Revenue audit. Standards for rev-
enue audit of pull tabs are contained in 
§ 543.24, Revenue Audit. 

(h) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
cause. Any such review must be docu-
mented. 

§ 543.10 What are the minimum inter-
nal control standards for card 
games? 

(a) Supervision. Supervision must be 
provided as needed during the card 
room operations by an agent(s) with 
authority equal to or greater than 
those being supervised. 

(1) A supervisor may function as a 
dealer without any other supervision if 
disputes are resolved by supervisory 
personnel independent of the trans-
action or independent of the card 
games department; or 

(2) A dealer may function as a super-
visor if not dealing the game. 

(b) Exchanges or transfers. 
(1) Exchanges between table banks 

and the main card room bank (or cage, 
if a main card room bank is not used) 
must be authorized by a supervisor. All 
exchanges must be evidenced by the 
use of a lammer unless the exchange of 
chips, tokens, and/or cash takes place 
at the table. If table banks are main-
tained at an imprest level and runners 
are used for the exchanges at the table, 
no supervisory authorization is re-
quired. 

(2) Exchanges from the main card 
room bank (or cage, if a main card 
room bank is not used) to the table 
banks must be verified by the card 
room dealer and the runner. 

(3) Transfers between the main card 
room bank and the cage must be prop-
erly authorized and documented. Docu-
mentation must be retained for at least 
24 hours. 

(c) Playing cards. 
(1) New and used playing cards must 

be maintained in a secure location, 
with appropriate surveillance coverage, 
and accessible only to authorized 
agents. 

(2) Used playing cards that are not to 
be re-used must be properly cancelled 
and removed from service to prevent 
re-use. The removal and cancellation 
procedure requires TGRA review and 
approval. 

(3) Playing cards associated with an 
investigation must be retained intact 
and outside of the established removal 
and cancellation procedure. 

(d) Shill funds. 
(1) Issuance of shill funds must be re-

corded and have the written approval 
of the supervisor. 
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(2) Returned shill funds must be re-
corded and verified by a supervisor. 

(3) The replenishment of shill funds 
must be documented. 

(e) Standards for reconciliation of card 
room bank. Two agents—one of whom 
must be a supervisory agent—must 
independently count the table inven-
tory at the opening and closing of the 
table and record the following informa-
tion: 

(1) Date; 
(2) Shift; 
(3) Table number; 
(4) Amount by denomination; 
(5) Amount in total; and 
(6) Signatures of both agents. 
(f) Posted rules. The rules must be dis-

played or available for patron review at 
the gaming operation, including rules 
governing contests, prize payouts, fees, 
the rake collected, and the placing of 
antes. 

(g) Promotional progressive pots and 
pools. 

(1) All funds contributed by players 
into the pools must be returned when 
won in accordance with posted rules, 
and no commission or administrative 
fee may be withheld. 

(i) The payout may be in the form of 
personal property, such as a car. 

(ii) A combination of a promotion 
and progressive pool may be offered. 

(2) The conditions for participating 
in current card game promotional pro-
gressive pots and/or pools must be 
prominently displayed or available for 
patron review at the gaming operation. 

(3) Individual payouts for card game 
promotional progressive pots and/or 
pools that are $600 or more must be 
documented at the time of the payout 
to include the following: 

(i) Patron’s name; 
(ii) Date of payout; 
(iii) Dollar amount of payout and/or 

nature and dollar value of any non- 
cash payout; 

(iv) The signature of the agent com-
pleting the transaction attesting to the 
disbursement of the payout; and 

(v) Name of contest/tournament. 
(4) If the cash (or cash equivalent) 

payout for the card game promotional 
progressive pot and/or pool is less than 
$600, documentation must be created to 
support accountability of the bank 
from which the payout was made. 

(5) Rules governing current pro-
motional pools must be conspicuously 
posted in the card room and/or avail-
able in writing for patron review. The 
rules must designate: 

(i) The amount of funds to be contrib-
uted from each pot; 

(ii) What type of hand it takes to win 
the pool; 

(iii) How the promotional funds will 
be paid out; 

(iv) How/when the contributed funds 
are added to the pools; and 

(v) Amount/percentage of funds allo-
cated to primary and secondary pools, 
if applicable. 

(6) Promotional pool contributions 
must not be placed in or near the rake 
circle, in the drop box, or commingled 
with gaming revenue from card games 
or any other gambling game. 

(7) The amount of the pools must be 
conspicuously displayed in the card 
room. 

(8) At least once each day that the 
game is offered, the posted pool 
amount must be updated to reflect the 
current pool amount. 

(9) At least once each day that the 
game is offered, agents independent of 
the card room must reconcile the in-
creases to the posted pool amount to 
the cash previously counted or received 
by the cage. 

(10) All decreases to the pool must be 
properly documented, including a rea-
son for the decrease. 

(11) Promotional funds removed from 
the card game must be placed in a 
locked container. 

(i) Agents authorized to transport 
the locked container are precluded 
from having access to the contents 
keys. 

(ii) The contents key must be main-
tained by a department independent of 
the card room. 

(iii) At least once a day, the locked 
container must be removed by two 
agents, one of whom is independent of 
the card games department, and trans-
ported directly to the cage or other se-
cure room to be counted, recorded, and 
verified, prior to accepting the funds 
into cage accountability. 

(h) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
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cause. Any such review must be docu-
mented. 

§ 543.11 [Reserved] 

§ 543.12 What are the minimum inter-
nal control standards for gaming 
promotions and player tracking sys-
tems? 

(a) Supervision. Supervision must be 
provided as needed for gaming pro-
motions and player tracking by an 
agent(s) with authority equal to or 
greater than those being supervised. 

(b) Gaming promotions. The rules of 
the gaming promotion must be dis-
played or made readily available to pa-
tron upon request. Gaming promotions 
rules require TGRA approval and must 
include the following: 

(1) The rules of play; 
(2) The nature and value of the asso-

ciated prize(s) or cash award(s); 
(3) Any restrictions or limitations on 

participant eligibility; 
(4) The date(s), time(s), and loca-

tion(s) for the associated promotional 
activity or activities; 

(5) Any other restrictions or limita-
tions, including any related to the 
claim of prizes or cash awards; 

(6) The announcement date(s), 
time(s), and location(s) for the winning 
entry or entries; and 

(7) Rules governing promotions of-
fered across multiple gaming oper-
ations, third party sponsored pro-
motions, and joint promotions involv-
ing third parties. 

(c) Player tracking systems and gaming 
promotions. 

(1) Changes to the player tracking 
systems, promotion and external 
bonusing system parameters, which 
control features such as the awarding 
of bonuses, the issuance of cashable 
credits, non-cashable credits, coupons 
and vouchers, must be performed under 
the authority of supervisory agents, 
independent of the department initi-
ating the change. Alternatively, the 
changes may be performed by super-
visory agents of the department initi-
ating the change if sufficient docu-
mentation is generated and the pro-
priety of the changes are randomly 
verified by supervisory agents inde-
pendent of the department initiating 
the change on a monthly basis. 

(2) All other changes to the player 
tracking system must be appropriately 
documented. 

(d) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
cause. Any such review must be docu-
mented. 

§ 543.13 What are the minimum inter-
nal control standards for com-
plimentary services or items? 

(a) Supervision. Supervision must be 
provided as needed for approval of com-
plimentary services by an agent(s) with 
authority equal to or greater than 
those being supervised. 

(b) Complimentary services or items. 
Controls must be established and pro-
cedures implemented for complimen-
tary services or items that address the 
following: 

(1) Agents authorized to approve the 
issuance of complimentary services or 
items, including levels of authoriza-
tion; 

(2) Limits and conditions on the ap-
proval and issuance of complimentary 
services or items; 

(3) Making and documenting changes 
to conditions or limits on the approval 
and issuance of complimentary serv-
ices or items; 

(4) Documenting and recording the 
authorization, issuance, and redemp-
tion of complimentary services or 
items, including cash and non-cash 
gifts; 

(i) Records must include the fol-
lowing for all complimentary items 
and services equal to or exceeding an 
amount established by the gaming op-
eration and approved by the TGRA: 

(A) Name of patron who received the 
complimentary service or item; 

(B) Name(s) of issuer(s) of the com-
plimentary service or item; 

(C) The actual cash value of the com-
plimentary service or item; 

(D) The type of complimentary serv-
ice or item (i.e., food, beverage); and 

(E) Date the complimentary service 
or item was issued. 

(ii) [Reserved] 
(c) Complimentary services and 

items records must be summarized and 
reviewed for proper authorization and 
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compliance with established authoriza-
tion thresholds. 

(1) A detailed reporting of com-
plimentary services or items trans-
actions that meet an established 
threshold approved by the TGRA must 
be prepared at least monthly. 

(2) The detailed report must be for-
warded to management for review. 

(d) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
cause. Any such review must be docu-
mented. 

§ 543.14 What are the minimum inter-
nal control standards for patron de-
posit accounts and cashless sys-
tems? 

(a) Supervision. Supervision must be 
provided as needed for patron deposit 
accounts and cashless systems by an 
agent(s) with authority equal to or 
greater than those being supervised. 

(b) Patron deposit accounts and 
cashless systems. 

(1) Smart cards cannot maintain the 
only source of account data. 

(2) Establishment of patron deposit ac-
counts. The following standards apply 
when a patron establishes an account. 

(i) The patron must appear at the 
gaming operation in person, at a des-
ignated area of accountability, and 
present valid government issued pic-
ture identification; and 

(ii) An agent must examine the pa-
tron’s identification and record the fol-
lowing information: 

(A) Type, number, and expiration 
date of the identification; 

(B) Patron’s name; 
(C) A unique account identifier; 
(D) Date the account was opened; and 
(E) The agent’s name. 
(3) The patron must sign the account 

documentation before the agent may 
activate the account. 

(4) The agent or cashless system 
must provide the patron deposit ac-
count holder with a secure method of 
access. 

(c) Patron deposits, withdrawals and 
adjustments. 

(1) Prior to the patron making a de-
posit or withdrawal from a patron de-
posit account, the agent or cashless 
system must verify the patron deposit 
account, the patron identity, and avail-

ability of funds. A personal identifica-
tion number (PIN) is an acceptable 
form of verifying identification. 

(2) Adjustments made to the patron 
deposit accounts must be performed by 
an agent. 

(3) When a deposit, withdrawal, or ad-
justment is processed by an agent, a 
transaction record must be created 
containing the following information: 

(i) Same document number on all 
copies; 

(ii) Type of transaction, (deposit, 
withdrawal, or adjustment); 

(iii) Name or other identifier of the 
patron; 

(iv) The unique account identifier; 
(v) Patron signature for withdrawals, 

unless a secured method of access is 
utilized; 

(vi) For adjustments to the account, 
the reason for the adjustment; 

(vii) Date and time of transaction; 
(viii) Amount of transaction; 
(ix) Nature of deposit, withdrawal, or 

adjustment (cash, check, chips); and 
(x) Signature of the agent processing 

the transaction. 
(4) When a patron deposits or with-

draws funds from a patron deposit ac-
count electronically, the following 
must be recorded: 

(i) Date and time of transaction; 
(ii) Location (player interface, 

kiosk); 
(iii) Type of transaction (deposit, 

withdrawal); 
(iv) Amount of transaction; and 
(v) The unique account identifier. 
(5) Patron deposit account trans-

action records must be available to the 
patron upon reasonable request. 

(6) If electronic funds transfers are 
made to or from a gaming operation 
bank account for patron deposit ac-
count funds, the bank account must be 
dedicated and may not be used for any 
other types of transactions. 

(d) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
cause. Any such review must be docu-
mented. 

§ 543.15 What are the minimum inter-
nal control standards for lines of 
credit? 

(a) Supervision. Supervision must be 
provided as needed for lines of credit by 
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an agent(s) with authority equal to or 
greater than those being supervised. 

(b) Establishment of lines of credit pol-
icy. 

(1) If a gaming operation extends 
lines of credit, controls must be estab-
lished and procedures implemented to 
safeguard the assets of the gaming op-
eration. Such controls must include a 
lines of credit policy including the fol-
lowing: 

(i) A process for the patron to apply 
for, modify, and/or re-establish lines of 
credit, to include required documenta-
tion and credit line limit; 

(ii) Authorization levels of credit 
issuer(s); 

(iii) Identification of agents author-
ized to issue lines of credit; 

(iv) A process for verifying an appli-
cant’s credit worthiness; 

(v) A system for recording patron in-
formation, to include: 

(A) Name, current address, and signa-
ture; 

(B) Identification credential; 
(C) Authorized credit line limit; 
(D) Documented approval by an agent 

authorized to approve credit line lim-
its; 

(E) Date, time and amount of credit 
issuances and payments; and 

(F) Amount of available credit. 
(vi) A process for issuing lines of 

credit to: 
(A) Verify the patron’s identity; 
(B) Notify the patron of the lines of 

credit terms, including obtaining pa-
tron’s written acknowledgment of the 
terms by signature; 

(C) Complete a uniquely identified, 
multi-part, lines of credit issuance 
form, such as a marker or counter 
check, which includes the terms of the 
lines of credit transaction; 

(D) Obtain required signatures; 
(E) Determine the amount of the pa-

tron’s available lines of credit; 
(F) Update the credit balance record 

at the time of each transaction to en-
sure that lines of credit issued are 
within the established limit and bal-
ance for that patron; and 

(G) Require the agent issuing the 
lines of credit to be independent of the 
agent who authorized the lines of cred-
it. 

(vii) A policy establishing credit line 
limit exceptions to include the fol-
lowing: 

(A) Identification of the agent(s) au-
thorized to permit a credit line limit to 
be exceeded; 

(B) Authorization thresholds; and 
(C) Required documentation. 
(viii) A policy governing increases 

and decreases to a patron’s lines of 
credit account balances to include the 
following: 

(A) Documentation and record keep-
ing requirements; 

(B) Independence between the depart-
ment that receives the payment and 
the department that maintains custody 
of the credit balance for payments 
made by mail; 

(C) Collections; 
(D) Periodic audits and confirmation 

of balances; and 
(E) If a collection agency is used, a 

process to ensure documentation of in-
creases and decreases to the lines of 
credit account balances. 

(ix) A policy governing write-offs and 
settlements to include: 

(A) Identification of agent(s) author-
ized to approve write-offs and settle-
ments; 

(B) Authorization levels for write-offs 
and settlements of lines of credit in-
struments; 

(C) Required documentation for 
write-offs and settlements; 

(D) Independence between the agent 
who established the lines of credit and 
the agent writing off or settling the 
lines of credit instrument; and 

(E) Necessary documentation for the 
approval of write-offs and settlements 
and transmittal to the appropriate de-
partment for recording and deduct-
ibility. 

(c) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
cause. Any such review must be docu-
mented. 

§ 543.16 [Reserved] 

§ 543.17 What are the minimum inter-
nal control standards for drop and 
count? 

(a) Supervision. Supervision must be 
provided for drop and count as needed 
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by an agent(s) with authority equal to 
or greater than those being supervised. 

(b) Count room access. Controls must 
be established and procedures imple-
mented to limit physical access to the 
count room to count team agents, des-
ignated staff, and other authorized per-
sons. Such controls must include the 
following: 

(1) Count team agents may not exit 
or enter the count room during the 
count except for emergencies or sched-
uled breaks. 

(2) Surveillance must be notified 
whenever count room agents exit or 
enter the count room during the count. 

(3) The count team policy, at a min-
imum, must address the transportation 
of extraneous items such as personal 
belongings, tool boxes, beverage con-
tainers, etc., into or out of the count 
room. 

(c) Count team. Controls must be es-
tablished and procedures implemented 
to ensure security of the count and the 
count room to prevent unauthorized 
access, misappropriation of funds, for-
gery, theft, or fraud. Such controls 
must include the following: 

(1) For Tier A and B operations, all 
counts must be performed by at least 
two agents. For Tier C operations, all 
counts must be performed by at least 
three agents. 

(2) For Tier A and B operations, at no 
time during the count can there be 
fewer than two count team agents in 
the count room until the drop proceeds 
have been accepted into cage/vault ac-
countability. For Tier C operations, at 
no time during the count can there be 
fewer than three count team agents in 
the count room until the drop proceeds 
have been accepted into cage/vault ac-
countability. 

(3) For Tier A and B operations, 
count team agents must be rotated on 
a routine basis such that the count 
team is not consistently the same two 
agents more than four days per week. 
This standard does not apply to gaming 
operations that utilize a count team of 
more than two agents. For Tier C oper-
ations, count team agents must be ro-
tated on a routine basis such that the 
count team is not consistently the 
same three agents more than four days 
per week. This standard does not apply 

to gaming operations that utilize a 
count team of more than three agents. 

(4) Functions performed by count 
team agents must be rotated on a rou-
tine basis. 

(5) Count team agents must be inde-
pendent of the department being count-
ed. A cage/vault agent may be used if 
they are not the sole recorder of the 
count and do not participate in the 
transfer of drop proceeds to the cage/ 
vault. An accounting agent may be 
used if there is an independent audit of 
all count documentation. 

(d) Card game drop standards. Controls 
must be established and procedures im-
plemented to ensure security of the 
drop process. Such controls must in-
clude the following: 

(1) Surveillance must be notified 
when the drop is to begin so that sur-
veillance may monitor the activities. 

(2) At least two agents must be in-
volved in the removal of the drop box, 
at least one of whom is independent of 
the card games department. 

(4) Once the drop is started, it must 
continue until finished. 

(5) All drop boxes may be removed 
only at the time previously designated 
by the gaming operation and reported 
to the TGRA. If an emergency drop is 
required, surveillance must be notified 
before the drop is conducted and the 
TGRA must be informed within a time-
frame approved by the TGRA. 

(6) At the end of each shift: 
(i) All locked card game drop boxes 

must be removed from the tables by an 
agent independent of the card game 
shift being dropped; 

(ii) For any tables opened during the 
shift, a separate drop box must be 
placed on each table, or a gaming oper-
ation may utilize a single drop box 
with separate openings and compart-
ments for each shift; and 

(iii) Card game drop boxes must be 
transported directly to the count room 
or other equivalently secure area by a 
minimum of two agents, at least one of 
whom is independent of the card game 
shift being dropped, until the count 
takes place. 

(7) All tables that were not open dur-
ing a shift and therefore not part of the 
drop must be documented. 

(8) All card game drop boxes must be 
posted with a number corresponding to 
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a permanent number on the gaming 
table and marked to indicate game, 
table number, and shift, if applicable. 

(e) Player interface and financial in-
strument storage component drop stand-
ards. 

(1) Surveillance must be notified 
when the drop is to begin so that sur-
veillance may monitor the activities. 

(2) At least two agents must be in-
volved in the removal of the player 
interface storage component drop, at 
least one of whom is independent of the 
player interface department. 

(3) All financial instrument storage 
components may be removed only at 
the time previously designated by the 
gaming operation and reported to the 
TGRA. If an emergency drop is re-
quired, surveillance must be notified 
before the drop is conducted and the 
TGRA must be informed within a time-
frame approved by the TGRA. 

(4) The financial instrument storage 
components must be removed by an 
agent independent of the player inter-
face department, then transported di-
rectly to the count room or other 
equivalently secure area with com-
parable controls and locked in a secure 
manner until the count takes place. 

(i) Security must be provided for the 
financial instrument storage compo-
nents removed from player interfaces 
and awaiting transport to the count 
room. 

(ii) Transportation of financial in-
strument storage components must be 
performed by a minimum of two 
agents, at least one of whom is inde-
pendent of the player interface depart-
ment. 

(5) All financial instrument storage 
components must be posted with a 
number corresponding to a permanent 
number on the player interface. 

(f) Card game count standards. 
(1) Access to stored, full card game 

drop boxes must be restricted to: 
(i) Authorized members of the drop 

and count teams; and 
(ii) In an emergency, authorized per-

sons for the resolution of a problem. 
(2) The card game count must be per-

formed in a count room or other 
equivalently secure area with com-
parable controls. 

(3) Access to the count room during 
the count must be restricted to mem-

bers of the drop and count teams, with 
the exception of authorized observers, 
supervisors for resolution of problems, 
and authorized maintenance personnel. 

(4) If counts from various revenue 
centers occur simultaneously in the 
count room, procedures must be in ef-
fect to prevent the commingling of 
funds from different revenue centers. 

(5) Count equipment and systems 
must be tested, with the results docu-
mented, at minimum before the first 
count begins to ensure the accuracy of 
the equipment. 

(6) The card game drop boxes must be 
individually emptied and counted so as 
to prevent the commingling of funds 
between boxes until the count of the 
box has been recorded. 

(i) The count of each box must be re-
corded in ink or other permanent form 
of recordation. 

(ii) For counts that do not utilize a 
currency counter, a second count must 
be performed by a member of the count 
team who did not perform the initial 
count. Separate counts of chips and to-
kens must always be performed by 
members of the count team. 

(iii) Coupons or other promotional 
items not included in gross revenue 
must be recorded on a supplemental 
document by either the count team 
members or accounting personnel. All 
single-use coupons must be cancelled 
daily by an authorized agent to prevent 
improper recirculation. 

(iv) If a currency counter interface is 
used: 

(A) It must be restricted to prevent 
unauthorized access; and 

(B) The currency drop figures must 
be transferred via direct communica-
tions line or computer storage media 
to the accounting department. 

(7) If currency counters are utilized, 
a count team member must observe the 
loading and unloading of all currency 
at the currency counter, including re-
jected currency. 

(8) Two counts of the currency re-
jected by the currency counter must be 
recorded per table, as well as in total. 
Posting rejected currency to a non-
existent table is prohibited. 

(9) Card game drop boxes, when 
empty, must be shown to another 
member of the count team, to another 
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agent observing the count, or to sur-
veillance, provided that the count is 
monitored in its entirety by an agent 
independent of the count. 

(10) Procedures must be implemented 
to ensure that any corrections to the 
count documentation are permanent 
and identifiable, and that the original, 
corrected information remains legible. 
Corrections must be verified by two 
count team agents. 

(11) The count sheet must be rec-
onciled to the total drop by a count 
team member who may not function as 
the sole recorder, and variances must 
be reconciled and documented. 

(12) All count team agents must sign 
the count sheet attesting to their par-
ticipation in the count. 

(13) A final verification of the total 
drop proceeds, before transfer to cage/ 
vault, must be performed by at least 
two agents, one of whom is a super-
visory count team member, and one a 
count team agent. 

(i) Final verification must include a 
comparison of currency counted totals 
against the currency counter/system 
report, if any counter/system is used. 

(ii) Any unresolved variances must be 
documented, and the documentation 
must remain part of the final count 
record forwarded to accounting. 

(iii) This verification does not re-
quire a complete recount of the drop 
proceeds, but does require a review suf-
ficient to verify the total drop proceeds 
being transferred. 

(iv) The two agents must sign the re-
port attesting to the accuracy of the 
total drop proceeds verified. 

(v) All drop proceeds and cash equiva-
lents that were counted must be sub-
mitted to the cage or vault agent (who 
must be independent of the count 
team), or to an agent independent of 
the revenue generation source and the 
count process, for verification. The 
agent must certify, by signature, the 
amount of the drop proceeds delivered 
and received. Any unresolved variances 
must be reconciled, documented, and/or 
investigated by accounting/revenue 
audit. 

(14) After verification by the agent 
receiving the funds, the drop proceeds 
must be transferred to the cage/vault. 

(i) The count documentation and 
records must not be transferred to the 
cage/vault with the drop proceeds. 

(ii) The cage/vault agent must have 
no knowledge or record of the drop pro-
ceeds total before it is verified. 

(iii) All count records must be for-
warded to accounting or secured and 
accessible only by accounting agents. 

(iv) The cage/vault agent receiving 
the transferred drop proceeds must 
sign the count sheet attesting to the 
verification of the total received, and 
thereby assume accountability of the 
drop proceeds, ending the count. 

(v) Any unresolved variances between 
total drop proceeds recorded on the 
count sheet and the cage/vault final 
verification during transfer must be 
documented and investigated. 

(15) The count sheet, with all sup-
porting documents, must be delivered 
to the accounting department by a 
count team member or an agent inde-
pendent of the cage/vault. Alter-
natively, it may be secured so that it is 
only accessible to accounting agents. 

(g) Player interface financial instru-
ment count standards. 

(1) Access to stored full financial in-
strument storage components must be 
restricted to: 

(i) Authorized members of the drop 
and count teams; and 

(ii) In an emergency, authorized per-
sons for the resolution of a problem. 

(2) The player interface financial in-
strument count must be performed in a 
count room or other equivalently se-
cure area with comparable controls. 

(3) Access to the count room during 
the count must be restricted to mem-
bers of the drop and count teams, with 
the exception of authorized observers, 
supervisors for resolution of problems, 
and authorized maintenance personnel. 

(4) If counts from various revenue 
centers occur simultaneously in the 
count room, procedures must be in ef-
fect that prevent the commingling of 
funds from different revenue centers. 

(5) The count team must not have ac-
cess to amount-in or bill-in meter 
amounts until after the count is com-
pleted and the drop proceeds are ac-
cepted into the cage/vault account-
ability. 
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(6) Count equipment and systems 
must be tested, and the results docu-
mented, before the first count begins, 
to ensure the accuracy of the equip-
ment. 

(7) If a currency counter interface is 
used: 

(i) It must be adequately restricted 
to prevent unauthorized access; and 

(ii) The currency drop figures must 
be transferred via direct communica-
tions line or computer storage media 
to the accounting department. 

(8) The financial instrument storage 
components must be individually 
emptied and counted so as to prevent 
the commingling of funds between stor-
age components until the count of the 
storage component has been recorded. 

(i) The count of each storage compo-
nent must be recorded in ink or other 
permanent form of recordation. 

(ii) Coupons or other promotional 
items not included in gross revenue 
may be recorded on a supplemental 
document by the count team members 
or accounting personnel. All single-use 
coupons must be cancelled daily by an 
authorized agent to prevent improper 
recirculation. 

(9) If currency counters are utilized, 
a count team member must observe the 
loading and unloading of all currency 
at the currency counter, including re-
jected currency. 

(10) Two counts of the currency re-
jected by the currency counter must be 
recorded per interface terminal as well 
as in total. Rejected currency must be 
posted to the player interface from 
which it was collected. 

(11) Storage components, when 
empty, must be shown to another 
member of the count team, to another 
agent who is observing the count, or to 
surveillance, provided that the count is 
monitored in its entirety by an agent 
independent of the count. 

(12) Procedures must be implemented 
to ensure that any corrections to the 
count documentation are permanent, 
identifiable and the original, corrected 
information remains legible. Correc-
tions must be verified by two count 
team agents. 

(13) The count sheet must be rec-
onciled to the total drop by a count 
team member who may not function as 
the sole recorder, and variances must 

be reconciled and documented. This 
standard does not apply to vouchers re-
moved from the financial instrument 
storage components. 

(14) All count team agents must sign 
the report attesting to their participa-
tion in the count. 

(15) A final verification of the total 
drop proceeds, before transfer to cage/ 
vault, must be performed by the at 
least two agents, one of whom is a su-
pervisory count team member and the 
other a count team agent. 

(i) Final verification must include a 
comparison of currency counted totals 
against the currency counter/system 
report, if a counter/system is used. 

(ii) Any unresolved variances must be 
documented and the documentation 
must remain a part of the final count 
record forwarded to accounting. 

(iii) This verification does not re-
quire a complete recount of the drop 
proceeds but does require a review suf-
ficient to verify the total drop proceeds 
being transferred. 

(iv) The two agents must sign the re-
port attesting to the accuracy of the 
total drop proceeds verified. 

(v) All drop proceeds and cash equiva-
lents that were counted must be turned 
over to the cage or vault cashier (who 
must be independent of the count 
team) or to an agent independent of 
the revenue generation and the count 
process for verification. Such cashier 
or agent must certify, by signature, 
the amount of the drop proceeds deliv-
ered and received. Any unresolved 
variances must be reconciled, docu-
mented, and/or investigated by ac-
counting/revenue audit. 

(16) After certification by the agent 
receiving the funds, the drop proceeds 
must be transferred to the cage/vault. 

(i) The count documentation and 
records must not be transferred to the 
cage/vault with the drop proceeds. 

(ii) The cage/vault agent must not 
have knowledge or record of the drop 
proceeds total before it is verified. 

(iii) All count records must be for-
warded to accounting secured and ac-
cessible only by accounting agents. 

(iv) The cage/vault agent receiving 
the transferred drop proceeds must 
sign the count sheet attesting to the 
verification of the total received, and 
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thereby assuming accountability of the 
drop proceeds, and ending the count. 

(v) Any unresolved variances between 
total drop proceeds recorded on the 
count room report and the cage/vault 
final verification during transfer must 
be documented and investigated. 

(17) The count sheet, with all sup-
porting documents, must be delivered 
to the accounting department by a 
count team member or agent inde-
pendent of the cashiers department. Al-
ternatively, it may be adequately se-
cured and accessible only by account-
ing department. 

(h) Collecting currency cassettes and fi-
nancial instrument storage components 
from kiosks. Controls must be estab-
lished and procedures implemented to 
ensure that currency cassettes and fi-
nancial instrument storage compo-
nents are securely removed from ki-
osks. Such controls must include the 
following: 

(1) Surveillance must be notified 
prior to the financial instrument stor-
age components or currency cassettes 
being accessed in a kiosk. 

(2) At least two agents must be in-
volved in the collection of currency 
cassettes and/or financial instrument 
storage components from kiosks and at 
least one agent should be independent 
of kiosk accountability. 

(3) Currency cassettes and financial 
instrument storage components must 
be secured in a manner that restricts 
access to only authorized agents. 

(4) Redeemed vouchers and pulltabs 
(if applicable) collected from the kiosk 
must be secured and delivered to the 
appropriate department (cage or ac-
counting) for reconciliation. 

(5) Controls must be established and 
procedures implemented to ensure that 
currency cassettes contain the correct 
denominations and have been properly 
installed. 

(i) Kiosk count standards. (1) Access to 
stored full kiosk financial instrument 
storage components and currency cas-
settes must be restricted to: 

(i) Authorized agents; and 
(ii) In an emergency, authorized per-

sons for the resolution of a problem. 
(2) The kiosk count must be per-

formed in a secure area, such as the 
cage or count room. 

(3) If counts from various revenue 
centers and kiosks occur simulta-
neously in the count room, procedures 
must be in effect that prevent the com-
mingling of funds from the kiosks with 
any revenue centers. 

(4) The kiosk financial instrument 
storage components and currency cas-
settes must be individually emptied 
and counted so as to prevent the com-
mingling of funds between kiosks until 
the count of the kiosk contents has 
been recorded. 

(i) The count of must be recorded in 
ink or other permanent form of rec-
ordation. 

(ii) Coupons or other promotional 
items not included in gross revenue (if 
any) may be recorded on a supple-
mental document. All single-use cou-
pons must be cancelled daily by an au-
thorized agent to prevent improper re-
circulation. 

(5) Procedures must be implemented 
to ensure that any corrections to the 
count documentation are permanent, 
identifiable, and the original, corrected 
information remains legible. Correc-
tions must be verified by two agents. 

(j) Controlled keys. Controls must be 
established and procedures imple-
mented to safeguard the use, access, 
and security of keys for kiosks. 

(k) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
cause. Any such review must be docu-
mented. 

[77 FR 58712, Sept. 21, 2012, as amended at 78 
FR 63874, Oct. 25, 2013] 

§ 543.18 What are the minimum inter-
nal control standards for the cage, 
vault, kiosk, cash and cash equiva-
lents? 

(a) Supervision. Supervision must be 
provided as needed for cage, vault, 
kiosk, and other operations using cash 
or cash equivalents by an agent(s) with 
authority equal to or greater than 
those being supervised. 

(b) Check cashing. 
(1) If checks are cashed at the cage, 

the controls must provide for security 
and integrity. For each check cashing 
transaction, the agent(s) conducting 
the transaction must: 

(i) Verify the patron’s identity; 
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(ii) Examine the check to ensure it 
includes the patron’s name, current ad-
dress, and signature; 

(iii) For personal checks, verify the 
patron’s check cashing authority and 
record the source and results in accord-
ance with management policy; however 

(iv) If a check guarantee service is 
used to guarantee the transaction and 
the procedures required by the check 
guarantee service are followed, then 
the above requirements do not apply. 

(2) When counter checks are issued, 
the following must be included on the 
check: 

(i) The patron’s name and signature; 
(ii) The dollar amount of the counter 

check; 
(iii) Patron’s bank name, bank rout-

ing, and account numbers; 
(iv) Date of issuance; and 
(v) Signature of the agent approving 

the counter check transaction. 
(3) Checks that are not deposited in 

the normal course of business, as estab-
lished by management, (held checks) 
are subject to § 543.15 lines of credit 
standards. 

(4) When traveler’s checks or other 
guaranteed drafts, such as cashier’s 
checks, are presented, the cashier must 
comply with the examination and doc-
umentation procedures as required by 
the issuer. 

(5) If a third party check cashing or 
guarantee service is used, the examina-
tion and documentation procedures re-
quired by the service provider apply, 
unless otherwise provided by tribal law 
or regulation. 

(c) Cage and vault accountability. 
(1) All transactions that flow through 

the cage must be summarized for each 
work shift of the cage and must be sup-
ported by documentation. 

(2) Increases and decreases to the 
total cage inventory must be verified, 
supported by documentation, and re-
corded. Documentation must include 
the date and shift, the purpose of the 
increase/decrease, the agent(s) com-
pleting the transaction, and the person 
or department receiving the cage funds 
(for decreases only). 

(3) The cage and vault inventories 
(including coin rooms) must be counted 
independently by at least two agents, 
attested to by signature, and recorded 
in ink or other permanent form at the 

end of each shift during which the ac-
tivity took place. These agents must 
make individual counts to compare for 
accuracy and maintain individual ac-
countability. All variances must be 
documented and investigated. 

(4) The gaming operation must estab-
lish and comply with a minimum bank-
roll formula to ensure the gaming oper-
ation maintains cash or cash equiva-
lents (on hand and in the bank, if read-
ily accessible) in an amount sufficient 
to satisfy obligations to the gaming op-
eration’s patrons as they are incurred. 

(d) Kiosks. 
(1) Kiosks must be maintained on the 

cage accountability and must be count-
ed independently by at least two 
agents, documented, and reconciled for 
each increase or decrease to the kiosk 
inventory. 

(2) Currency cassettes must be count-
ed and filled by an agent and verified 
independently by at least one agent, all 
of whom must sign each cassette. 

(3) Currency cassettes must be se-
cured with a lock or tamper resistant 
seal and, if not placed inside a kiosk, 
must be stored in a secured area of the 
cage/vault. 

(4) The TGRA or the gaming oper-
ation, subject to the approval of the 
TGRA, must develop and implement 
physical security controls over the ki-
osks. Controls should address the fol-
lowing: forced entry, evidence of any 
entry, and protection of circuit boards 
containing programs. 

(5) With regard to cashless systems, 
the TGRA or the gaming operation, 
subject to the approval of the TGRA, 
must develop and implement proce-
dures to ensure that communications 
between the kiosk and system are se-
cure and functioning. 

(6) The following reconciliation re-
ports must be available upon demand 
for each day, shift, and drop cycle (this 
is not required if the system does not 
track the information, but system lim-
itation(s) must be noted): 

(i) Starting balance dollar amount 
per financial instrument; 

(ii) Starting balance number of items 
per financial instrument; 

(iii) Dollar amount per financial in-
strument issued; 

(iv) Number of items per financial in-
strument issued; 
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(v) Dollar amount per financial in-
strument issued; 

(vi) Number of items per financial in-
strument redeemed; 

(vii) Dollar amount per financial in-
strument increases; 

(viii) Number of items per financial 
instrument increases; 

(ix) Dollar amount per financial in-
strument decreases; 

(x) Number of items per financial in-
strument decreases; 

(xi) Ending balance dollar amount 
per financial instrument; and 

(xii) Ending balance number of items 
per financial instrument. 

(e) Patron deposited funds. If a gaming 
operation permits a patron to deposit 
funds with the gaming operation at the 
cage, and when transfers of patron de-
posited funds are transferred to a gam-
ing area for wagering purposes, the fol-
lowing standards apply: 

(1) The receipt or withdrawal of a pa-
tron deposit must be documented, with 
a copy given to the patron and a copy 
remaining in the cage. 

(2) Both copies of the document of re-
ceipt or withdrawal must contain the 
following information: 

(i) Same receipt number on each 
copy; 

(ii) Patron’s name and signature; 
(iii) Date of receipt and withdrawal; 
(iv) Dollar amount of deposit/with-

drawal (for foreign currency trans-
actions include the US dollar equiva-
lent, the name of the foreign country, 
and the amount of the foreign currency 
by denomination); 

(v) Nature of deposit/withdrawal; and 
(vi) Name and signature of the agent 

who conducted the transaction. 
(3) Procedures must be established 

and complied with for front money de-
posits to: 

(i) Maintain a detailed record by pa-
tron name and date of all funds on de-
posit; 

(ii) Maintain a current balance of all 
patron deposits that are in the cage/ 
vault inventory or accountability; and 

(iii) Reconcile the current balance 
with the deposits and withdrawals at 
least daily. 

(f) Promotional payments, drawings, 
and giveaway programs. The following 
procedures must apply to any payment 
resulting from a promotional payment, 

drawing, or giveaway program dis-
bursed by the cage department or any 
other department. This section does 
not apply to payouts for card game 
promotional pots and/or pools. 

(1) All payments must be documented 
to support the cage accountability. 

(2) Payments above $600 (or lesser 
amount as approved by TGRA) must be 
documented at the time of the pay-
ment, and documentation must include 
the following: 

(i) Date and time; 
(ii) Dollar amount of payment or de-

scription of personal property; 
(iii) Reason for payment; and 
(iv) Patron’s name and confirmation 

that identity was verified (drawings 
only). 

(v) Signature(s) of at least two 
agents verifying, authorizing, and com-
pleting the promotional payment with 
the patron. For computerized systems 
that validate and print the dollar 
amount of the payment on a computer 
generated form, only one signature is 
required. 

(g) Chip(s) and token(s). Controls 
must be established and procedures im-
plemented to ensure accountability of 
chip and token inventory. Such con-
trols must include, but are not limited 
to, the following: 

(1) Purchase; 
(2) Receipt; 
(3) Inventory; 
(4) Storage; and 
(5) Destruction. 
(h) Vouchers. 
(1) Controls must be established and 

procedures implemented to: 
(i) Verify the authenticity of each 

voucher redeemed. 
(ii) If the voucher is valid, verify that 

the patron is paid the appropriate 
amount. 

(iii) Document the payment of a 
claim on a voucher that is not phys-
ically available or a voucher that can-
not be validated such as a mutilated, 
expired, lost, or stolen voucher. 

(iv) Retain payment documentation 
for reconciliation purposes. 

(v) For manual payment of a voucher 
of $500 or more, require a supervisory 
employee to verify the validity of the 
voucher prior to payment. 
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(2) Vouchers paid during a period 
while the voucher system is tempo-
rarily out of operation must be marked 
‘‘paid’’ by the cashier. 

(3) Vouchers redeemed while the 
voucher system was temporarily out of 
operation must be validated as expedi-
tiously as possible upon restored oper-
ation of the voucher system. 

(4) Paid vouchers must be maintained 
in the cashier’s accountability for rec-
onciliation purposes. 

(5) Unredeemed vouchers can only be 
voided in the voucher system by super-
visory employees. The accounting de-
partment will maintain the voided 
voucher, if available. 

(i) Cage and vault access. Controls 
must be established and procedures im-
plemented to: 

(1) Restrict physical access to the 
cage to cage agents, designated staff, 
and other authorized persons; and 

(2) Limit transportation of extra-
neous items such as personal belong-
ings, tool boxes, beverage containers, 
etc., into and out of the cage. 

(j) Variances. The operation must es-
tablish, as approved by the TGRA, the 
threshold level at which a variance 
must be reviewed to determine the 
cause. Any such review must be docu-
mented. 

§ 543.19 [Reserved] 

§ 543.20 What are the minimum inter-
nal control standards for informa-
tion technology and information 
technology data? 

(a) Supervision. 
(1) Controls must identify the super-

visory agent in the department or area 
responsible for ensuring that the de-
partment or area is operating in ac-
cordance with established policies and 
procedures. 

(2) The supervisory agent must be 
independent of the operation of Class II 
games. 

(3) Controls must ensure that duties 
are adequately segregated and mon-
itored to detect procedural errors and 
to prevent the concealment of fraud. 

(4) Information technology agents 
having access to Class II gaming sys-
tems may not have signatory authority 
over financial instruments and payout 
forms and must be independent of and 
restricted from access to: 

(i) Financial instruments; 
(ii) Accounting, audit, and ledger en-

tries; and 
(iii) Payout forms. 
(b) As used in this section only, a 

system is any computerized system 
that is integral to the gaming environ-
ment. This includes, but is not limited 
to, the server and peripherals for Class 
II gaming system, accounting, surveil-
lance, essential phone system, and door 
access and warning systems. 

(c) Class II gaming systems’ logical 
and physical controls. Controls must 
be established and procedures imple-
mented to ensure adequate: 

(1) Control of physical and logical ac-
cess to the information technology en-
vironment, including accounting, 
voucher, cashless and player tracking 
systems, among others used in con-
junction with Class II gaming; 

(2) Physical and logical protection of 
storage media and its contents, includ-
ing recovery procedures; 

(3) Access credential control meth-
ods; 

(4) Record keeping and audit proc-
esses; and 

(5) Departmental independence, in-
cluding, but not limited to, means to 
restrict agents that have access to in-
formation technology from having ac-
cess to financial instruments. 

(d) Physical security. 
(1) The information technology envi-

ronment and infrastructure must be 
maintained in a secured physical loca-
tion such that access is restricted to 
authorized agents only. 

(2) Access devices to the systems’ se-
cured physical location, such as keys, 
cards, or fobs, must be controlled by an 
independent agent. 

(3) Access to the systems’ secured 
physical location must be restricted to 
agents in accordance with established 
policies and procedures, which must in-
clude maintaining and updating a 
record of agents granted access privi-
leges. 

(4) Network Communication Equip-
ment must be physically secured from 
unauthorized access. 

(e) Logical security. 
(1) Controls must be established and 

procedures implemented to protect all 
systems and to ensure that access to 
the following is restricted and secured: 
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(i) Systems’ software and application 
programs; 

(ii) Data associated with Class II 
gaming; and 

(iii) Communications facilities, sys-
tems, and information transmissions 
associated with Class II gaming sys-
tems. 

(2) Unused services and non-essential 
ports must be disabled whenever pos-
sible. 

(3) Procedures must be implemented 
to ensure that all activity performed 
on systems is restricted and secured 
from unauthorized access, and logged. 

(4) Communications to and from sys-
tems via Network Communication 
Equipment must be logically secured 
from unauthorized access. 

(f) User controls. 
(1) Systems, including application 

software, must be secured with pass-
words or other means for authorizing 
access. 

(2) Management personnel or agents 
independent of the department being 
controlled must assign and control ac-
cess to system functions. 

(3) Access credentials such as pass-
words, PINs, or cards must be con-
trolled as follows: 

(i) Each user must have his or her 
own individual access credential; 

(ii) Access credentials must be 
changed at an established interval ap-
proved by the TGRA; and 

(iii) Access credential records must 
be maintained either manually or by 
systems that automatically record ac-
cess changes and force access creden-
tial changes, including the following 
information for each user: 

(A) User’s name; 
(B) Date the user was given access 

and/or password change; and 
(C) Description of the access rights 

assigned to user. 
(4) Lost or compromised access cre-

dentials must be deactivated, secured 
or destroyed within an established 
time period approved by the TGRA. 

(5) Access credentials of terminated 
users must be deactivated within an es-
tablished time period approved by the 
TGRA. 

(6) Only authorized agents may have 
access to inactive or closed accounts of 
other users, such as player tracking ac-
counts and terminated user accounts. 

(g) Installations and/or modifications. 
(1) Only TGRA authorized or ap-

proved systems and modifications may 
be installed. 

(2) Records must be kept of all new 
installations and/or modifications to 
Class II gaming systems. These records 
must include, at a minimum: 

(i) The date of the installation or 
modification; 

(ii) The nature of the installation or 
change such as new software, server re-
pair, significant configuration modi-
fications; 

(iii) Evidence of verification that the 
installation or the modifications are 
approved; and 

(iv) The identity of the agent(s) per-
forming the installation/modification. 

(3) Documentation must be main-
tained, such as manuals and user 
guides, describing the systems in use 
and the operation, including hardware. 

(h) Remote access. 
(1) Agents may be granted remote ac-

cess for system support, provided that 
each access session is documented and 
maintained at the place of authoriza-
tion. The documentation must include: 

(i) Name of agent authorizing the ac-
cess; 

(ii) Name of agent accessing the sys-
tem; 

(iii) Verification of the agent’s au-
thorization; 

(iv) Reason for remote access; 
(v) Description of work to be per-

formed; 
(vi) Date and time of start of end- 

user remote access session; and 
(vii) Date and time of conclusion of 

end-user remote access session. 
(2) All remote access must be per-

formed via a secured method. 
(i) Incident monitoring and reporting. 
(1) Procedures must be implemented 

for responding to, monitoring, inves-
tigating, resolving, documenting, and 
reporting security incidents associated 
with information technology systems. 

(2) All security incidents must be re-
sponded to within an established time 
period approved by the TGRA and for-
mally documented. 

(j) Data backups. 
(1) Controls must include adequate 

backup, including, but not limited to, 
the following: 
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(i) Daily data backup of critical in-
formation technology systems; 

(ii) Data backup of critical programs 
or the ability to reinstall the exact 
programs as needed; 

(iii) Secured storage of all backup 
data files and programs, or other ade-
quate protection; 

(iv) Mirrored or redundant data 
source; and 

(v) Redundant and/or backup hard-
ware. 

(2) Controls must include recovery 
procedures, including, but not limited 
to, the following: 

(i) Data backup restoration; 
(ii) Program restoration; and 
(iii) Redundant or backup hardware 

restoration. 
(3) Recovery procedures must be test-

ed on a sample basis at specified inter-
vals at least annually. Results must be 
documented. 

(4) Backup data files and recovery 
components must be managed with at 
least the same level of security and ac-
cess controls as the system for which 
they are designed to support. 

(k) Software downloads. Downloads, 
either automatic or manual, must be 
performed in accordance with 25 CFR 
547.12. 

(l) Verifying downloads. Following 
download of any Class II gaming sys-
tem software, the Class II gaming sys-
tem must verify the downloaded soft-
ware using a software signature 
verification method. Using any method 
it deems appropriate, the TGRA must 
confirm the verification. 

§ 543.21 What are the minimum inter-
nal control standards for surveil-
lance? 

(a) Supervision. Supervision must be 
provided as needed for surveillance by 
an agent(s) with authority equal to or 
greater than those being supervised. 

(b) Surveillance equipment and control 
room(s). Controls must be established 
and procedures implemented that in-
clude the following: 

(1) For Tier A, the surveillance sys-
tem must be maintained and operated 
from a secured location, such as a 
locked cabinet. For Tiers B and C, the 
surveillance system must be main-
tained and operated from a staffed sur-
veillance operation room(s). 

(2) The surveillance operation 
room(s) must be secured to prevent un-
authorized entry. 

(3) Access to the surveillance oper-
ation room(s) must be limited to sur-
veillance agents and other authorized 
persons. 

(4) Surveillance operation room(s) ac-
cess logs must be maintained. 

(5) Surveillance operation room 
equipment must have total override ca-
pability over all other satellite surveil-
lance equipment. 

(6) Power loss to the surveillance sys-
tem: 

(i) For Tier A, in the event of power 
loss to the surveillance system, alter-
native security procedures, such as ad-
ditional supervisory or security agents, 
must be implemented immediately. 

(ii) For Tier B and C, in the event of 
power loss to the surveillance system, 
an auxiliary or backup power source 
must be available and capable of pro-
viding immediate restoration of power 
to the surveillance system to ensure 
that surveillance agents can observe 
all areas covered by dedicated cameras. 

(7) The surveillance system must 
record an accurate date and time 
stamp on recorded events. The dis-
played date and time must not signifi-
cantly obstruct the recorded view. 

(8) All surveillance agents must be 
trained in the use of the equipment, 
games, and house rules. 

(9) Each camera required by the 
standards in this section must be in-
stalled in a manner that will prevent it 
from being readily obstructed, tam-
pered with, or disabled. 

(10) The surveillance system must: 
(i) Have the capability to display all 

camera views on a monitor; 
(ii) Include sufficient numbers of re-

cording devices to record the views of 
all cameras required by this section; 

(iii) Record all camera views; and 
(iv) For Tier B and C only, include 

sufficient numbers of monitors to si-
multaneously display gaming and 
count room activities. 

(11) A periodic inspection of the sur-
veillance systems must be conducted. 
When a malfunction of the surveillance 
system is discovered, the malfunction 
and necessary repairs must be docu-
mented and repairs initiated within 
seventy-two (72) hours. 

VerDate Sep<11>2014 09:10 May 11, 2015 Jkt 235088 PO 00000 Frm 00189 Fmt 8010 Sfmt 8010 Q:\25\25V2.TXT 31lp
ow

el
l o

n 
D

S
K

54
D

X
V

N
1O

F
R

 w
ith

 $
$_

JO
B



180 

25 CFR Ch. III (4–1–15 Edition) § 543.21 

(i) If a dedicated camera malfunc-
tions, alternative security procedures, 
such as additional supervisory or secu-
rity agents, must be implemented im-
mediately. 

(ii) The TGRA must be notified of 
any surveillance system and/or cam-
era(s) that have malfunctioned for 
more than twenty-four (24) hours and 
the alternative security measures 
being implemented. 

(c) Additional surveillance require-
ments. With regard to the following 
functions, controls must also include: 

(1) Surveillance of the progressive 
prize meters for Class II gaming sys-
tems at the following thresholds: 

(i) Wide area progressives with a 
reset amount of $1 million; and 

(ii) In-house progressives with a reset 
amount of $250,000. 

(2) Manual bingo: 
(i) For manual draws, the surveil-

lance system must monitor the bingo 
ball drawing device or mechanical ran-
dom number generator, which must be 
recorded during the course of the draw 
by a dedicated camera to identify the 
numbers or other designations drawn; 
and 

(ii) The surveillance system must 
monitor and record the activities of 
the bingo game, including drawing, and 
entering the balls, numbers or other 
designations drawn. 

(3) Card games: 
(i) Except for card game tour-

naments, a dedicated camera(s) with 
sufficient clarity must be used to pro-
vide: 

(A) An overview of the activities on 
each card table surface, including card 
faces and cash and/or cash equivalents; 

(B) An overview of card game activi-
ties, including patrons and dealers; and 

(C) An unobstructed view of all post-
ed progressive pool amounts. 

(ii) For card game tournaments, a 
dedicated camera(s) must be used to 
provide an overview of tournament ac-
tivities, and any area where cash or 
cash equivalents are exchanged. 

(4) Cage and vault: 
(i) The surveillance system must 

monitor and record a general overview 
of activities occurring in each cage and 
vault area with sufficient clarity to 
identify individuals within the cage 
and patrons and staff members at the 

counter areas and to confirm the 
amount of each cash transaction; 

(ii) Each cashier station must be 
equipped with one (1) dedicated over-
head camera covering the transaction 
area; and 

(iii) The cage or vault area in which 
exchange and transfer transactions 
occur must be monitored and recorded 
by a dedicated camera or motion acti-
vated dedicated camera that provides 
coverage with sufficient clarity to 
identify the chip values and the 
amounts on the exchange and transfer 
documentation. Controls provided by a 
computerized exchange and transfer 
system constitute an adequate alter-
native to viewing the amounts on the 
exchange and transfer documentation. 

(5) Count rooms: 
(i) The surveillance system must 

monitor and record with sufficient 
clarity a general overview of all areas 
where cash or cash equivalents may be 
stored or counted; and 

(ii) The surveillance system must 
provide coverage of count equipment 
with sufficient clarity to view any at-
tempted manipulation of the recorded 
data. 

(6) Kiosks: The surveillance system 
must monitor and record a general 
overview of activities occurring at 
each kiosk with sufficient clarity to 
identify the activity and the individ-
uals performing it, including mainte-
nance, drops or fills, and redemption of 
wagering vouchers or credits. 

(d) Reporting requirements. TGRA-ap-
proved procedures must be imple-
mented for reporting suspected crimes 
and suspicious activity. 

(e) Recording retention. Controls must 
be established and procedures imple-
mented that include the following: 

(1) All recordings required by this 
section must be retained for a min-
imum of seven days; and 

(2) Suspected crimes, suspicious ac-
tivity, or detentions by security agents 
discovered within the initial retention 
period must be copied and retained for 
a time period, not less than one year. 

(f) Logs. Logs must be maintained 
and demonstrate the following: 

(1) Compliance with the storage, 
identification, and retention standards 
required in this section; 
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(2) Each malfunction and repair of 
the surveillance system as defined in 
this section; and 

(3) Activities performed by surveil-
lance agents as required by the con-
trols in this section. 

[77 FR 58712, Sept. 21, 2012, as amended at 78 
FR 63875, Oct. 25, 2013] 

§ 543.22 [Reserved] 

§ 543.23 What are the minimum inter-
nal control standards for audit and 
accounting? 

(a) Conflicts of standards. When estab-
lishing SICS, the gaming operation 
should review, and consider incor-
porating, other external standards such 
as GAAP, GAAS, and standards pro-
mulgated by GASB and FASB. In the 
event of a conflict between the MICS 
and the incorporated external stand-
ards, the external standards prevail. 

(b) Accounting. Controls must be es-
tablished and procedures implemented 
to safeguard assets and ensure each 
gaming operation: 

(1) Prepares accurate, complete, leg-
ible, and permanent records of all 
transactions pertaining to gaming rev-
enue and activities for operational ac-
countability. 

(2) Prepares general accounting 
records on a double-entry system of ac-
counting, maintaining detailed, sup-
porting, subsidiary records, and per-
forms the following activities: 

(i) Record gaming activity trans-
actions in an accounting system to 
identify and track all revenues, ex-
penses, assets, liabilities, and equity; 

(ii) Record all markers, IOU’s, re-
turned checks, held checks, or other 
similar credit instruments; 

(iii) Record journal entries prepared 
by the gaming operation and by any 
independent accountants used; 

(iv) Prepare income statements and 
balance sheets; 

(v) Prepare appropriate subsidiary 
ledgers to support the balance sheet; 

(vi) Prepare, review, and maintain 
accurate financial statements; 

(vii) Prepare transactions in accord-
ance with the appropriate authoriza-
tion, as provided by management; 

(viii) Record transactions to facili-
tate proper recording of gaming rev-

enue and fees, and to maintain ac-
countability of assets; 

(ix) Compare recorded accountability 
for assets to actual assets at periodic 
intervals, and take appropriate action 
with respect to any variances; 

(x) Segregate functions, duties, and 
responsibilities; 

(xi) Prepare minimum bankroll cal-
culations; and 

(xii) Maintain and preserve all finan-
cial records and relevant supporting 
documentation. 

(c) Internal audit. Controls must be 
established and procedures imple-
mented to ensure that: 

(1) Internal auditor(s) perform audits 
of each department of a gaming oper-
ation, at least annually, to review com-
pliance with TICS, SICS, and these 
MICS, which include at least the fol-
lowing areas: 

(i) Bingo, including supervision, 
bingo cards, bingo card sales, draw, 
prize payout; cash and equivalent con-
trols, technologic aids to the play of 
bingo, operations, vouchers, and rev-
enue audit procedures; 

(ii) Pull tabs, including, supervision, 
pull tab inventory, pull tab sales, win-
ning pull tabs, pull tab operating 
funds, statistical records, and revenue 
audit procedures; 

(iii) Card games, including super-
vision, exchange or transfers, playing 
cards, shill funds, reconciliation of 
card room bank, posted rules, and pro-
motional progressive pots and pools; 

(iv) Gaming promotions and player 
tracking procedures, including super-
vision, gaming promotion rules and 
player tracking systems; 

(v) Complimentary services or items, 
including procedures for issuing, au-
thorizing, redeeming, and reporting 
complimentary service items; 

(vi) Patron deposit accounts and 
cashless systems procedures, including 
supervision, patron deposit accounts 
and cashless systems, as well as patron 
deposits, withdrawals and adjustments; 

(vii) Lines of credit procedures, in-
cluding establishment of lines of credit 
policy; 

(viii) Drop and count standards, in-
cluding supervision, count room access, 
count team, card game drop standards, 
player interface and financial instru-
ment drop standards, card game count 
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standards, player interface financial 
instrument count standards, and con-
trolled keys; 

(ix) Cage, vault, cash and cash equiv-
alent procedures, including super-
vision, cash and cash equivalents, per-
sonal checks, cashier’s checks, trav-
eler’s checks, payroll checks, and 
counter checks, cage and vault ac-
countability, kiosks, patron deposited 
funds, promotional payouts, drawings, 
and giveaway programs, chip and token 
standards, and cage and vault access; 

(x) Information technology, includ-
ing supervision, class II gaming sys-
tems’ logical and physical controls, 
independence, physical security, log-
ical security, user controls, installa-
tions and/or modifications, remote ac-
cess, incident monitoring and report-
ing, data back-ups, software 
downloads, and verifying downloads; 
and 

(xi) Accounting standards, including 
accounting records, maintenance and 
preservation of financial records and 
relevant supporting documentation. 

(2) Internal auditor(s) are inde-
pendent of gaming operations with re-
spect to the departments subject to 
audit (auditors internal to the oper-
ation, officers of the TGRA, or outside 
CPA firm may perform this function). 

(3) Internal auditor(s) report directly 
to the Tribe, TGRA, audit committee, 
or other entity designated by the 
Tribe. 

(4) Documentation such as check-
lists, programs, reports, etc. is pre-
pared to evidence all internal audit 
work and follow-up performed as it re-
lates to compliance with TICS, SICS, 
and these MICS, including all instances 
of noncompliance. 

(5) Audit reports are maintained and 
made available to the Commission 
upon request and must include the fol-
lowing information: 

(i) Audit objectives; 
(ii) Audit procedures and scope; 
(iii) Findings and conclusions; 
(iv) Recommendations, if applicable; 

and 
(v) Management’s response. 
(6) All material exceptions identified 

by internal audit work are investigated 
and resolved and the results are docu-
mented. 

(7) Internal audit findings are re-
ported to management, responded to by 
management stating corrective meas-
ures to be taken, and included in the 
report delivered to management, the 
Tribe, TGRA, audit committee, or 
other entity designated by the Tribe 
for corrective action. 

(8) Follow-up observations and ex-
aminations is performed to verify that 
corrective action has been taken re-
garding all instances of non-compli-
ance. The verification is performed 
within six (6) months following the 
date of notification of non-compliance. 

(d) Annual requirements. 
(1) Agreed upon procedures. A CPA 

must be engaged to perform an assess-
ment to verify whether the gaming op-
eration is in compliance with these 
MICS, and/or the TICS or SICS if they 
provide at least the same level of con-
trols as the MICS. The assessment 
must be performed in accordance with 
agreed upon procedures and the most 
recent versions of the Statements on 
Standards for Attestation Engage-
ments and Agreed-Upon Procedures En-
gagements (collectively ‘‘SSAEs’’), 
issued by the American Institute of 
Certified Public Accountants. 

(2) The tribe must submit two copies 
of the agreed-upon procedures report to 
the Commission within 120 days of the 
gaming operation’s fiscal year end in 
conjunction with the submission of the 
annual financial audit report required 
pursuant to 25 CFR part 571. 

(3) Review of internal audit. 
(i) The CPA must determine compli-

ance by the gaming operation with the 
internal audit requirements in this 
paragraph (d) by: 

(A) Completing the internal audit 
checklist; 

(B) Ensuring that the internal audi-
tor completed checklists for each gam-
ing department of the operation; 

(C) Verifying that any areas of non- 
compliance have been identified; 

(D) Ensuring that audit reports are 
completed and include responses from 
management; and 

(E) Verifying that appropriate follow- 
up on audit findings has been con-
ducted and necessary corrective meas-
ures have been taken to effectively 
mitigate the noted risks. 
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(ii) If the CPA determines that the 
internal audit procedures performed 
during the fiscal year have been prop-
erly completed, the CPA may rely on 
the work of the internal audit for the 
completion of the MICS checklists as 
they relate to the standards covered by 
this part. 

(4) Report format. The SSAEs are ap-
plicable to agreed-upon procedures en-
gagements required in this part. All 
noted instances of noncompliance with 
the MICS and/or the TICS or SICS, if 
they provide the same level of controls 
as the MICS, must be documented in 
the report with a narrative description, 
the number of exceptions and sample 
size tested. 

§ 543.24 What are the minimum inter-
nal control standards for auditing 
revenue? 

(a) Supervision. Supervision must be 
provided as needed for bingo operations 
by an agent(s) with authority equal to 
or greater than those being supervised. 

(b) Independence. Audits must be per-
formed by agent(s) independent of the 
transactions being audited. 

(c) Documentation. The performance 
of revenue audit procedures, the excep-
tions noted, and the follow-up of all 
revenue audit exceptions must be docu-
mented and maintained. 

(d) Controls must be established and 
procedures implemented to audit of 
each of the following operational areas: 

(1) Bingo. 
(i) At the end of each month, verify 

the accuracy of the ending balance in 
the bingo control log by reconciling it 
with the bingo paper inventory. Inves-
tigate and document any variance 
noted. 

(ii) Daily, reconcile supporting 
records and documents to summarized 
paperwork or electronic records (e.g. 
total sales and payouts per shift and/or 
day). 

(iii) At least monthly, review 
variances related to bingo accounting 
data in accordance with an established 
threshold, which must include, at a 
minimum, variance(s) noted by the 
Class II gaming system for cashless 
transactions in and out, electronic 
funds transfer in and out, external 
bonus payouts, vouchers out and cou-

pon promotion out. Investigate and 
document any variance noted. 

(iv) At least monthly, review statis-
tical reports for any deviations from 
the mathematical expectations exceed-
ing a threshold established by the 
TGRA. Investigate and document any 
deviations compared to the mathe-
matical expectations required to be 
submitted per § 547.4. 

(v) At least monthly, take a random 
sample, foot the vouchers redeemed 
and trace the totals to the totals re-
corded in the voucher system and to 
the amount recorded in the applicable 
cashier’s accountability document. 

(2) Pull tabs. 
(i) Daily, verify the total amount of 

winning pull tabs redeemed each day. 
(ii) At the end of each month, verify 

the accuracy of the ending balance in 
the pull tab control log by reconciling 
the pull tabs on hand. Investigate and 
document any variance noted. 

(iii) At least monthly, compare for 
reasonableness the amount of pull tabs 
sold from the pull tab control log to 
the amount of pull-tab sales. 

(iv) At least monthly, review statis-
tical reports for any deviations exceed-
ing a specified threshold, as defined by 
the TGRA. Investigate and document 
any large and unusual fluctuations 
noted. 

(3) Card games. 
(i) Daily, reconcile the amount indi-

cated on the progressive sign/meter to 
the cash counted or received by the 
cage and the payouts made for each 
promotional progressive pot and pool. 
This reconciliation must be suffi-
ciently documented, including substan-
tiation of differences and adjustments. 

(ii) At least monthly, review all pay-
outs for the promotional progressive 
pots, pools, or other promotions to 
verify payout accuracy and proper ac-
counting treatment and that they are 
conducted in accordance with condi-
tions provided to the patrons. 

(iii) At the conclusion of each con-
test/tournament, reconcile all contest/ 
tournament entry and payout forms to 
the dollar amounts recorded in the ap-
propriate accountability document. 

(4) Gaming promotions and player 
tracking. 

(i) At least monthly, review pro-
motional payments, drawings, and 

VerDate Sep<11>2014 09:10 May 11, 2015 Jkt 235088 PO 00000 Frm 00193 Fmt 8010 Sfmt 8010 Q:\25\25V2.TXT 31lp
ow

el
l o

n 
D

S
K

54
D

X
V

N
1O

F
R

 w
ith

 $
$_

JO
B



184 

25 CFR Ch. III (4–1–15 Edition) § 543.24 

giveaway programs to verify payout 
accuracy and proper accounting treat-
ment in accordance with the rules pro-
vided to patrons. 

(ii) At least monthly, for computer-
ized player tracking systems, perform 
the following procedures: 

(A) Review authorization documenta-
tion for all manual point additions/de-
letions for propriety; 

(B) Review exception reports, includ-
ing transfers between accounts; and 

(C) Review documentation related to 
access to inactive and closed accounts. 

(iii) At least annually, all computer-
ized player tracking systems must be 
reviewed by agent(s) independent of the 
individuals that set up or make 
changes to the system parameters. The 
review must be performed to determine 
that the configuration parameters are 
accurate and have not been altered 
without appropriate management au-
thorization Document and maintain 
the test results. 

(5) Complimentary services or items. At 
least monthly, review the reports re-
quired in § 543.13(d). These reports must 
be made available to those entities au-
thorized by the TGRA or by tribal law 
or ordinance. 

(6) Patron deposit accounts. 
(i) At least weekly, reconcile patron 

deposit account liability (deposits 
±adjustments¥withdrawals = total ac-
count balance) to the system record. 

(ii) At least weekly, review manual 
increases and decreases to/from player 
deposit accounts to ensure proper ad-
justments were authorized. 

(7) Lines of credit. 
(i) At least three (3) times per year, 

an agent independent of the cage, cred-
it, and collection functions must per-
form the following review: 

(A) Select a sample of line of credit 
accounts; 

(B) Ascertain compliance with credit 
limits and other established credit 
issuance procedures; 

(C) Reconcile outstanding balances of 
both active and inactive (includes 
write-offs and settlements) accounts on 
the accounts receivable listing to indi-
vidual credit records and physical in-
struments. This procedure need only be 
performed once per year for inactive 
accounts; and 

(D) Examine line of credit records to 
determine that appropriate collection 
efforts are being made and payments 
are being properly recorded. 

(E) For at least five (5) days during 
the review period, subsequently rec-
oncile partial payment receipts to the 
total payments recorded by the cage 
for the day and account for the receipts 
numerically. 

(ii) At least monthly, perform an 
evaluation of the collection percentage 
of credit issued to identify unusual 
trends. 

(8) Drop and count. 
(i) At least quarterly, unannounced 

currency counter and currency counter 
interface (if applicable) tests must be 
performed, and the test results docu-
mented and maintained. All denomina-
tions of currency and all types of cash 
out tickets counted by the currency 
counter must be tested. This test may 
be performed by internal audit or the 
TGRA. The result of these tests must 
be documented and signed by the 
agent(s) performing the test. 

(ii) At least quarterly, unannounced 
weigh scale and weigh scale interface 
(if applicable) tests must be performed, 
and the test results documented and 
maintained. This test may be per-
formed by internal audit or the TGRA. 
The result of these tests must be docu-
mented and signed by the agent(s) per-
forming the test. 

(iii) For computerized key security 
systems controlling access to drop and 
count keys, perform the following pro-
cedures: 

(A) At least quarterly, review the re-
port generated by the computerized 
key security system indicating the 
transactions performed by the indi-
vidual(s) that adds, deletes, and 
changes users’ access within the sys-
tem (i.e., system administrator). Deter-
mine whether the transactions com-
pleted by the system administrator 
provide adequate control over the ac-
cess to the drop and count keys. Also, 
determine whether any drop and count 
key(s) removed or returned to the key 
cabinet by the system administrator 
was properly authorized; 

(B) At least quarterly, review the re-
port generated by the computerized 
key security system indicating all 
transactions performed to determine 
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whether any unusual drop and count 
key removals or key returns occurred; 
and 

(C) At least quarterly, review a sam-
ple of users that are assigned access to 
the drop and count keys to determine 
that their access to the assigned keys 
is appropriate relative to their job po-
sition. 

(iv) At least quarterly, an inventory 
of all controlled keys must be per-
formed and reconciled to records of 
keys made, issued, and destroyed. In-
vestigations must be performed for all 
keys unaccounted for, and the inves-
tigation documented. 

(9) Cage, vault, cash, and cash equiva-
lents. 

(i) At least monthly, the cage ac-
countability must be reconciled to the 
general ledger. 

(ii) At least monthly, trace the 
amount of cage deposits to the 
amounts indicated in the bank state-
ments. 

(iii) Twice annually, a count must be 
performed of all funds in all gaming 
areas (i.e. cages, vaults, and booths (in-
cluding reserve areas), kiosks, cash-out 
ticket redemption machines, and 
change machines. Count all chips and 
tokens by denomination and type. 
Count individual straps, bags, and im-
prest banks on a sample basis. Rec-
oncile all amounts counted to the 
amounts recorded on the corresponding 
accountability forms to ensure that 
the proper amounts are recorded. Main-
tain documentation evidencing the 
amount counted for each area and the 
subsequent comparison to the cor-
responding accountability form. The 
count must be completed within the 
same gaming day for all areas. 

(A) Counts must be observed by an 
individual independent of the depart-
ment being counted. It is permissible 
for the individual responsible for the 
funds to perform the actual count 
while being observed. 

(B) Internal audit may perform and/ 
or observe the two counts. 

(iv) At least annually, select a sam-
ple of invoices for chips and tokens 
purchased, and trace the dollar amount 
from the purchase invoice to the ac-
countability document that indicates 
the increase to the chip or token inven-

tory to ensure that the proper dollar 
amount has been recorded. 

(v) At each business year end, create 
and maintain documentation evidenc-
ing the amount of the chip/token liabil-
ity, the change in the liability from 
the previous year, and explanations for 
adjustments to the liability account 
including any adjustments for chip/ 
token float. 

(vi) At least monthly, review a sam-
ple of returned checks to determine 
that the required information was re-
corded by cage agent(s) when the check 
was cashed. 

(vii) At least monthly, review excep-
tion reports for all computerized cage 
systems for propriety of transactions 
and unusual occurrences. The review 
must include, but is not limited to, 
voided authorizations. All noted im-
proper transactions or unusual occur-
rences identified must be investigated 
and the results documented. 

(viii) Daily, reconcile all parts of 
forms used to document increases/de-
creases to the total cage inventory, in-
vestigate any variances noted, and doc-
ument the results of such investiga-
tions. 

(10) Inventory. 
(i) At least monthly, verify receipt, 

issuance, and use of controlled inven-
tory, including, but not limited to, 
bingo cards, pull tabs, playing cards, 
keys, pre-numbered and/or multi-part 
forms. 

(ii) Periodically perform minimum 
bankroll calculations to ensure that 
the gaming operation maintains cash 
in an amount sufficient to satisfy the 
gaming operation’s obligations. 

§§ 543.25–543.49 [Reserved] 

PARTS 544–546 [RESERVED] 

PART 547—MINIMUM TECHNICAL 
STANDARDS FOR CLASS II GAM-
ING SYSTEMS AND EQUIPMENT 

Sec. 
547.1 What is the purpose of this part? 
547.2 What are the definitions for this part? 
547.3 Who is responsible for implementing 

these standards? 
547.4 What are the rules of general applica-

tion for this part? 
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