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§ 1.10016 How do I apply for special 
temporary authority? 

(a) Requests for Special Temporary 
Authority (STA) may be filed via IBFS 
for most services. We encourage you to 
file STA applications through IBFS as 
it will ensure faster receipt of your re-
quest. 

(b) For specific information on the 
content of your request, refer to 
§§ 25.120 and 63.25 of this chapter. 

§ 1.10017 How can I submit additional 
information? 

In response to an official request for 
information from the International Bu-
reau, you can submit additional infor-
mation electronically directly to the 
requestor, or by mail to the Office of 
the Secretary, Attention: International 
Bureau. 

§ 1.10018 May I amend my application? 
(a) If the service rules allow, you 

may amend pending applications. 
(b) If an electronic version of an 

amendment application is available in 
IBFS, you may file your amendment 
electronically through IBFS. 

Subpart Z—Communications As-
sistance for Law Enforcement 
Act 

SOURCE: 71 FR 38108, July 5, 2006, unless 
otherwise noted. 

§ 1.20000 Purpose. 
Pursuant to the Communications As-

sistance for Law Enforcement Act 
(CALEA), Public Law 103–414, 108 Stat. 
4279 (1994) (codified as amended in sec-
tions of 18 U.S.C. and 47 U.S.C.), this 
subpart contains rules that require a 
telecommunications carrier to: 

(a) Ensure that any interception of 
communications or access to call-iden-
tifying information effected within its 
switching premises can be activated 
only in accordance with appropriate 
legal authorization, appropriate carrier 
authorization, and with the affirmative 
intervention of an individual officer or 
employee of the carrier acting in ac-
cordance with regulations prescribed 
by the Commission; and 

(b) Implement the assistance capa-
bility requirements of CALEA section 

103, 47 U.S.C. 1002, to ensure law en-
forcement access to authorized wire 
and electronic communications or call- 
identifying information. 

§ 1.20001 Scope. 
The definitions included in 47 CFR 

1.20002 shall be used solely for the pur-
pose of implementing CALEA require-
ments. 

§ 1.20002 Definitions. 
For purposes of this subpart: 
(a) Appropriate legal authorization. 

The term appropriate legal authorization 
means: 

(1) A court order signed by a judge or 
magistrate authorizing or approving 
interception of wire or electronic com-
munications; or 

(2) Other authorization, pursuant to 
18 U.S.C. 2518(7), or any other relevant 
federal or state statute. 

(b) Appropriate carrier authorization. 
The term appropriate carrier authoriza-
tion means the policies and procedures 
adopted by telecommunications car-
riers to supervise and control officers 
and employees authorized to assist law 
enforcement in conducting any inter-
ception of communications or access to 
call-identifying information. 

(c) Appropriate authorization. The 
term appropriate authorization means 
both appropriate legal authorization 
and appropriate carrier authorization. 

(d) LEA. The term LEA means law en-
forcement agency; e.g., the Federal Bu-
reau of Investigation or a local police 
department. 

(e) Telecommunications carrier. The 
term telecommunications carrier in-
cludes: 

(1) A person or entity engaged in the 
transmission or switching of wire or 
electronic communications as a com-
mon carrier for hire; 

(2) A person or entity engaged in pro-
viding commercial mobile service (as 
defined in sec. 332(d) of the Commu-
nications Act of 1934 (47 U.S.C. 332(d))); 
or 

(3) A person or entity that the Com-
mission has found is engaged in pro-
viding wire or electronic communica-
tion switching or transmission service 
such that the service is a replacement 
for a substantial portion of the local 
telephone exchange service and that it 
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is in the public interest to deem such a 
person or entity to be a telecommuni-
cations carrier for purposes of CALEA. 

§ 1.20003 Policies and procedures for 
employee supervision and control. 

A telecommunications carrier shall: 
(a) Appoint a senior officer or em-

ployee responsible for ensuring that 
any interception of communications or 
access to call-identifying information 
effected within its switching premises 
can be activated only in accordance 
with a court order or other lawful au-
thorization and with the affirmative 
intervention of an individual officer or 
employee of the carrier. 

(b) Establish policies and procedures 
to implement paragraph (a) of this sec-
tion, to include: 

(1) A statement that carrier per-
sonnel must receive appropriate legal 
authorization and appropriate carrier 
authorization before enabling law en-
forcement officials and carrier per-
sonnel to implement the interception 
of communications or access to call- 
identifying information; 

(2) An interpretation of the phrase 
‘‘appropriate authorization’’ that en-
compasses the definitions of appro-
priate legal authorization and appro-
priate carrier authorization, as used in 
paragraph (b)(1) of this section; 

(3) A detailed description of how long 
it will maintain its records of each 
interception of communications or ac-
cess to call-identifying information 
pursuant to § 1.20004; 

(4) In a separate appendix to the poli-
cies and procedures document: 

(i) The name and a description of the 
job function of the senior officer or em-
ployee appointed pursuant to para-
graph (a) of this section; and 

(ii) Information necessary for law en-
forcement agencies to contact the sen-
ior officer or employee appointed pur-
suant to paragraph (a) of this section 
or other CALEA points of contact on a 
seven days a week, 24 hours a day basis. 

(c) Report to the affected law en-
forcement agencies, within a reason-
able time upon discovery: 

(1) Any act of compromise of a lawful 
interception of communications or ac-
cess to call-identifying information to 
unauthorized persons or entities; and 

(2) Any act of unlawful electronic 
surveillance that occurred on its prem-
ises. 

§ 1.20004 Maintaining secure and accu-
rate records. 

(a) A telecommunications carrier 
shall maintain a secure and accurate 
record of each interception of commu-
nications or access to call-identifying 
information, made with or without ap-
propriate authorization, in the form of 
single certification. 

(1) This certification must include, at 
a minimum, the following information: 

(i) The telephone number(s) and/or 
circuit identification numbers in-
volved; 

(ii) The start date and time that the 
carrier enables the interception of 
communications or access to call iden-
tifying information; 

(iii) The identity of the law enforce-
ment officer presenting the authoriza-
tion; 

(iv) The name of the person signing 
the appropriate legal authorization; 

(v) The type of interception of com-
munications or access to call-identi-
fying information (e.g., pen register, 
trap and trace, Title III, FISA); and 

(vi) The name of the telecommuni-
cations carriers’ personnel who is re-
sponsible for overseeing the intercep-
tion of communication or access to 
call-identifying information and who is 
acting in accordance with the carriers’ 
policies established under § 1.20003. 

(2) This certification must be signed 
by the individual who is responsible for 
overseeing the interception of commu-
nications or access to call-identifying 
information and who is acting in ac-
cordance with the telecommunications 
carrier’s policies established under 
§ 1.20003. This individual will, by his/her 
signature, certify that the record is 
complete and accurate. 

(3) This certification must be com-
piled either contemporaneously with, 
or within a reasonable period of time 
after the initiation of the interception 
of the communications or access to 
call-identifying information. 

(4) A telecommunications carrier 
may satisfy the obligations of para-
graph (a) of this section by requiring 
the individual who is responsible for 
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overseeing the interception of commu-
nication or access to call-identifying 
information and who is acting in ac-
cordance with the carriers’ policies es-
tablished under § 1.20003 to sign the cer-
tification and append the appropriate 
legal authorization and any extensions 
that have been granted. This form of 
certification must at a minimum in-
clude all of the information listed in 
paragraph (a) of this section. 

(b) A telecommunications carrier 
shall maintain the secure and accurate 
records set forth in paragraph (a) of 
this section for a reasonable period of 
time as determined by the carrier. 

(c) It is the telecommunications car-
rier’s responsibility to ensure its 
records are complete and accurate. 

(d) Violation of this rule is subject to 
the penalties of § 1.20008. 

[71 FR 38108, July 5, 2006] 

§ 1.20005 Submission of policies and 
procedures and Commission review. 

(a) Each telecommunications carrier 
shall file with the Commission the 
policies and procedures it uses to com-
ply with the requirements of this sub-
chapter. These policies and procedures 
shall be filed with the Federal Commu-
nications Commission within 90 days of 
the effective date of these rules, and 
thereafter, within 90 days of a carrier’s 
merger or divestiture or a carrier’s 
amendment of its existing policies and 
procedures. 

(b) The Commission shall review each 
telecommunications carrier’s policies 
and procedures to determine whether 
they comply with the requirements of 
§§ 1.20003 and 1.20004. 

(1) If, upon review, the Commission 
determines that a telecommunications 
carrier’s policies and procedures do not 
comply with the requirements estab-
lished under §§ 1.20003 and 1.20004, the 
telecommunications carrier shall mod-
ify its policies and procedures in ac-
cordance with an order released by the 
Commission. 

(2) The Commission shall review and 
order modification of a telecommuni-
cations carrier’s policies and proce-
dures as may be necessary to insure 
compliance by telecommunications 
carriers with the requirements of the 

regulations prescribed under §§ 1.20003 
and 1.20004. 

[71 FR 38108, July 5, 2006] 

§ 1.20006 Assistance capability require-
ments. 

(a) Telecommunications carriers 
shall provide to a Law Enforcement 
Agency the assistance capability re-
quirements of CALEA regarding wire 
and electronic communications and 
call-identifying information, see 47 
U.S.C. 1002. A carrier may satisfy these 
requirements by complying with pub-
licly available technical requirements 
or standards adopted by an industry as-
sociation or standard-setting organiza-
tion, such as J–STD–025 (current 
version), or by the Commission. 

(b) Telecommunications carriers 
shall consult, as necessary, in a timely 
fashion with manufacturers of its tele-
communications transmission and 
switching equipment and its providers 
of telecommunications support serv-
ices for the purpose of ensuring that 
current and planned equipment, facili-
ties, and services comply with the as-
sistance capability requirements of 47 
U.S.C. 1002. 

(c) A manufacturer of telecommuni-
cations transmission or switching 
equipment and a provider of tele-
communications support service shall, 
on a reasonably timely basis and at a 
reasonable charge, make available to 
the telecommunications carriers using 
its equipment, facilities, or services 
such features or modifications as are 
necessary to permit such carriers to 
comply with the assistance capability 
requirements of 47 U.S.C. 1002. 

§ 1.20007 Additional assistance capa-
bility requirements for wireline, 
cellular, and PCS telecommuni-
cations carriers. 

(a) Definition—(1) Call-identifying in-
formation. Call identifying information 
means dialing or signaling information 
that identifies the origin, direction, 
destination, or termination of each 
communication generated or received 
by a subscriber by means of any equip-
ment, facility, or service of a tele-
communications carrier. Call-identi-
fying information is ‘‘reasonably avail-
able’’ to a carrier if it is present at an 
intercept access point and can be made 

VerDate Sep<11>2014 13:27 Dec 15, 2015 Jkt 235209 PO 00000 Frm 00471 Fmt 8010 Sfmt 8010 Y:\SGML\235209.XXX 235209w
gr

ee
n 

on
 D

S
K

2V
P

T
V

N
1P

R
O

D
 w

ith
 C

F
R



462 

47 CFR Ch. I (10–1–15 Edition) § 1.20007 

available without the carrier being un-
duly burdened with network modifica-
tions. 

(2) Collection function. The location 
where lawfully authorized intercepted 
communications and call-identifying 
information is collected by a law en-
forcement agency (LEA). 

(3) Content of subject-initiated con-
ference calls. Capability that permits a 
LEA to monitor the content of con-
versations by all parties connected via 
a conference call when the facilities 
under surveillance maintain a circuit 
connection to the call. 

(4) Destination. A party or place to 
which a call is being made (e.g., the 
called party). 

(5) Dialed digit extraction. Capability 
that permits a LEA to receive on the 
call data channel digits dialed by a 
subject after a call is connected to an-
other carrier’s service for processing 
and routing. 

(6) Direction. A party or place to 
which a call is re-directed or the party 
or place from which it came, either in-
coming or outgoing (e.g., a redirected- 
to party or redirected-from party). 

(7) IAP. Intercept access point is a 
point within a carrier’s system where 
some of the communications or call- 
identifying information of an intercept 
subject’s equipment, facilities, and 
services are accessed. 

(8) In-band and out-of-band signaling. 
Capability that permits a LEA to be in-
formed when a network message that 
provides call identifying information 
(e.g., ringing, busy, call waiting signal, 
message light) is generated or sent by 
the IAP switch to a subject using the 
facilities under surveillance. Excludes 
signals generated by customer prem-
ises equipment when no network signal 
is generated. 

(9) J–STD–025. The standard, includ-
ing the latest version, developed by the 
Telecommunications Industry Associa-
tion (TIA) and the Alliance for Tele-
communications Industry Solutions 
(ATIS) for wireline, cellular, and 
broadband PCS carriers. This standard 
defines services and features to support 
lawfully authorized electronic surveil-
lance, and specifies interfaces nec-
essary to deliver intercepted commu-
nications and call-identifying informa-
tion to a LEA. Subsequently, TIA and 

ATIS published J–STD–025–A and J– 
STD–025–B. 

(10) Origin. A party initiating a call 
(e.g., a calling party), or a place from 
which a call is initiated. 

(11) Party hold, join, drop on con-
ference calls. Capability that permits a 
LEA to identify the parties to a con-
ference call conversation at all times. 

(12) Subject-initiated dialing and sig-
naling information. Capability that per-
mits a LEA to be informed when a sub-
ject using the facilities under surveil-
lance uses services that provide call 
identifying information, such as call 
forwarding, call waiting, call hold, and 
three-way calling. Excludes signals 
generated by customer premises equip-
ment when no network signal is gen-
erated. 

(13) Termination. A party or place at 
the end of a communication path (e.g. 
the called or call-receiving party, or 
the switch of a party that has placed 
another party on hold). 

(14) Timing information. Capability 
that permits a LEA to associate call- 
identifying information with the con-
tent of a call. A call-identifying mes-
sage must be sent from the carrier’s 
IAP to the LEA’s Collection Function 
within eight seconds of receipt of that 
message by the IAP at least 95% of the 
time, and with the call event time- 
stamped to an accuracy of at least 200 
milliseconds. 

(b) In addition to the requirements in 
§ 1.20006, wireline, cellular, and PCS 
telecommunications carriers shall pro-
vide to a LEA the assistance capability 
requirements regarding wire and elec-
tronic communications and call identi-
fying information covered by J–STD– 
025 (current version), and, subject to 
the definitions in this section, may sat-
isfy these requirements by complying 
with J–STD–025 (current version), or by 
another means of their own choosing. 
These carriers also shall provide to a 
LEA the following capabilities: 

(1) Content of subject-initiated con-
ference calls; 

(2) Party hold, join, drop on con-
ference calls; 

(3) Subject-initiated dialing and sig-
naling information; 

(4) In-band and out-of-band signaling; 
(5) Timing information; 
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(6) Dialed digit extraction, with a 
toggle feature that can activate/deacti-
vate this capability. 

[71 FR 38108, July 5, 2006, as amended at 76 
FR 70911, Nov. 16, 2011] 

§ 1.20008 Penalties. 

In the event of a telecommunications 
carrier’s violation of this subchapter, 
the Commission shall enforce the pen-
alties articulated in 47 U.S.C. 503(b) of 
the Communications Act of 1934 and 47 
CFR 1.80. 

Subpart AA—Competitive Bidding 
for Universal Service Support 

SOURCE: 76 FR 73851, Nov. 29, 2011, unless 
otherwise noted. 

§ 1.21000 Purpose. 

This subpart sets forth procedures for 
competitive bidding to determine the 
recipients of universal service support 
pursuant to part 54 of this chapter and 
the amount(s) of support that each re-
cipient respectively may receive, sub-
ject to post-auction procedures, when 
the Commission directs that such sup-
port shall be determined through com-
petitive bidding. 

§ 1.21001 Participation in competitive 
bidding for support. 

(a) Public Notice of the Application 
Process. The dates and procedures for 
submitting applications to participate 
in competitive bidding pursuant to this 
subpart shall be announced by public 
notice. 

(b) Application Contents. An applicant 
to participate in competitive bidding 
pursuant to this subpart shall provide 
the following information in an accept-
able form: 

(1) The identity of the applicant, i.e., 
the party that seeks support, including 
any required information regarding 
parties that have an ownership or 
other interest in the applicant; 

(2) The identities of up to three indi-
viduals authorized to make or with-
draw a bid on behalf of the applicant; 

(3) The identities of all real parties in 
interest to any agreements relating to 
the participation of the applicant in 
the competitive bidding; 

(4) Certification that the application 
discloses all real parties in interest to 
any agreements involving the appli-
cant’s participation in the competitive 
bidding; 

(5) Certification that the applicant 
and all applicable parties have com-
plied with and will continue to comply 
with § 1.21002; 

(6) Certification that the applicant is 
in compliance with all statutory and 
regulatory requirements for receiving 
the universal service support that the 
applicant seeks; 

(7) Certification that the applicant 
will make any payment that may be 
required pursuant to § 1.21004; 

(8) Certification that the individual 
submitting the application is author-
ized to do so on behalf of the applicant; 
and 

(9) Such additional information as 
may be required. 

(c) Financial Requirements for Partici-
pation. As a prerequisite to partici-
pating in competitive bidding, an ap-
plicant may be required to post a bond 
or place funds on deposit with the Com-
mission in an amount based on the de-
fault payment that may be required 
pursuant to § 1.21004. The details of and 
deadline for posting such a bond or 
making such a deposit will be an-
nounced by public notice. No interest 
will be paid on any funds placed on de-
posit. 

(d) Application Processing. (1) Any 
timely submitted application will be 
reviewed by Commission staff for com-
pleteness and compliance with the 
Commission’s rules. No untimely appli-
cations shall be reviewed or considered. 

(2) An applicant will not be permitted 
to participate in competitive bidding if 
the application does not identify the 
applicant as required by the public no-
tice announcing application procedures 
or does not include all required certifi-
cations, as of the deadline for submit-
ting applications. 

(3) An applicant will not be permitted 
to participate in competitive bidding if 
the applicant has not provided any 
bond or deposit of funds required pur-
suant to § 1.21001(c), as of the applicable 
deadline. 

(4) An applicant may not make major 
modifications to its application after 

VerDate Sep<11>2014 13:27 Dec 15, 2015 Jkt 235209 PO 00000 Frm 00473 Fmt 8010 Sfmt 8010 Y:\SGML\235209.XXX 235209w
gr

ee
n 

on
 D

S
K

2V
P

T
V

N
1P

R
O

D
 w

ith
 C

F
R


		Superintendent of Documents
	2020-01-22T02:00:58-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




