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example of the type of information to be re-
ported in this category, i.e., information re-
sulting from an experimental reactor project
or component development which may have
many future applications but which is not
currently being pursued to meet the specific
needs of an approved requirement for which
other information categories have been pro-
vided. For example, classified technical in-
formation developed in the pursuit of work
on Naval, Ram-Jet or Rocket nuclear reac-
tors would not be reported here but under
their respective specific categories. This cat-
egory will include classified technical infor-
mation on the following:

a. Theory, design, and performance, either
estimated or actual.

b. Design details, composition and per-
formance characteristics of major compo-
nents (e.g., fuel media, reflectors, modera-
tors, heat exchangers, pressure shells or con-
tainment devices, control rods, conversion
devices, instrumentation and shielding).

c. Material (metals, ceramics and com-
pounds) development, alloying, cladding,
corrosion, erosion, radiation studies and fab-
rication techniques.

d. Chemistry, including chemical engineer-
ing, processes and techniques. Reactor phys-
ics, engineering and criticality studies.

C-93b Conversion Devices. This category
includes classified technical information de-
veloped in the pursuit of studies, designs, re-
search and development, fabrication and op-
eration of any energy conversion device to be
used with nuclear energy sources which is
not being applied to a specific system devel-
opment project.

C-94 Military Compact Reactor (MCR).
This category includes classified technical
information on the actual or planned Mili-
tary Compact Reactor and its components
developed in the pursuit of studies, designs,
research and development, fabrication, and
operation of the reactor system or its com-
ponents.

Examples of the areas of information in-
cluded are:

a. Reactor core physics.

b. Fuel elements and fuel element compo-
nents.

c. Moderator and reflector details.

d. Data on primary coolant system.

e. Radiation shield.

f. Controls and instrumentation.

This category does not include information
on military operational characteristics or
techniques.

[41 FR 56778, Dec. 30, 1976, as amended at 44
FR 37939, June 29, 1979]
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PART 727—CONSENT FOR ACCESS
TO INFORMATION ON DEPART-
MENT OF ENERGY COMPUTERS

Sec.

727.1 What is the purpose and scope of this
part?

727.2 What are the definitions of the terms
used in this part?

727.3 To whom does this part apply?

727.4 1Is there any expectation of privacy ap-
plicable to a DOE computer?

727.5 What acknowledgment and consent is
required for access to information on
DOE computers?

727.6 What are the obligations of a DOE
contractor?

AUTHORITY: 42 U.S.C. 7101, et seq.; 42 U.S.C.
2011, et. seq.; 50 U.S.C. 2425, 2483; E.O. No.
12958, 60 FR 19825, 3 CFR, 1995 Comp., p. 333;
and E.O. 12968, 60 FR 40245, 3 CFR, 1995
Comp., p. 391.

SOURCE: 71 FR 40884, July 19, 2006, unless
otherwise noted.

§727.1 What is the purpose and scope
of this part?

(a) The purpose of this part is to es-
tablish minimum requirements appli-
cable to each individual granted access
to a DOE computer or to information
on a DOE computer, including a re-
quirement for written consent to ac-
cess by an authorized investigative
agency to any DOE computer used in
the performance of the individual’s du-
ties during the term of that individ-
ual’s employment and for a period of
three years thereafter.

(b) Section 727.4 of this part also ap-
plies to any person who uses a DOE
computer by sending an e-mail mes-
sage to such a computer.

§727.2 What are the definitions of the
terms used in this part?

For purposes of this part:

Authorized investigative agency means
an agency authorized by law or regula-
tion to conduct a counterintelligence
investigation or investigations of per-
sons who are proposed for access to
classified information to ascertain
whether such persons satisfy the cri-
teria for obtaining and retaining access
to such information.

Computer means desktop computers,
portable computers, computer net-
works (including the DOE network and
local area networks at or controlled by

417



§727.3

DOE organizations), network devices,
automated information systems, or
other related computer equipment
owned by, leased, or operated on behalf
of the DOE.

DOE means the Department of En-
ergy, including the National Nuclear
Security Administration.

DOE computer means any computer
owned by, leased, or operated on behalf
of the DOE.

Individual means an employee of DOE
or a DOE contractor, or any other per-
son who has been granted access to a
DOE computer or to information on a
DOE computer, and does not include a
member of the public who sends an e-
mail message to a DOE computer or
who obtains information available to
the public on DOE Web sites.

User means any person, including any
individual or member of the public,
who sends information to or receives
information from a DOE computer.

§727.3 To whom does this part apply?

(a) This part applies to DOE employ-
ees, DOE contractors, DOE contractor
and subcontractor employees, and any
other individual who has been granted
access to a DOE computer or to infor-
mation on a DOE computer.

(b) Section 727.4 of this part also ap-
plies to any person who uses a DOE
computer by sending an e-mail mes-
sage to such computer.

§727.4 Is there any expectation of pri-
vacy applicable to a DOE com-
puter?

Notwithstanding any other provision
of law (including any provision of law
enacted by the Electronic Communica-
tions Privacy Act of 1986), no user of a
DOE computer shall have any expecta-
tion of privacy in the use of that DOE
computer.

§727.5 What acknowledgment and con-
sent is required for access to infor-
mation on DOE computers?

An individual may not be granted ac-
cess to information on a DOE computer
unless:

(a) The individual has acknowledged
in writing that the individual has no
expectation of privacy in the use of a
DOE computer; and
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(b) The individual has consented in
writing to permit access by an author-
ized investigative agency to any DOE
computer used during the period of
that individual’s access to information
on a DOE computer and for a period of
three years thereafter.

§727.6 What are the obligations of a
DOE contractor?

(a) A DOE contractor must ensure
that neither its employees nor the em-
ployees of any of its subcontractors has
access to information on a DOE com-
puter unless the DOE contractor has
obtained a written acknowledgment
and consent by each contractor or sub-
contractor employee that complies
with the requirements of §727.5 of this
part.

(b) A DOE contractor must maintain
a file of original written acknowledg-
ments and consents executed by its em-
ployees and all subcontractors employ-
ees that comply with the requirements
of §727.5 of this part.

(c) Upon demand by the cognizant
DOE contracting officer, a DOE con-
tractor must provide an opportunity
for a DOE official to inspect the file
compiled under this section and to
copy any portion of the file.

(d) If a DOE contractor violates the
requirements of this section with re-
gard to a DOE computer with Re-
stricted Data or other classified infor-
mation, then the DOE contractor may
be assessed a civil penalty or a reduc-
tion in fee pursuant to section 234B of
the Atomic Energy Act of 1954 (42
U.S.C. 2282b).

PART 733—ALLEGATIONS OF
RESEARCH MISCONDUCT

Sec.
733.1
733.2
733.3
733.4

Purpose.

Scope.

Definitions.

Research misconduct requirements.

733.5 Allegations received by DOE.

733.6 Consultation with the DOE Office of
the Inspector General.

733.7 Referral to the contracting officer.

733.8 Contracting officer procedures.

AUTHORITY: 42 U.S.C. 2201; 7254; 7256; 7101 et
seq.; 50 U.S.C. 2401 et seq.

SOURCE: 70 FR 37014, June 28, 2005, unless
otherwise noted.
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