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(1) Whether the Contractor’s facility has 
any vulnerabilities where potentially declar-
able activities under the U.S.-IAEA AP are 
taking place; 

(2) Whether additional security measures 
are needed; and 

(3) Whether DoD will apply a national se-
curity exclusion. 

(e) If DoD applies a national security ex-
clusion, the Contractor shall not grant ac-
cess to IAEA inspectors. 

(f) If DoD does not apply a national secu-
rity exclusion, the Contractor shall apply 
managed access to prevent disclosure of pro-
gram activities, locations, or information in 
the U.S. declaration. 

(g) The Contractor shall not delay submis-
sion of any reports required by the Depart-
ment of Commerce or the Nuclear Regu-
latory Commission while awaiting a DoD re-
sponse to a notification provided in accord-
ance with this clause. 

(h) The Contractor shall incorporate the 
substance of this clause, including this para-
graph (h), in all subcontracts that are sub-
ject to the provisions of the U.S.-IAEA AP. 

(End of clause) 

[74 FR 2412, Jan. 15, 2009] 

252.204–7011 Alternative Line Item 
Structure. 

As prescribed in 204.7109(b), insert the 
following provision: 

ALTERNATIVE LINE-ITEM STRUCTURE (SEP 
2011) 

(a) Line items are the basic structural ele-
ments in a solicitation or contract that pro-
vide for the organization of contract require-
ments to facilitate pricing, delivery, inspec-
tion, acceptance and payment. Line items 
are organized into contract line items, 
subline items, and exhibit line items. Sepa-
rate line items should be established to ac-
count for separate pricing, identification 
(see section 211.274 of the Defense Federal 
Acquisition Regulation Supplement), deliv-
eries, or funding. The Government recognizes 
that the line item structure in this solicita-
tion may not conform to every offeror’s 
practices. Failure to correct these issues can 
result in difficulties in accounting for deliv-
eries and processing payments. Therefore, 
offerors are invited to propose an alternative 
line item structure for items on which bids, 
proposals, or quotes are requested in this so-
licitation to ensure that the resulting con-
tract structure is economically and adminis-
tratively advantageous to the Government 
and the Contractor. 

(b) If an alternative line item structure is 
proposed, the structure must be consistent 
with subpart 204.71 of the Defense Federal 
Acquisition Regulation Supplement and PGI 
204.71. A sample solicitation line-item struc-
ture and a corresponding offer of a proposed 
alternative line-item structure follow. 

Solicitation: 

Item No. Supplies/Service Quantity Unit Unit 
price Amount 

0001 .............................. Computer, Desktop with CPU, Monitor, Keyboard 
and Mouse.

20 EA ..............

Alternative line-item structure offer where 
monitors are shipped separately: 

Item No. Supplies/Service Quantity Unit Unit 
Price Amount 

0001 .............................. Computer, Desktop with CPU, Keyboard and 
Mouse.

20 EA .

0002 .............................. Monitor .................................................................. 20 EA ..............

(End of provision) 

[76 FR 58139, Sept. 20, 2011] 

252.204–7012 Safeguarding covered de-
fense information and cyber inci-
dent reporting. 

As prescribed in 204.7304c, use the fol-
lowing clause: 

SAFEGUARDING COVERED DEFENSE INFORMA-
TION AND CYBER INCIDENT REPORTING (DEC 
2015) 

(a) Definitions. As used in this clause— 
Adequate security means protective meas-

ures that are commensurate with the con-
sequences and probability of loss, misuse, or 
unauthorized access to, or modification of 
information. 

Compromise means disclosure of informa-
tion to unauthorized persons, or a violation 
of the security policy of a system, in which 
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unauthorized intentional or unintentional 
disclosure, modification, destruction, or loss 
of an object, or the copying of information to 
unauthorized media may have occurred. 

Contractor attributional/proprietary informa-
tion means information that identifies the 
contractor(s), whether directly or indirectly, 
by the grouping of information that can be 
traced back to the contractor(s) (e.g., pro-
gram description, facility locations), person-
ally identifiable information, as well as 
trade secrets, commercial or financial infor-
mation, or other commercially sensitive in-
formation that is not customarily shared 
outside of the company. 

Contractor information system means an in-
formation system belonging to, or operated 
by or for, the Contractor. 

Controlled technical information means tech-
nical information with military or space ap-
plication that is subject to controls on the 
access, use, reproduction, modification, per-
formance, display, release, disclosure, or dis-
semination. Controlled technical informa-
tion would meet the criteria, if dissemi-
nated, for distribution statements B through 
F using the criteria set forth in DoD Instruc-
tion 5230.24, Distribution Statements on 
Technical Documents. The term does not in-
clude information that is lawfully publicly 
available without restrictions. 

Covered contractor information system means 
an information system that is owned, or op-
erated by or for, a contractor and that proc-
esses, stores, or transmits covered defense 
information. 

Covered defense information means unclassi-
fied information that— 

(i) Is— 
(A) Provided to the contractor by or on be-

half of DoD in connection with the perform-
ance of the contract; or 

(B) Collected, developed, received, trans-
mitted, used, or stored by or on behalf of the 
contractor in support of the performance of 
the contract; and 

(ii) Falls in any of the following cat-
egories: 

(A) Controlled technical information. 
(B) Critical information (operations security). 

Specific facts identified through the Oper-
ations Security process about friendly inten-
tions, capabilities, and activities vitally 
needed by adversaries for them to plan and 
act effectively so as to guarantee failure or 
unacceptable consequences for friendly mis-
sion accomplishment (part of Operations Se-
curity process). 

(C) Export control. Unclassified information 
concerning certain items, commodities, 
technology, software, or other information 
whose export could reasonably be expected 
to adversely affect the United States na-
tional security and nonproliferation objec-
tives. To include dual use items; items iden-
tified in export administration regulations, 
international traffic in arms regulations and 

munitions list; license applications; and sen-
sitive nuclear technology information. 

(D) Any other information, marked or oth-
erwise identified in the contract, that re-
quires safeguarding or dissemination con-
trols pursuant to and consistent with law, 
regulations, and Governmentwide policies 
(e.g., privacy, proprietary business informa-
tion). 

Cyber incident means actions taken 
through the use of computer networks that 
result in a compromise or an actual or po-
tentially adverse effect on an information 
system and/or the information residing 
therein. 

Forensic analysis means the practice of 
gathering, retaining, and analyzing com-
puter-related data for investigative purposes 
in a manner that maintains the integrity of 
the data. 

Malicious software means computer soft-
ware or firmware intended to perform an un-
authorized process that will have adverse im-
pact on the confidentiality, integrity, or 
availability of an information system. This 
definition includes a virus, worm, Trojan 
horse, or other code-based entity that infects 
a host, as well as spyware and some forms of 
adware. 

Media means physical devices or writing 
surfaces including, but is not limited to, 
magnetic tapes, optical disks, magnetic 
disks, large-scale integration memory chips, 
and printouts onto which information is re-
corded, stored, or printed within an informa-
tion system. 

Operationally critical support means supplies 
or services designated by the Government as 
critical for airlift, sealift, intermodal trans-
portation services, or logistical support that 
is essential to the mobilization, deployment, 
or sustainment of the Armed Forces in a 
contingency operation. 

Rapid(ly) report(ing) means within 72 hours 
of discovery of any cyber incident. 

Technical information means technical data 
or computer software, as those terms are de-
fined in the clause at DFARS 252.227–7013, 
Rights in Technical Data-Non Commercial 
Items, regardless of whether or not the 
clause is incorporated in this solicitation or 
contract. Examples of technical information 
include research and engineering data, engi-
neering drawings, and associated lists, speci-
fications, standards, process sheets, manu-
als, technical reports, technical orders, cata-
log-item identifications, data sets, studies 
and analyses and related information, and 
computer software executable code and 
source code. 

(b) Adequate security. The Contractor shall 
provide adequate security for all covered de-
fense information on all covered contractor 
information systems that support the per-
formance of work under this contract. To 
provide adequate security, the Contractor 
shall— 
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(1) Implement information systems secu-
rity protections on all covered contractor in-
formation systems including, at a min-
imum— 

(i) For covered contractor information sys-
tems that are part of an Information Tech-
nology (IT) service or system operated on be-
half of the Government— 

(A) Cloud computing services shall be sub-
ject to the security requirements specified in 
the clause 252.239–7010, Cloud Computing 
Services, of this contract; and 

(B) Any other such IT service or system 
(i.e., other than cloud computing) shall be 
subject to the security requirements speci-
fied elsewhere in this contract; or 

(ii) For covered contractor information 
systems that are not part of an IT service or 
system operated on behalf of the Govern-
ment and therefore are not subject to the se-
curity requirement specified at paragraph 
(b)(1)(i) of this clause— 

(A) The security requirements in National 
Institute of Standards and Technology 
(NIST) Special Publication (SP) 800–171, 
‘‘Protecting Controlled Unclassified Infor-
mation in Nonfederal Information Systems 
and Organizations,’’ http://dx.doi.org/10.6028/ 
NIST.SP.800-171 that is in effect at the time 
the solicitation is issued or as authorized by 
the Contracting Officer, as soon as practical, 
but not later than December 31, 2017. The 
Contractor shall notify the DoD CIO, via 
email at osd.dibcsia@mail.mil, within 30 days 
of contract award, of any security require-
ments specified by NIST SP 800–171 not im-
plemented at the time of contract award; or 

(B) Alternative but equally effective secu-
rity measures used to compensate for the in-
ability to satisfy a particular requirement 
and achieve equivalent protection accepted 
in writing by an authorized representative of 
the DoD CIO; and 

(2) Apply other security measures when the 
Contractor reasonably determines that such 
measures, in addition to those identified in 
paragraph (b)(1) of this clause, may be re-
quired to provide adequate security in a dy-
namic environment based on an assessed risk 
or vulnerability. 

(c) Cyber incident reporting requirement. 
(1) When the Contractor discovers a cyber 

incident that affects a covered contractor in-
formation system or the covered defense in-
formation residing therein, or that affects 
the contractor’s ability to perform the re-
quirements of the contract that are des-
ignated as operationally critical support, the 
Contractor shall— 

(i) Conduct a review for evidence of com-
promise of covered defense information, in-
cluding, but not limited to, identifying com-
promised computers, servers, specific data, 
and user accounts. This review shall also in-
clude analyzing covered contractor informa-
tion system(s) that were part of the cyber in-
cident, as well as other information systems 

on the Contractor’s network(s), that may 
have been accessed as a result of the incident 
in order to identify compromised covered de-
fense information, or that affect the Con-
tractor’s ability to provide operationally 
critical support; and 

(ii) Rapidly report cyber incidents to DoD 
at http://dibnet.dod.mil. 

(2) Cyber incident report. The cyber incident 
report shall be treated as information cre-
ated by or for DoD and shall include, at a 
minimum, the required elements at http:// 
dibnet.dod.mil. 

(3) Medium assurance certificate requirement. 
In order to report cyber incidents in accord-
ance with this clause, the Contractor or sub-
contractor shall have or acquire a DoD-ap-
proved medium assurance certificate to re-
port cyber incidents. For information on ob-
taining a DoD-approved medium assurance 
certificate, see http://iase.disa.mil/pki/eca/ 
Pages/index.aspx. 

(d) Malicious software. The Contractor or 
subcontractors that discover and isolate ma-
licious software in connection with a re-
ported cyber incident shall submit the mali-
cious software in accordance with instruc-
tions provided by the Contracting Officer. 

(e) Media preservation and protection. When 
a Contractor discovers a cyber incident has 
occurred, the Contractor shall preserve and 
protect images of all known affected infor-
mation systems identified in paragraph 
(c)(1)(i) of this clause and all relevant moni-
toring/packet capture data for at least 90 
days from the submission of the cyber inci-
dent report to allow DoD to request the 
media or decline interest. 

(f) Access to additional information or equip-
ment necessary for forensic analysis. Upon re-
quest by DoD, the Contractor shall provide 
DoD with access to additional information or 
equipment that is necessary to conduct a fo-
rensic analysis. 

(g) Cyber incident damage assessment activi-
ties. If DoD elects to conduct a damage as-
sessment, the Contracting Officer will re-
quest that the Contractor provide all of the 
damage assessment information gathered in 
accordance with paragraph (e) of this clause. 

(h) DoD safeguarding and use of contractor 
attributional/proprietary information. The Gov-
ernment shall protect against the unauthor-
ized use or release of information obtained 
from the contractor (or derived from infor-
mation obtained from the contractor) under 
this clause that includes contractor 
attributional/proprietary information, in-
cluding such information submitted in ac-
cordance with paragraph (c). To the max-
imum extent practicable, the Contractor 
shall identify and mark attributional/propri-
etary information. In making an authorized 
release of such information, the Government 
will implement appropriate procedures to 
minimize the contractor attributional/pro-
prietary information that is included in such 
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authorized release, seeking to include only 
that information that is necessary for the 
authorized purpose(s) for which the informa-
tion is being released. 

(i) Use and release of contractor attributional/ 
proprietary information not created by or for 
DoD. Information that is obtained from the 
contractor (or derived from information ob-
tained from the contractor) under this clause 
that is not created by or for DoD is author-
ized to be released outside of DoD— 

(1) To entities with missions that may be 
affected by such information; 

(2) To entities that may be called upon to 
assist in the diagnosis, detection, or mitiga-
tion of cyber incidents; 

(3) To Government entities that conduct 
counterintelligence or law enforcement in-
vestigations; 

(4) For national security purposes, includ-
ing cyber situational awareness and defense 
purposes (including with Defense Industrial 
Base (DIB) participants in the program at 32 
CFR part 236); or 

(5) To a support services contractor (‘‘re-
cipient’’) that is directly supporting Govern-
ment activities under a contract that in-
cludes the clause at 252.204–7009, Limitations 
on the Use or Disclosure of Third-Party Con-
tractor Reported Cyber Incident Informa-
tion. 

(j) Use and release of contractor attributional/ 
proprietary information created by or for DoD. 
Information that is obtained from the con-
tractor (or derived from information ob-
tained from the contractor) under this clause 
that is created by or for DoD (including the 
information submitted pursuant to para-
graph (c) of this clause) is authorized to be 
used and released outside of DoD for pur-
poses and activities authorized by paragraph 
(i) of this clause, and for any other lawful 
Government purpose or activity, subject to 
all applicable statutory, regulatory, and pol-
icy based restrictions on the Government’s 
use and release of such information. 

(k) The Contractor shall conduct activities 
under this clause in accordance with applica-
ble laws and regulations on the interception, 
monitoring, access, use, and disclosure of 
electronic communications and data. 

(l) Other safeguarding or reporting require-
ments. The safeguarding and cyber incident 
reporting required by this clause in no way 
abrogates the Contractor’s responsibility for 
other safeguarding or cyber incident report-
ing pertaining to its unclassified informa-
tion systems as required by other applicable 
clauses of this contract, or as a result of 
other applicable U.S. Government statutory 
or regulatory requirements. 

(m) Subcontracts. The Contractor shall— 
(1) Include this clause, including this para-

graph (m), in subcontracts, or similar con-
tractual instruments, for operationally crit-
ical support, or for which subcontract per-
formance will involve a covered contractor 

information system, including subcontracts 
for commercial items, without alteration, 
except to identify the parties; and 

(2) When this clause is included in a sub-
contract, require subcontractors to rapidly 
report cyber incidents directly to DoD at 
http://dibnet.dod.mil and the prime Con-
tractor. This includes providing the incident 
report number, automatically assigned by 
DoD, to the prime Contractor (or next high-
er-tier subcontractor) as soon as practicable. 

(End of clause) 

[80 FR 51745, Aug. 26, 2015, as amended at 80 
FR 56930, Sept. 21, 2015; 80 FR 81474, Dec. 30, 
2015] 

252.204–7013 Limitations on the Use or 
Disclosure of Information by Litiga-
tion Support Offerors. 

As prescribed in 204.7403(a), use the 
following provision. If the solicitation 
is a request for quotations, the terms 
‘‘quotation’’ and ‘‘Quoter’’ may be sub-
stituted for ‘‘offer’’ and ‘‘Offeror’’. 

LIMITATIONS ON THE USE OR DISCLOSURE OF 
INFORMATION BY LITIGATION SUPPORT 
OFFERORS (MAY 2016) 

(a) Definitions. As used in this provision— 
Computer software means computer pro-

grams, source code, source code listings, ob-
ject code listings, design details, algorithms, 
processes, flow charts, formulae, and related 
material that would enable the software to 
be reproduced, recreated, or recompiled. 
Computer software does not include com-
puter data bases or computer software docu-
mentation. 

Litigation information means any informa-
tion, including sensitive information, that is 
furnished to the contractor by or on behalf 
of the Government, or that is generated or 
obtained by the contractor in the perform-
ance of litigation support under a contract. 
The term does not include information that 
is lawfully, publicly available without re-
striction, including information contained in 
a publicly available solicitation. 

Litigation support means administrative, 
technical, or professional services provided 
in support of the Government during or in 
anticipation of litigation. 

Sensitive information means controlled un-
classified information of a commercial, fi-
nancial, proprietary, or privileged nature. 
The term includes technical data and com-
puter software, but does not include informa-
tion that is lawfully, publicly available with-
out restriction. 

Technical data means recorded information, 
regardless of the form or method of the re-
cording, of a scientific or technical nature 
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