
192 

5 CFR Ch. III (1–1–16 Edition) § 1330.405 

appraisal system at the conclusion of 
each appraisal period that ends during 
a calendar year for which the certifi-
cation is in effect, in accordance with 
OPM instructions. 

(h) Suspension of certification. (1) 
When OPM determines that an agen-
cy’s certified appraisal system is no 
longer in compliance with certification 
criteria, OPM, with OMB concurrence, 
may suspend such certification, as pro-
vided in paragraph (c)(3) of this sec-
tion. 

(2) An agency’s system certification 
is automatically suspended when OPM 
withdraws performance appraisal sys-
tem approval or mandates corrective 
action because of misapplication of the 
system as authorized under §§ 430.210(c), 
430.312(c), and 1330.403(e). 

(3) OPM will notify the head of the 
agency at least 30 calendar days in ad-
vance of the suspension and the rea-
son(s) for the suspension, as well as 
any expected corrective action. Upon 
such notice, and until its system cer-
tification is reinstated, the agency 
must set a senior executive’s rate of 

basic pay under 5 CFR part 534, subpart 
D, when effective, at a rate that does 
not exceed the rate for level III of the 
Executive Schedule. While certifi-
cation is suspended, an agency must 
limit aggregate compensation received 
in a calendar year by a senior employee 
to the rate for level I of the Executive 
Schedule. Pay adjustments, cash 
awards, and levels of pay in effect prior 
to that notice will remain in effect un-
less OPM finds that any such decision 
and subsequent action was in violation 
of law, rule, or regulation. 

(4) OPM, with OMB concurrence, may 
reinstate an agency’s suspended certifi-
cation only after the agency has taken 
appropriate corrective action. 

(5) OPM may reinstate the certifi-
cation of an appraisal system that has 
been automatically suspended under 
paragraph (h)(2) of this section upon 
the agency’s compliance with the ap-
plicable OPM-mandated corrective ac-
tion(s). 

PARTS 1331–1399 [RESERVED] 
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PART 1400—DESIGNATION OF 
NATIONAL SECURITY POSITIONS 

Subpart A—Scope 

Sec. 
1400.101 Purpose. 
1400.102 Definitions and applicability. 
1400.103 Implementation. 

Subpart B—Designation and Investigative 
Requirements 

1400.201 Sensitivity level designations and 
investigative requirements. 

1400.202 Waivers and exceptions to 
preappointment investigative require-
ments. 

1400.203 Periodic reinvestigation require-
ments. 

1400.204 Reassessment of current positions. 
1400.205 Savings provision. 

Subpart C—Procedural Rights and 
Reporting 

1400.301 Procedural rights. 
1400.302 Reporting to OPM. 

AUTHORITY: 5 U.S.C. 1103(a)(5), 3301, 3302, 
7312; 50 U.S.C. 3023, 3341; E.O. 10450, 3 CFR, 
1949–1953 Comp., p. 936; E.O. 10577, 3 CFR, 
1954–1958 Comp., p. 218; E.O. 12968, 3 CFR, 1995 
Comp., p. 391; E.O. 13467, 3 CFR, 2008 Comp., 
p. 196; 3 CFR, 2013 Comp., p. 358. 

SOURCE: 80 FR 32262, June 5, 2015, unless 
otherwise noted. 

Subpart A—Scope 
§ 1400.101 Purpose. 

(a) This part sets forth certain re-
quirements and procedures which each 
agency shall observe for determining 
national security positions pursuant to 
Executive Order 10450—Security Re-
quirements for Government Employ-
ment (April 27, 1953), 3 CFR 1949–1953 
Comp., p. 936. 

(b) All positions must be evaluated 
for a position sensitivity designation 
commensurate with the responsibil-
ities and assignments of the position as 
they relate to the impact on the na-
tional security, including but not lim-
ited to eligibility for access to classi-
fied information. 

§ 1400.102 Definitions and applica-
bility. 

(a) In this part— 
(1) Critical infrastructures are systems 

and assets, whether physical or virtual, 

so vital to the United States that the 
incapacity or destruction of such sys-
tems and assets would have a debili-
tating impact on security, national 
economic security, national public 
health or safety, or any combination of 
those matters. 

(2) Key resources are publicly or pri-
vately controlled resources essential to 
the minimal operations of the economy 
and government. 

(3) National security refers to those 
activities which are directly concerned 
with the foreign relations of the United 
States, or protection of the Nation 
from internal subversion, foreign ag-
gression, or terrorism. 

(4) National security position includes 
any position in a department or agen-
cy, the occupant of which could bring 
about, by virtue of the nature of the 
position, a material adverse effect on 
the national security. 

(i) Such positions include those re-
quiring eligibility for access to classi-
fied information. 

(ii) Other such positions include, but 
are not limited to, those whose duties 
include: 

(A) Protecting the nation, its citizens 
and residents from acts of terrorism, 
espionage, or foreign aggression, in-
cluding those positions where the occu-
pant’s duties involve protecting the na-
tion’s borders, ports, critical infra-
structure or key resources, and where 
the occupant’s neglect, action, or inac-
tion could bring about a material ad-
verse effect on the national security; 

(B) Developing plans or policies re-
lated to national defense or military 
operations; 

(C) Planning or conducting intel-
ligence or counterintelligence activi-
ties, counterterrorism activities and 
related activities concerned with the 
preservation of the military strength 
of the United States; 

(D) Protecting or controlling access 
to facilities or information systems 
where the occupant’s neglect, action, 
or inaction could bring about a mate-
rial adverse effect on the national se-
curity; 

(E) Controlling, maintaining custody, 
safeguarding, or disposing of hazardous 
materials, arms, ammunition or explo-
sives, where the occupant’s neglect, ac-
tion, or inaction could bring about a 
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material adverse effect on the national 
security; 

(F) Exercising investigative or adju-
dicative duties related to national se-
curity, suitability, fitness or identity 
credentialing, where the occupant’s ne-
glect, action, or inaction could bring 
about a material adverse effect on the 
national security; 

(G) Exercising duties related to 
criminal justice, public safety or law 
enforcement, where the occupant’s ne-
glect, action, or inaction could bring 
about a material adverse effect on the 
national security; or 

(H) Conducting investigations or au-
dits related to the functions described 
in paragraphs (a)(4)(ii)(B) through (G) 
of this section, where the occupant’s 
neglect, action, or inaction could bring 
about a material adverse effect on the 
national security. 

(b) The requirements of this part 
apply to positions in the competitive 
service, positions in the excepted serv-
ice where the incumbent can be non-
competitively converted to the com-
petitive service, and Senior Executive 
Service (SES) positions held by career 
appointees in the SES within the exec-
utive branch. Departments and agen-
cies may apply the requirements of 
this part to other excepted service po-
sitions within the executive branch and 
contractor positions, to the extent con-
sistent with law. 

§ 1400.103 Implementation. 
OPM and the Security Executive 

Agent designated pursuant to Execu-
tive Order 13467 or any successor order 
may set forth policies, general proce-
dures, criteria, standards, quality con-
trol procedures, and supplementary 
guidance for the implementation of 
this part. 

Subpart B—Designation and 
Investigative Requirements 

§ 1400.201 Sensitivity level designa-
tions and investigative require-
ments. 

(a) For purposes of this part, the 
head of each agency must designate, or 
cause to be designated, a position with-
in the department or agency as a na-
tional security position pursuant to 
§ 1400.102(a). National security positions 

must then be designated, based on the 
degree of potential damage to the na-
tional security, at one of the following 
three sensitivity levels: 

(1) Noncritical-Sensitive positions 
are national security positions which 
have the potential to cause significant 
or serious damage to the national secu-
rity, including but not limited to: 

(i) Positions requiring eligibility for 
access to Secret, Confidential, or ‘‘L’’ 
classified information; or 

(ii) Positions not requiring eligibility 
for access to classified information, 
but having the potential to cause sig-
nificant or serious damage to the na-
tional security. 

(2) Critical-Sensitive positions are 
national security positions which have 
the potential to cause exceptionally 
grave damage to the national security, 
including but not limited to: 

(i) Positions requiring eligibility for 
access to Top Secret or ‘‘Q’’ classified 
information; 

(ii) Positions not requiring eligibility 
for access to classified information, 
but having the potential to cause ex-
ceptionally grave damage to the na-
tional security; 

(iii) Positions involving development 
or approval of war plans, major or spe-
cial military operations, or critical and 
extremely important items of war; 

(iv) National security policy-making 
or policy-determining positions; 

(v) Positions with investigative du-
ties, including handling of completed 
counterintelligence or background in-
vestigations, the nature of which have 
the potential to cause exceptionally 
grave damage to the national security; 

(vi) Positions involving national se-
curity adjudicative determinations or 
granting of personnel security clear-
ance eligibility; 

(vii) Positions involving duty on per-
sonnel security boards; 

(viii) Senior management positions 
in key programs, the compromise of 
which could result in exceptionally 
grave damage to the national security; 

(ix) Positions having direct involve-
ment with diplomatic relations and ne-
gotiations; 

(x) Positions involving independent 
responsibility for planning or approv-
ing continuity of Government oper-
ations; 

VerDate Sep<11>2014 07:51 Mar 15, 2016 Jkt 238010 PO 00000 Frm 00208 Fmt 8010 Sfmt 8010 Y:\SGML\238010.XXX 238010Lh
or

ne
 o

n 
D

S
K

5T
P

T
V

N
1P

R
O

D
 w

ith
 C

F
R



197 

OPM and Ofc. of the Director of Nat’l Intelligence § 1400.201 

(xi) Positions involving major and 
immediate responsibility for, and the 
ability to act independently without 
detection to compromise or exploit, 
the protection, control, and safety of 
the nation’s borders and ports or immi-
gration or customs control or policies, 
where there is a potential to cause ex-
ceptionally grave damage to the na-
tional security; 

(xii) Positions involving major and 
immediate responsibility for, and the 
ability to act independently without 
detection to compromise or exploit, 
the design, installation, operation, or 
maintenance of critical infrastructure 
systems or programs; 

(xiii) Positions in which the occu-
pants have the ability to independently 
damage public health and safety with 
devastating results; 

(xiv) Positions in which the occu-
pants have the ability to independently 
compromise or exploit biological select 
agents or toxins, chemical agents, nu-
clear materials, or other hazardous ma-
terials; 

(xv) Positions in which the occupants 
have the ability to independently com-
promise or exploit the nation’s nuclear 
or chemical weapons designs or sys-
tems; 

(xvi) Positions in which the occu-
pants obligate, expend, collect or con-
trol revenue, funds or items with mon-
etary value in excess of $50 million, or 
procure or secure funding for goods 
and/or services with monetary value in 
excess of $50 million annually, with the 
potential for exceptionally grave dam-
age to the national security; 

(xvii) Positions in which the occu-
pants have unlimited access to and 
control over unclassified information, 
which may include private, proprietary 
or other controlled unclassified infor-
mation, but only where the unauthor-
ized disclosure of that information 
could cause exceptionally grave dam-
age to the national security; 

(xviii) Positions in which the occu-
pants have direct, unrestricted control 
over supplies of arms, ammunition, or 
explosives or control over any weapons 
of mass destruction; 

(xix) Positions in which the occu-
pants have unlimited access to or con-
trol of access to designated restricted 
areas or restricted facilities that main-

tain national security information 
classified at the Top Secret or ‘‘Q’’ 
level; 

(xx) Positions working with signifi-
cant life-critical/mission-critical sys-
tems, such that compromise or exploi-
tation of those systems would cause ex-
ceptionally grave damage to essential 
Government operations or national in-
frastructure; or 

(xxi) Positions in which the occu-
pants conduct internal and/or external 
investigation, inquiries, or audits re-
lated to the functions described in 
paragraphs (a)(2)(i) through (xx) of this 
section, where the occupant’s neglect, 
action, or inaction could cause excep-
tionally grave damage to the national 
security. 

(3) Special-Sensitive positions are 
those national security positions which 
have the potential to cause inestimable 
damage to the national security, in-
cluding but not limited to positions re-
quiring eligibility for access to Sen-
sitive Compartmented Information 
(SCI), requiring eligibility for access to 
any other intelligence-related Special 
Sensitive information, requiring in-
volvement in Top Secret Special Ac-
cess Programs (SAP), or positions 
which the agency head determines 
must be designated higher than Crit-
ical-Sensitive consistent with Execu-
tive order. 

(b) OPM and ODNI issue, and periodi-
cally revise, a Position Designation 
System which describes in greater de-
tail agency requirements for desig-
nating positions that could bring about 
a material adverse effect on the na-
tional security. Agencies must use the 
Position Designation System to des-
ignate the sensitivity level of each po-
sition covered by this part. All posi-
tions receiving a position sensitivity 
designation under this part shall also 
receive a risk designation under 5 CFR 
part 731 (see 5 CFR 731.106) as provided 
in paragraphs (c) and (d) of this sec-
tion. 

(c) Any position receiving a position 
sensitivity designation under this part 
at the critical-sensitive or special-sen-
sitive level shall automatically carry 
with that designation, without further 
agency action, a risk designation under 
5 CFR 731.106 at the high level. 
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(d) Any position receiving a position 
sensitivity designation at the non-
critical-sensitive level shall automati-
cally carry with that designation, 
without further agency action, a risk 
designation under 5 CFR 731.106 at the 
moderate level, unless the agency de-
termines that the position should be 
designated at the high level. Agencies 
shall designate the position at the high 
level where warranted on the basis of 
criteria set forth in OPM issuances as 
described in § 731.102(c) of this title. 

§ 1400.202 Waivers and exceptions to 
preappointment investigative re-
quirements. 

(a) Waivers—(1) General. A waiver of 
the preappointment investigative re-
quirement contained in section 3(b) of 
Executive Order 10450 for employment 
in a national security position may be 
made only for a limited period: 

(i) In case of emergency if the head of 
the department or agency concerned 
finds that such action is necessary in 
the national interest; and 

(ii) When such finding is made a part 
of the records of the department or 
agency. 

(2) Specific waiver requirements. (i) The 
preappointment investigative require-
ment may not be waived for appoint-
ment to positions designated Special- 
Sensitive under this part. 

(ii) For positions designated Critical- 
Sensitive under this part, the records 
of the department or agency required 
by paragraph (a)(1) of this section must 
document the decision as follows: 

(A) The nature of the emergency 
which necessitates an appointment 
prior to completion of the investiga-
tion and adjudication process; 

(B) A record demonstrating the suc-
cessful initiation of the required inves-
tigation based on a completed ques-
tionnaire; and 

(C) A record of the Federal Bureau of 
Investigation fingerprint check portion 
of the required investigation sup-
porting a preappointment waiver. 

(iii) When a waiver for a position des-
ignated Noncritical-Sensitive is grant-
ed under this part, the agency head 
will determine documentary require-
ments needed to support the waiver de-
cision. In these cases, the agency must 
favorably evaluate the completed ques-

tionnaire and expedite the submission 
of the request for an investigation at 
the appropriate level. 

(iv) When waiving the 
preappointment investigation require-
ments, the applicant must be notified 
that the preappointment decision was 
made based on limited information, 
and that the ultimate appointment de-
cision depends upon favorable comple-
tion and adjudication of the full inves-
tigative results. 

(b) Exceptions to investigative require-
ments. Pursuant to section 3(a) of E.O. 
10450, upon request of an agency head, 
the Office of Personnel Management 
may, in its discretion, authorize such 
less investigation as may meet the re-
quirement of national security with re-
spect to: 

(1) Positions that are intermittent, 
seasonal, per diem, or temporary, not 
to exceed an aggregate of 180 days in 
either a single continuous appointment 
or series of appointments; or 

(2) Positions filled by aliens em-
ployed outside the United States. 

(c) Applicability. This section does not 
apply to: 

(1) Investigations, waivers of inves-
tigative requirements, and exceptions 
from investigative requirements under 
42 U.S.C. 2165(b); 

(2) Investigative requirements for eli-
gibility for access to classified infor-
mation under Executive Order 12968; or 

(3) Standards for temporary eligi-
bility for access to classified informa-
tion established by the Security Execu-
tive Agent pursuant to section 3.3(a)(2) 
of Executive Order 12968. 

§ 1400.203 Periodic reinvestigation re-
quirements. 

(a) The incumbent of a national secu-
rity position requiring eligibility for 
access to classified information is sub-
ject to the reinvestigation require-
ments of E.O. 12968. 

(b) The incumbent of a national secu-
rity position that does not require eli-
gibility for access to classified infor-
mation is subject to periodic reinves-
tigation at least once every five years. 
Such reinvestigation must be con-
ducted using a national security ques-
tionnaire, and at a frequency and scope 
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that will satisfy the reinvestigation re-
quirements for both national security 
and public trust positions. 

§ 1400.204 Reassessment of current po-
sitions. 

(a) Agency heads must assess each 
position covered by this part within 
the agency using the standards set 
forth in this regulation as well as guid-
ance provided in OPM issuances to de-
termine whether changes in position 
sensitivity designations are necessary 
within 24 months of July 6, 2015. 

(b) Where the sensitivity designation 
of the position is changed, and requires 
a higher level of investigation than was 
previously required for the position, 

(1) The agency must initiate the in-
vestigation no later than 14 working 
days after the change in designation; 
and 

(2) The agency will determine wheth-
er the incumbent’s retention in sen-
sitive duties pending the outcome of 
the investigation is consistent with the 
national security. 

(c) Agencies may provide advance no-
tice of the redesignation of a position 
to allow time for completion of the 
forms, releases, and other information 
needed from the incumbent to initiate 
the investigation. 

(d) Agencies may request an exten-
sion, pursuant to guidance issued joint-
ly by OPM and ODNI, of the timeframe 
for redesignation of positions or initi-
ation of reinvestigations, if justified by 
severe staffing, budgetary, or informa-
tion technology constraints, or emer-
gency circumstances. 

§ 1400.205 Savings provision. 

No provision of the rule in this part 
may be applied to make an adverse in-
ference in pending administrative pro-
ceedings. However, the redesignation of 
a position may require that the occu-
pant of that position undergo a new ad-
judication. An administrative pro-
ceeding is deemed to be pending from 
the date of the agency or OPM notice 
described in § 1400.301(c)(1). 

Subpart C—Procedural Rights and 
Reporting 

§ 1400.301 Procedural rights. 
When an agency makes an adjudica-

tive decision based on an OPM inves-
tigation or an investigation conducted 
under an OPM delegation of authority, 
or when an agency, as a result of infor-
mation in such an investigation, 
changes a tentative favorable place-
ment or clearance decision to an unfa-
vorable decision, the agency must com-
ply with all applicable administrative 
procedural requirements, as provided 
by law, rule, regulation, or Executive 
order, including E.O. 12968, and the 
agency’s own procedural regulations, 
and must: 

(a) Ensure that the records used in 
making the decision are accurate, rel-
evant, timely, and complete to the ex-
tent reasonably necessary to assure 
fairness to the individual in any deter-
mination; 

(b) Consider all available, relevant 
information in reaching its final deci-
sion; and 

(c) At a minimum, subject to require-
ments of law, rule, regulation, or Exec-
utive order: 

(1) Provide the individual concerned 
notice of the specific reason(s) for the 
decision, an opportunity to respond, 
and notice of appeal rights, if any; and 

(2) Keep any record of the agency ac-
tion required by OPM as published in 
its issuances. 

§ 1400.302 Reporting to OPM. 
(a) Each agency conducting an inves-

tigation under E.O. 10450 is required to 
notify OPM when the investigation is 
initiated and when it is completed. 

(b) Agencies must report to OPM an 
adjudicative determination and action 
taken with respect to an individual in-
vestigated pursuant to E.O. 10450 as 
soon as possible and in no event later 
than 90 days after receipt of the final 
report of investigation. 

(c) To comply with process efficiency 
requirements, additional data may be 
collected from agencies conducting in-
vestigations or taking action under 
this part. These collections will be 
identified in separate OPM and ODNI 
guidance, issued as necessary under 
§ 1400.103. 
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